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    spaCy CPU (Experimental)

For the public :efficient profile with versioned installation and improved
form boundaries, see the efficient guide. This page preserves
the experimental alias and its historical results.
:spacy_cpu combines Obscura's deterministic recognizers with the pinned
en_core_web_lg 3.8.0 NER-only model in a native CPU process. The model adds
person and location detection; organizations and other spaCy labels are excluded
from the profile's model outputs. All 18 labels still participate in decoding.
The assigned NER score is 0.85, not a calibrated probability.
The profile is opt-in and supports Apple Silicon macOS and glibc Linux on ARM64
and x86-64. Linux uses OpenBLAS; macOS uses Accelerate. Alpine/musl, Windows,
Intel macOS, and other CPU architectures are not supported. :balanced
remains the stronger general accuracy recommendation. The initial native
benchmark reproduced spaCy NER-only outputs on all 2,648 documents twice, with
4.7–6.1× lower end-to-end latency than the Python control. Strict F1 on Nemotron
was 0.5403 versus 0.5659 for :balanced. Those are feasibility measurements;
see eval/spacy_native/results/PROFILE.md for validation through the profile API.
Provision local assets
Build the executable and export the pinned model outside request handling:
mix obscura.spacy.build --offline
.presidio-authoritative-venv/bin/python native/spacy_cpu/export.py \
  --output .cache/spacy_cpu/en_core_web_lg-3.8.0

On macOS the build requires Rust's aarch64-apple-darwin target, Xcode command-line
tools, and ARM64 Homebrew PCRE2. On Debian/Ubuntu Linux, install a current Rust
toolchain and build-essential libopenblas-dev libpcre2-dev. The build chooses
aarch64-unknown-linux-gnu or x86_64-unknown-linux-gnu from the running host.
Use the standard LP64 OpenBLAS library, whose CBLAS dimensions are 32-bit integers;
an ILP64/OpenBLAS64 library is incompatible. Omit --offline only if Cargo may
retrieve its locked code dependencies. The exporter uses the existing pinned
evaluation Python environment, with a standalone lock in
native/spacy_cpu/export-environment.json.
The exported files can then be copied unchanged between supported runtime hosts
without Python. Build the executable on the target architecture and a compatible
glibc distribution; macOS binaries cannot be copied to Linux. Linux runtime hosts
need the OpenBLAS and PCRE2 shared libraries (on Debian: libopenblas0-pthread
and libpcre2-8-0).
By default, the build installs the executable in the app's priv/spacy_cpu
directory. mix obscura.spacy.build --output PATH chooses an external location.
Pass that path as native_binary: PATH, or set OBSCURA_SPACY_BINARY.
The model directory is explicit via model_dir: PATH or
OBSCURA_SPACY_MODEL_DIR; there is no automatic model download or implicit search
under the evaluation directory. Options take precedence over environment values.
Preparation streams and verifies SHA-256 for all five pinned files before
starting native workers. Assets occupy about 408 MiB. Vectors are mapped read-only;
resident memory depends on pages touched, so the earlier 170 MiB observed worker
peak is not a memory limit. Provision immutable model files, then stop the runtime
before replacing or removing them. Weights and prebuilt executables are not bundled
in the Hex package. The source and export tooling are included.
Prepare and use
{:ok, runtime} =
  Obscura.Profile.prepare(:spacy_cpu,
    model_dir: ".cache/spacy_cpu/en_core_web_lg-3.8.0",
    workers: 1,
    request_timeout: 30_000
  )

{:ok, detections} =
  Obscura.analyze("José García lives in São Paulo.",
    profile: runtime,
    include_text: false
  )

{:ok, redacted} = Obscura.redact("Call Alice Smith.", profile: runtime)
Obscura.Spacy.Serving.status(runtime.resources.spacy)
Obscura.Spacy.Serving.stop(runtime.resources.spacy)
Analysis consumes the reusable runtime. Passing profile: :spacy_cpu without a
prepared spacy_serving: returns a missing-resource diagnostic. Analysis never
loads model files, builds Rust, invokes Python, or downloads assets. Deterministic
recognizers, supported entity filtering, normal conflict resolution, byte offsets,
and redaction use the existing Obscura path. Requesting only deterministic entity
types skips NER execution on an already prepared runtime.
Ownership and bounded admission
Use a supervised preparer for an application-wide runtime:
children = [
  {Obscura.Profile.Preparer,
   name: MyApp.SpacyCPU,
   profile: :spacy_cpu,
   prepare_options: [model_dir: "/models/en_core_web_lg-3.8.0", workers: 2]}
]

{:ok, runtime} = Obscura.Profile.Preparer.await(MyApp.SpacyCPU)
Obscura.analyze(text, profile: runtime)
The pool monitors its owning preparer and closes its native processes when the
preparer stops. Direct Profile.prepare/2 ties the pool to the calling process;
prepare from a long-lived owner, or pass runtime_owner: owner_pid. Explicit
Serving.stop/1 releases resources and is safe after owner-driven shutdown.
Serving.start_link/1 is also available for direct supervision of an experimental
pool, using the same preparation options.
workers accepts 1–4 and defaults to 1. Each worker uses one math thread. The pool
sets VECLIB_MAXIMUM_THREADS, OPENBLAS_NUM_THREADS,
OPENBLAS_DEFAULT_NUM_THREADS, and OMP_NUM_THREADS to 1 for its child processes.
This covers both pthread and OpenMP OpenBLAS builds; see the
OpenBLAS runtime variables.
A caller reserves a slot before sending text. With no free slot, inference
returns :spacy_busy; there is no internal text queue and no fallback to weaker
detection. The analyzer wraps native errors as recognizer failures. Hosts should
bound concurrency or handle saturation before accepting more input.
request_timeout accepts 1–300,000 ms and defaults to 30,000 ms. Reservations,
inference, and caller death are monitored. Timeout, native exit, malformed response,
and abandoned work close the affected Port before replacement. Restarts are limited
to five attempts within five seconds; persistent startup failure reduces available
capacity until the host explicitly recreates the runtime. Status reports available
workers, busy slots, failures, and native RSS without source text. Restart handshakes
can temporarily delay pool responses; this experimental pool does not promise a
hard real-time deadline or a production tail-latency SLO.
Inputs are limited to valid UTF-8, 1 MiB, and 10,000 native tokens. Protocol frames
are bounded. Prediction labels, scores, lengths, and UTF-8 boundaries are validated.
Error reasons and crash formatting exclude source text and raw native responses.
Readiness and checks
mix obscura.profile.check --profile spacy_cpu \
  --model-dir .cache/spacy_cpu/en_core_web_lg-3.8.0 --offline --json
mix obscura.profile.prepare --profile spacy_cpu \
  --model-dir .cache/spacy_cpu/en_core_web_lg-3.8.0 --workers 2 --offline --json

Local preflight verifies platform, executable presence, and asset hashes without
inference. --prepare on profile.check additionally checks native startup.
The CLI tasks release their temporary pools after reporting; application code must
retain its own runtime. Explicit incompatible backend options are rejected; this
profile always runs on CPU, independent of global GPU backend configuration.
Readiness/status identify :accelerate_cpu on macOS or :openblas_cpu on Linux;
the native handshake must match the host backend. Peak RSS is normalized to bytes
on both platforms.
mix test test/obscura/spacy test/obscura/profile_test.exs test/obscura/profile
OBSCURA_SPACY_MODEL_DIR="$PWD/.cache/spacy_cpu/en_core_web_lg-3.8.0" \
  mix test test/obscura/spacy/real_model_test.exs
mix run --no-start eval/spacy_native/profile_benchmark.exs

Portable tests use an explicitly fake executable only to exercise pool lifecycle
and error handling. Real-model tests and the profile benchmark use the native
executable and pinned weights. Real-model tests skip when assets/platform are
unavailable. No authoritative accuracy profile is promoted by these checks.
For reproducible Docker Desktop checks of both Linux architectures, see
Linux validation. The lane requires the
real assets, tests the public profile and worker lifecycle, and compares all
2,648 selected documents to the pinned native baseline twice with networking
disabled; see the recorded Linux results.
x86-64 runs under emulation on an Apple Silicon host, so its timing
does not predict performance on physical x86-64 hardware.
The model package declares MIT licensing; review its training/vector provenance
for deployment. Obscura does not bundle or license the model weights. See
model-asset-licensing.md and native/spacy_cpu/THIRD_PARTY_NOTICES.md.


  

    Efficient CPU profile

The stable :efficient profile, introduced in Obscura 0.2.0, combines
Obscura's deterministic recognizers with a native port of spaCy's pinned
en_core_web_lg 3.8.0 NER model and the frozen efficient_v1 boundary policy.
Use it when CPU cost and memory matter and English person/location recognition
is needed. :balanced remains the stronger general accuracy choice on the
existing shared benchmarks. This profile does not replace :fast for minimum
dependencies or :accurate for the best measured general accuracy.
Linux x86-64 and ARM64 servers are the production targets and the focus of
release CI. Apple Silicon macOS is supported for local development on the
validated environment; compatibility with older macOS versions is outside
the release requirements.
The experimental :spacy_cpu alias remains available with its original span
policy. It does not silently acquire the new form-field boundary rules.
Install once, prepare at startup
Install Obscura from the v0.2.0 GitHub tag as shown in the
installation guide. Native binaries are attached
to that GitHub release; model weights are downloaded from Explosion and
exported locally. Hex publication is separate.
Install the platform libraries: brew install pcre2 on Apple Silicon macOS,
or apt-get install curl libopenblas0-pthread libpcre2-8-0 on supported Debian/Ubuntu
Linux. Use the LP64 OpenBLAS ABI, not an OpenBLAS64/ILP64 library.
For the dedicated provisioning environment, install uv 0.12.1 and ensure curl is available. Then run:
mix obscura.efficient.install --allow-download
mix obscura.profile.check --profile efficient --prepare --offline --json

The installer downloads a native executable whose SHA-256 is pinned in the
installed Obscura package. It downloads Explosion's official model wheel,
verifies its pinned SHA-256, creates a temporary Python 3.11.15 environment
from hashed requirements, and exports five verified native files. It retains
the upstream license notices and removes the temporary environment. Presidio,
its evaluator, and this repository's evaluation environments are unnecessary.
Python, uv, Rust, Nx, Bumblebee, and GPU drivers are unnecessary at inference.
For an offline installation using previously exported assets:
mix obscura.efficient.install \
  --native-binary /staging/obscura-efficient-v1-x86_64-unknown-linux-gnu \
  --model-dir /staging/verified-model

A source-build alternative is mix obscura.efficient.install --from-source --allow-download; this requires Rust 1.90.0 with the host target, a C linker,
and PCRE2/OpenBLAS development libraries. Supplying --model-dir and omitting
--allow-download uses only cached Cargo dependencies and local model files.
Ordinary dependency compilation and analysis never invoke this installer.
The default destination is the OS user cache under obscura/efficient/v1.
Use --destination /opt/obscura/efficient/v1 when building a deployment image,
then set OBSCURA_EFFICIENT_ASSET_DIR to that directory for the application.
This is preferable to depending on the build user's cache in a release.
Explicit :model_dir/:native_binary options and the legacy
OBSCURA_SPACY_MODEL_DIR/OBSCURA_SPACY_BINARY variables remain supported.
{:ok, runtime} = Obscura.Profile.prepare(:efficient, workers: 2)
{:ok, detections} =
  Obscura.analyze("José García lives in London.", profile: runtime)
Reuse the runtime. For supervised ownership, add
{Obscura.Profile.Preparer, profile: :efficient, name: MyApp.Efficient, prepare_options: [workers: 2]} to the supervision tree and obtain the ready
runtime with Obscura.Profile.Preparer.await(MyApp.Efficient). Stopping the
preparer stops its native workers. A directly prepared runtime belongs to its
caller unless :runtime_owner is supplied; keep that owner alive.
Frozen contract
	Area	Contract
	Production platforms	glibc Linux x86-64 and ARM64. Prebuilt Linux binaries require glibc 2.36 or later, OpenBLAS LP64, and PCRE2 10.x.
	Development platform	Apple Silicon macOS, locally validated on macOS 26.6.2. No compatibility promise for older macOS versions.
	Unsupported	Windows, Intel macOS, Alpine/musl Linux, other CPU architectures
	Language	English NER; valid UTF-8 input and byte offsets
	Entities	:credit_card, :date_time, :domain, :email, :iban, :ip_address, :location, :person, :phone, :street_address, :title, :url, :us_ssn
	Model contribution	PERSON becomes :person; GPE, LOC, and FAC become :location; no organization NER. Other entities use existing deterministic/context recognizers.
	Scores	NER's assigned 0.85 is a ranking score, not calibrated confidence
	Boundary policy	Trim outer form/Markdown punctuation, stop at a following form field, include adjacent supported honorifics, and expand an existing location within a labeled address field of at most 256 bytes
	Capacity	Integer workers: 1..4, default 1; one native request per worker; math-library threads fixed to 1
	Limits	1,048,576 UTF-8 input bytes, 10,000 tokens, 8 MiB response frame; native NER can reject long text within the byte limit
	Deadline	Integer request_timeout: 1..300_000 milliseconds, default 30,000
	Admission	Immediate busy error when all workers are reserved; the pool does not retain a queue of source texts
	Failure	Controlled error tuple; no automatic fallback to :fast and no partial successful redaction on a model failure
	Recovery	Faulted/expired in-flight workers are discarded and replaced; at most five restart attempts in five seconds. Exhaustion can leave reduced/unavailable capacity; restart the owning preparer after correcting the cause.
	Network	Explicit provisioning only; no network during preparation of local assets or inference
	Assets	About 408 MiB on disk; vectors are memory mapped. Runtime RSS depends on touched pages and worker count.

Errors preserve the existing public diagnostic/recognizer error tuple contract;
do not branch on rendered exception text. The internal :spacy_* worker
reasons and status fields are implementation details. No implicit chunking is
performed. Applications must choose document splitting and cross-chunk policy
explicitly. Check readiness before accepting traffic and retry busy errors
with application-level bounds and backoff.
Asset upgrades and provenance
efficient-v1, native protocol 1, model version 3.8.0, and boundary policy
efficient_v1 are pinned. A new model, tokenizer, decoder, or boundary policy
requires a new asset/policy version, independent accuracy and workload checks,
and release notes. The installer never follows a latest model tag. A failed
installation removes its staging directory and leaves an existing installation
untouched. Existing valid installations are verified and reused; place an
upgrade in a new directory, prepare it, then switch application runtimes. Keep
old assets immutable until their workers have stopped so rollback remains safe.
The only accepted legacy model metadata hash is the explicitly recorded
:spacy_cpu export. Its four binary files must match the same pinned hashes.
No arbitrary model directories or replacements pass verification.
The model wheel's publisher license is MIT (ExplosionAI GmbH, 2021). Its
LICENSES_SOURCES identifies OntoNotes 5 as commercially licensed by Explosion,
WordNet 3.0 under its own notice, and Explosion's vectors as CC0. Preserve both
upstream notice files. This is a record of publisher terms and provenance,
not a new grant covering upstream training corpora. Obscura distributes its
MIT native implementation and release executables; model weights are fetched
from Explosion and exported locally, outside the Hex package and native release.
See asset licensing and
native third-party notices.
The versioned asset manifest is priv/obscura/efficient-assets.json.
native/spacy_cpu/export-requirements.txt freezes the independent export
dependencies with hashes. Rust 1.90.0, Cargo.lock, and the digest/snapshot-pinned
Linux recipe make native builds
repeatable. macOS additionally depends on its recorded Apple SDK and PCRE2
installation; the build normalizes the content-derived Mach-O UUID and ad-hoc
signature. Reproducibility means identical bytes for the recorded build
environment, not identical output across different SDKs or library toolchains.
Evidence and limits
The release evaluation uses separate development
and untouched test sets. On 5,000 synthetic application-like test documents,
exact-span F1 is 0.6654 for :efficient, 0.6406 for the original native profile,
0.6351 for :fast, and 0.6102 for pinned Presidio. Efficient has fewer false
positives than Presidio but misses more gold PII spans. Full postal addresses
remain a substantial weakness; partial redaction must not be mistaken for
complete address coverage. These labels and this eight-entity mapping differ
from the earlier authoritative benchmarks, so their headline scores are not
directly comparable.
Synthetic public data and a bounded sustained-load test do not establish
universal accuracy, hours-long leak freedom, or a deployment-specific SLO.
Validate real application traffic and data policies before relying on the profile.


  

    Obscura

Obscura is a library-first PII detection and anonymization toolkit for Elixir.
It analyzes plain text and nested Elixir data before sensitive values cross
application boundaries such as logs, external APIs, and LLM providers.
The dependency-light core recognizes common deterministic identifiers:
	email
	phone
	credit card
	US SSN
	IBAN
	IP address
	URL
	domain

Optional local model profiles add person, location, and organization
recognition. Obscura does not require a hosted recognition service.
Installation
Obscura supports Elixir 1.17 and later. CI validates every supported Elixir
minor from 1.17 through 1.20 against a representative Erlang/OTP generation.
Install the 0.2.0 GitHub release in an Elixir project:
def deps do
  [
    {:obscura, github: "hfiguera/obscura", tag: "v0.2.0"}
  ]
end
This release is available through GitHub. Hex publication is separate; the
existing {:obscura, "~> 0.1.0"} Hex dependency does not include :efficient.
The base installation supports the :fast profile without model assets or
accelerator dependencies. See the
optional dependencies and assets guide
before enabling a model-backed profile.
The stable :efficient CPU profile adds English person/location NER with
verified local assets on Apple Silicon macOS and glibc Linux x86-64/ARM64.
See its installation and public contract.
Analyze
{:ok, results} = Obscura.analyze("Contact jane@example.com", entities: [:email])

[%Obscura.Analyzer.Result{entity: :email, start: 8, end: 24}] = results
Offsets are byte offsets. This is intentional because Elixir binaries are byte
indexed and anonymization uses binary slicing.
Anonymize
Analyze once, then apply an operator to each detected entity:
text = "Contact jane@example.com"
{:ok, detections} = Obscura.analyze(text, entities: [:email])

{:ok, result} =
  Obscura.anonymize(text, detections,
    operators: %{email: %{type: :replace, value: "[EMAIL]"}}
  )

result.text
#=> "Contact [EMAIL]"
Supported operators are:
	:replace - %{type: :replace, value: "[REDACTED]"}
	:redact - %{type: :redact}
	:mask - %{type: :mask, char: "*", keep_last: 4}
	:hash - secure random-salt or explicit deterministic hashing
	:pseudonymize - reversible vault-backed tokenization
	:custom - application module implementing Obscura.Operator.Custom

Operator configurations are validated before any replacement is applied.
Unknown operators, malformed options, callback failures, and missing vaults
return a value-safe %Obscura.Anonymizer.Error{}. See the
operator guide for complete schemas and hash migration
guidance.
Redact
Obscura.redact/2 combines detection and anonymization:
{:ok, result} = Obscura.redact("Call 202-555-0188", entities: [:phone])

result.text
#=> "Call [PHONE]"
Nested maps, lists, tuples, and supported structs can be processed without
flattening them into text. Structured inputs return
%Obscura.Structured.Result{}:
input = %{email: "jane@example.com", password: "secret"}

{:ok, result} =
  Obscura.redact(input,
    entities: [:email],
    field_policies: %{password: :drop}
  )

result.data
#=> %{email: "[EMAIL]"}
See structured redaction for traversal,
field-policy, and struct behavior.
Product Profiles
Obscura exposes four stable user-facing profiles:
	Profile	Intended use	Runtime requirements
	:fast	Common deterministic identifiers and context-labeled PII	Dependency-light BEAM execution
	:efficient	Native CPU person/location NER	Versioned native assets and platform libraries
	:balanced	General text needing person, location, and organization recognition	One local TNER model
	:accurate	Highest measured general accuracy with conditional location recovery	Two local NER models

Use :fast when structured identifiers are sufficient:
Obscura.analyze("Contact jane@example.com", profile: :fast)
:balanced is the practical model-backed recommendation when its external
asset terms are acceptable for the deployment. :accurate has the highest
measured general accuracy, but its second model increases preparation, memory,
and inference cost. Dataset-specific results and limitations are in the
benchmark status.
Model profiles require explicit reusable runtime preparation. Ordinary calls
never download models:
{:ok, runtime} =
  Obscura.Profile.prepare(:balanced,
    allow_download: true,
    real_model_backend: :emily,
    emily_fallback: :raise,
    compile: [batch_size: 1, sequence_length: 128]
  )

Obscura.analyze("Rachel works at Google in Paris.", profile: runtime)
The first online preparation must pass allow_download: true; cache-only is
the default. Prepare once during deployment or supervised application startup,
then reuse the returned runtime instead of preparing inside a request. The Mix
task provides progress and machine-readable output:
mix obscura.profile.prepare \
  --profile balanced \
  --backend emily \
  --allow-download \
  --timeout 1800000 \
  --inactivity-timeout 300000

Use --offline with pre-provisioned caches. Preparation, cache recovery,
readiness checks, backend selection, and deployment diagnostics are covered by
the profile guide,
optional dependency guide, and
runtime diagnostics.
The model assets are third-party downloads that Obscura neither bundles nor
licenses. In direct correspondence on 2026-07-22, LDC confirmed that commercial
use of tner/roberta-large-ontonotes5, used by :balanced and :accurate,
requires an LDC for-profit membership. Obscura does not grant or verify that
authorization, and noncommercial use remains subject to the applicable LDC and
upstream terms. See
model asset licensing.
Stable profile names have compatibility guarantees, but stability does not
mean universal production readiness or regulatory compliance. Additional
experimental adapters remain available for controlled evaluation outside the
stable compatibility promise. See
model-backed recognition.
Extensibility
Custom recognizer modules implement Obscura.Recognizer:
defmodule TicketRecognizer do
  @behaviour Obscura.Recognizer

  alias Obscura.Analyzer.Result

  def name, do: :ticket
  def supported_entities, do: [:ticket]

  def analyze(text, _opts) do
    for [{start, length}] <- Regex.scan(~r/TKT-\d{4}/, text, return: :index) do
      %Result{
        entity: :ticket,
        start: start,
        end: start + length,
        byte_start: start,
        byte_end: start + length,
        score: 0.8,
        text: binary_part(text, start, length),
        source_entity: "TICKET",
        recognizer: :ticket,
        metadata: %{}
      }
    end
  end
end

Obscura.analyze("Ticket TKT-1234",
  entities: [:ticket],
  recognizers: [TicketRecognizer]
)
Inline pattern definitions and deny lists are available without modifying
Obscura source:
employee_id =
  Obscura.Recognizer.PatternDefinition.new!(
    name: :employee_id,
    entity: :employee_id,
    patterns: [%{name: :employee_id_v1, regex: ~r/EMP-\d{6}/, score: 0.65}],
    context: ["employee"]
  )

Obscura.analyze("employee EMP-123456",
  entities: [:employee_id],
  recognizers: [employee_id],
  context: ["employee"],
  explain: true
)

Obscura.analyze("Project ORCHID",
  entities: [:project_codename],
  deny_lists: [%{entity: :project_codename, values: ["orchid"], case_sensitive: false}]
)
Allow lists remove known-safe values after recognition:
Obscura.analyze("support@example.com jane@example.com",
  entities: [:email],
  allow_list: [%{entity: :email, values: ["support@example.com"]}]
)
Custom NER Integration
Low-level NER integration is opt-in. This example uses FakeServing, a
deterministic test double for custom adapter and pipeline tests. It is not a
real model and its output is not accuracy evidence.
serving =
  Obscura.Recognizer.NER.FakeServing.new(%{
    "Alice works at Acme." => [
      %{label: "PER", start: 0, end: 5, score: 0.94},
      %{label: "ORG", start: 15, end: 19, score: 0.91}
    ]
  })

Obscura.analyze("Alice works at Acme.",
  entities: [:person, :organization],
  recognizers: [{Obscura.Recognizer.NER, serving: serving}]
)
Batch analysis preserves input order:
Obscura.analyze_many(["Alice", "Denver"],
  entities: [:person, :location],
  recognizers: [{Obscura.Recognizer.NER, serving: serving}]
)
Structs, Logger, and Plug
Structs can opt into field-aware redaction with @derive:
defmodule User do
  @derive {Obscura.Redactable,
           fields: [email: {:entity, :email}, password_hash: :drop, profile: :traverse]}
  defstruct [:email, :password_hash, :profile]
end

Obscura.redact(%User{email: "jane@example.com"}, entities: [:email])
Logger helpers redact metadata and inspected terms before they are handed to
application logs:
Obscura.Logger.redact_metadata([user: "jane@example.com", password: "secret"],
  entities: [:email]
)
Obscura.Phoenix.Plug can assign redacted request fields or replace them:
plug Obscura.Phoenix.Plug,
  fields: [:params],
  mode: :assign_redacted,
  entities: [:email]
Opt-in Phoenix telemetry handlers provide privacy-safe HTTP request, socket,
and channel logging. Realtime payloads are omitted by default; channel topics
and event names use explicit application-configured labels rather than raw
client values.
Telemetry events include durations, counts, entities, and statuses, but omit
raw text and span values. See Logger and Plug integration.
Vaults and Rehydration
Vault-backed pseudonymization supports reversible workflows:
{:ok, vault} = Obscura.Vault.Memory.start_link()

{:ok, result} =
  Obscura.redact("Email jane@example.com",
    entities: [:email],
    operators: %{email: %{type: :pseudonymize}},
    vault: vault
  )

result.text
#=> "Email <<EMAIL_001>>"

{:ok, original} = Obscura.rehydrate(result.text, vault: vault)
original
#=> "Email jane@example.com"
ETS-backed vaults are available for explicitly supervised local sessions:
children = [
  {Obscura.Vault.ETS, name: MyApp.PiiVault}
]
Structured data can use the same operator:
{:ok, result} =
  Obscura.redact(%{message: "Email jane@example.com"},
    entities: [:email],
    operators: %{email: %{type: :pseudonymize}},
    vault: vault
  )

Obscura.rehydrate(result.data, vault: vault)
Vaults intentionally retain raw values in memory so rehydration can work.
Protect vault access and clear vaults when a request, chat, or support session
no longer needs rehydration. See vaults and
rehydration.
LLM Workflows
The LLM helpers operate on provider-independent message maps:
messages = [
  %{role: "system", content: "Be concise."},
  %{role: "user", content: "Email jane@example.com"}
]

{:ok, safe_messages, vault} =
  Obscura.LLM.redact_messages(messages, vault: :memory, entities: [:email])

safe_messages
#=> [
#=>   %{role: "system", content: "Be concise."},
#=>   %{role: "user", content: "Email <<EMAIL_001>>"}
#=> ]

Obscura.LLM.rehydrate_response("I will contact <<EMAIL_001>>.", vault: vault)
For streaming responses, use the streaming rehydrator:
{:ok, stream} = Obscura.Stream.Rehydrator.new(vault: vault)
{:ok, ready, stream} = Obscura.Stream.Rehydrator.feed(stream, "Hello <<EMA")
{:ok, ready2, stream} = Obscura.Stream.Rehydrator.feed(stream, "IL_001>>")
{:ok, rest} = Obscura.Stream.Rehydrator.flush(stream)
See LLM workflows and
streaming rehydration.
Benchmark Evidence
Obscura evaluates stable profiles on pinned, fingerprinted datasets and keeps
promoted release evidence under eval/authoritative/. The current matrix
covers generated_large/template_heldout, synth_dataset_v2, and
nemotron_pii_test_subset, with two measured runs per stable profile and
dataset.
Start with the benchmark status for current results,
methodology, and comparison scope. Read the
known limitations before selecting a profile.
Development commands, fixture maintenance, and contribution checks belong in
CONTRIBUTING.md.
Pinned benchmark snapshots are committed under
eval/datasets/presidio_research/ with checksums, provenance, and license
attribution. Generated files under ignored eval/reports/ are working or
historical evidence unless promoted by the authoritative manifest.
Maturity
Obscura 0.2.x is an early release suitable for integration and controlled
deployment when its measured scope and residual risks fit the application. It
is not a compliance guarantee, a complete Presidio replacement, or evidence of
universal production readiness.
A stable profile means its public behavior and compatibility contract are
governed. It does not guarantee suitability for every dataset, jurisdiction,
latency target, or threat model.
Security and Privacy
Obscura runs locally and does not include remote-provider recognizers. Model
profiles never download assets during analyze/2 or redact/2. Reports,
telemetry, diagnostics, and prediction exports omit raw detected values by
default.
Public result structs can contain raw detected text by design. Use
include_text: false when source text is unnecessary; built-in recognizers then
avoid materializing Result.text. This option does not sanitize metadata:
documented parser metadata such as :phone_e164 can contain normalized PII,
and trusted custom recognizers control their own metadata. Custom result fields
must satisfy Obscura.Analyzer.Result.t(). Ownership-safe function metadata
remains supported. Serializable closures containing binaries or bitstrings are
cloned before they escape so their environments no longer reference the
caller's binary allocations. Malformed terms and excessively nested metadata
are rejected with a sanitized callback error. With include_text: true,
accepted match text is detached when a sub-binary would otherwise retain an
unrelated larger source binary. Escaping borrowed metadata and explanation
binaries are detached in either mode. These controls reduce retention but do
not provide secure erasure.
Vault pseudonymization is reversible and retains original values until the
vault is cleared or stopped. Memory and ETS vaults are not encrypted persistent
stores, and clearing a vault cannot guarantee secure erasure from BEAM or
native-runtime memory.
Callers remain responsible for input logging, vault access and retention,
credentials, model assets, trusted callbacks, and deployment controls. Review
the security threat model,
known limitations, and
security policy.
Report suspected vulnerabilities privately through
GitHub Private Vulnerability Reporting.
Do not include raw PII, credentials, production vault contents, or private
datasets in a report.
Compatibility
Obscura defines compatibility guarantees for its stable 0.2.x surface. See
the public API stability policy for the complete
classification of stable, experimental, and internal modules, along with option
schemas, struct guarantees, and the deprecation policy.
	Surface	0.2.x status
	Core text, structured, vault, LLM, Logger, Plug, and operator APIs	Stable
	:fast alias	Stable name and dependency-light contract
	:efficient alias	Stable native CPU contract for English person/location NER on Apple Silicon macOS and glibc Linux x86-64/ARM64
	:balanced and :accurate aliases	Stable implementation contracts; commercial use of their OntoNotes-trained TNER checkpoint requires LDC for-profit membership
	Experimental profiles and low-level model adapters	Controlled evaluation without compatibility guarantees
	Evaluation, fixture, engine, registry, and model-math modules	Internal

Patch releases preserve stable contracts. Stable breaking changes require at
least one subsequent minor release and 90 days of deprecation, except for an
urgent security or data-corruption fix. Human-readable error text and metadata
contents are not stable; branch on documented codes and fields.
Why the Name?
Obscura evokes the camera obscura, a dark chamber that admits light through a
controlled opening to produce a useful representation. The name reflects the
library's purpose: transforming sensitive input before data crosses application
boundaries.
Project Links
	Documentation
	Source
	Contributing
	Security policy
	MIT License



  

    Product Profiles

Obscura exposes four stable user-facing profiles. Three measured profiles remain
experimental and available for controlled evaluation.
	Profile	Stability	Resolved implementation	Intended use	Runtime cost
	:fast	stable	:deterministic_plus	Structured and context-labeled PII with high precision	Dependency-light BEAM execution
	:efficient	stable	:deterministic_plus plus native spaCy	English person/location NER with bounded CPU use	1–4 native CPU workers
	:balanced	stable	:hybrid_ner_tner_conservative	General text needing person, location, and organization NER	One TNER model
	:accurate	stable	:hybrid_ner_tner_jean_location_cascade	Highest measured general accuracy with conditional location recovery	Two GPU-oriented NER models
	:hybrid_gliner_urchade	experimental	:hybrid_gliner_urchade	CPU-only general PII/NER without the OntoNotes-trained TNER asset	One Ortex CPU model plus deterministic recognizers
	:spacy_cpu	experimental	:deterministic_plus plus native spaCy	CPU person/location NER on Apple Silicon macOS and glibc Linux ARM64/x86-64	One native spaCy worker by default
	:openmed_pii	experimental	:privacy_filter_native	OpenMed/Nemotron-style PII evaluation	One high-cost native model

:accurate currently has the best exact-span F1 on all three shared
eight-entity datasets. :balanced remains the practical model-backed
recommendation when its external asset terms are acceptable because it uses
one model and has lower latency. Their Obscura contracts are stable, but in
direct correspondence on 2026-07-22, LDC confirmed that commercial use of
tner/roberta-large-ontonotes5 requires an LDC for-profit membership. Obscura
does not grant or verify that authorization. Noncommercial use remains subject
to the applicable LDC and upstream terms. See model-asset-licensing.md.
Measured accuracy does not establish universal accuracy, regulatory
compliance, or suitability for every deployment.
Fast
Use :fast for email, phone, card, SSN, IBAN, IP, URL/domain, and conservative
context-backed entities.
{:ok, detections} =
  Obscura.analyze("Contact jane@example.com", profile: :fast)
It requires no model weights, accelerator, network, or runtime preparation.
Its main weakness is recall for arbitrary prose names, locations,
organizations, and free-form addresses.
Efficient
:efficient adds native CPU person/location NER to deterministic recognition.
Its versioned installer needs no evaluation environment, and inference uses
no Python or GPU. See the installation, contract, and evidence.
The legacy :spacy_cpu alias retains its original experimental boundary policy.
Balanced
:balanced combines deterministic recognizers with
tner/roberta-large-ontonotes5. Prepare the reusable serving explicitly during
controlled application startup:
{:ok, runtime} =
  Obscura.Profile.prepare(:balanced,
    allow_download: true,
    real_model_backend: :emily,
    emily_fallback: :raise,
    compile: [batch_size: 1, sequence_length: 128]
  )

{:ok, detections} =
  Obscura.analyze("Rachel works at Google in Paris.", profile: runtime)
Obscura does not prepare or download this model from an analyzer call. The
host application must include Nx, Bumblebee, and its chosen backend.
Commercial use of tner/roberta-large-ontonotes5 requires an LDC for-profit
membership. Other uses remain subject to the applicable LDC and upstream terms.
Accurate
:accurate runs TNER first for person, organization, and location. It invokes
Jean-Baptiste/roberta-large-ner-english with the
FacebookAI/roberta-large tokenizer fallback only when TNER returns no
accepted location.
Because tner/roberta-large-ontonotes5 remains the primary model, the same
checkpoint-specific LDC commercial-use requirement applies to :accurate.
{:ok, runtime} =
  Obscura.Profile.prepare(:accurate,
    allow_download: true,
    real_model_backend: :emily,
    emily_fallback: :raise,
    compile: [batch_size: 1, sequence_length: 128]
  )
The product policy is locked to cascade_trigger: :missing, Jean
LOC=0.999, and cascade_context_policy: :none. Advanced callers can still
select the explicit implementation profile for experiments, but options do not
silently change the :accurate alias contract.
Two clean Emily GPU repetitions show exact F1 of 0.8024, 0.8423, and
0.6973 on generated heldout, Synth v2, and Nemotron respectively. Those
results beat :balanced by 0.0145, 0.0035, and 0.0019. The full
operational matrix passes, but the second model increases memory and latency.
Use concurrency 1 for interactive work;
evaluate 2 or 4 only against a bounded deployment SLO.
Experimental Profiles
Obscura.Profile.experimental_names/0 returns
[:hybrid_gliner_urchade, :openmed_pii, :spacy_cpu].
These profiles are callable so their measured implementations can be evaluated
without rebuilding configuration manually. They are not included in
Obscura.Profile.names/0 and may change or be removed before release. The
recommendation for an experimental profile is use-case-specific and does not
grant a compatibility or production-readiness promise.
Urchade GLiNER CPU (Experimental)
:hybrid_gliner_urchade combines deterministic structured PII recognition
with urchade/gliner_multi_pii-v1 for person, location, and organization. It
uses Ortex CPU by default and does not require a GPU or Nx accelerator backend.
Prepare its pinned, locally exported ONNX/tokenizer/config bundle explicitly:
{:ok, runtime} =
  Obscura.Profile.prepare(:hybrid_gliner_urchade,
    model_dir: ".cache/gliner/urchade-gliner-multi-pii-v1"
  )

{:ok, detections} =
  Obscura.analyze("Rachel works at Google in Paris.", profile: runtime)
This is the publicly recommended experimental CPU-only general NER option when
an accelerator is unavailable or the terms of the OntoNotes-trained TNER asset
prevent using :balanced. It is not the accuracy leader. Its exact F1 was 0.7209,
0.6843, and 0.4855 on the three shared datasets, compared with 0.7878,
0.8388, and 0.6954 for :balanced. Adapter parity passed, but the model
produced materially weaker person/location quality and more false positives.
CPU characterization measured roughly 14.39 ms mean and 25.94 ms p95 at
concurrency 1 on a 32-sample length-stratified heldout subset. That result is
candidate characterization, not a promoted full operational matrix. CoreML is
not recommended for the current dynamic ONNX graph because most operations
fall back to CPU and measured latency was substantially worse.
spaCy CPU (Experimental)
:spacy_cpu adds the pinned spaCy NER-only model to deterministic recognition,
using a Python-free Rust executable on Apple Silicon macOS or glibc Linux
ARM64/x86-64. It contributes person/location spans; :balanced remains the
general accuracy recommendation.
Prepare the local executable and assets explicitly, then retain the bounded
worker pool through Obscura.Profile.prepare/2 or a supervised preparer. See
spaCy CPU setup and lifecycle for the complete API and measurements.
OpenMed PII (Experimental)
:openmed_pii is model-only by design. It does not add deterministic built-ins
to Privacy Filter predictions.
clinical_text = "Patient Ada Lovelace called 415-555-0199."

{:ok, runtime} =
  Obscura.Profile.prepare(:openmed_pii,
    checkpoint: ".cache/privacy-filter/openmed-nemotron-v2",
    backend: :emily,
    emily_fallback: :raise
  )

{:ok, detections} = Obscura.analyze(clinical_text, profile: runtime)
Validate a checkpoint before preparation:
mix obscura.privacy_filter.checkpoint \
  --checkpoint .cache/privacy-filter/openmed-nemotron-v2

This alias is experimental and not a general recommendation. The model's
license metadata is not a clear production grant. Review upstream terms before
deployment or redistribution.
On the measured Apple M4 Max, use :openmed_pii only behind a bounded queue.
For short broad inputs, concurrency 4 is a reasonable throughput starting
point. For Nemotron-style long inputs, concurrency 2 was the best measured
throughput/latency compromise: 1.38 req/s with p95 about 2.83 seconds.
Concurrency 4 reduced throughput to 1.21 req/s and raised p95 to about
6.67 seconds. The profile also showed large transient Emily allocator and
process-RSS peaks. Retained-memory growth remains inconclusive.
Preflight
Preflight never analyzes PII. Local checks are the default:
mix obscura.profile.check --profile fast
mix obscura.profile.check --profile balanced --backend emily --json

Model preparation is explicit and may use the configured cache or network:
OBSCURA_REAL_MODEL_BACKEND=emily \
OBSCURA_EMILY_FALLBACK=raise \
mix obscura.profile.check \
  --profile balanced \
  --backend emily \
  --compile-batch-size 1 \
  --compile-sequence-length 128 \
  --prepare \
  --allow-download

A failed Mix preflight exits non-zero and returns a stable diagnostic code.
First Preparation And Runtime Ownership
Model download authorization is explicit and defaults to false. Selecting a
profile in analyze/2 or redact/2 never prepares a runtime. Calling
prepare/2 without allow_download: true is cache-only; a missing cache
returns :model_download_not_allowed. offline: true always wins over
download authorization and returns :missing_model_asset on a cache miss.
Use the dedicated task for an interactive first preparation:
mix obscura.profile.prepare \
  --profile accurate \
  --backend emily \
  --allow-download \
  --timeout 1800000 \
  --inactivity-timeout 300000

The task reports the effective cache directory, each model, cache checks,
download bytes when observable, model/tokenizer loading, serving construction,
backend preparation, elapsed time, and final remediation. --json emits one
JSON record per event and disables Bumblebee's terminal progress bar.
Online preparation retries one transient sanitized model or tokenizer asset
failure and reports the retry as a separate stage. Offline preparation never
retries asset access. An authorized retry quarantines unreferenced partial
files before rebuilding the active cache and resets byte progress to the
post-quarantine baseline.
For API preparation, progress: fn event -> ... end receives report-safe
maps. The same lifecycle is emitted through telemetry under
[:obscura, :profile, :preparation, event]. Callback failures are ignored and
cannot fail preparation. Default limits are 30 minutes overall and five
minutes without stage or cache-byte activity; callers can set timeout,
inactivity_timeout, or :infinity explicitly.
Concurrent preparation calls for the same profile are serialized. Each caller
waits for the lock and receives its own final runtime or diagnostic; complete
cache entries are reused, so the later call does not repeat the download. Use
one supervised Obscura.Profile.Preparer when the application needs callers to
share one prepared runtime instead of constructing separate runtimes in
sequence.
Long-running applications should supervise one preparer and retain the
runtime:
children = [
  {Obscura.Profile.Preparer,
   name: MyApp.ObscuraRuntime,
   profile: :balanced,
   prepare_options: [
     allow_download: true,
     real_model_backend: :emily,
     emily_fallback: :raise
   ]}
]

case Obscura.Profile.Preparer.await(MyApp.ObscuraRuntime, :timer.minutes(30)) do
  {:ok, runtime} -> Obscura.analyze(text, profile: runtime)
  {:error, diagnostic} -> {:error, diagnostic.code}
end
status/1 remains responsive during preparation, subscribe/1 delivers
progress and readiness messages, and runtime/1 returns the retained reusable
runtime after readiness. A failed preparer remains alive so supervision and
health checks can inspect its sanitized diagnostic.
Configuration Precedence
For product profile runtimes, effective values are chosen in this order:
	Explicit analyzer or preparation options, except profile policies documented
as locked contracts such as the :accurate cascade policy.
	Explicit overrides passed with a prepared %Obscura.Profile.Runtime{}.
	Values captured in the prepared runtime.
	Environment variables consulted during explicit backend/checkpoint setup.
	Profile defaults.

Obscura does not implicitly prepare profiles from application configuration.
Analyzer calls never download models. This keeps startup and request behavior
observable and avoids hidden network access.
Stability Classes
Obscura.Profile.classification/1 distinguishes :stable, :advanced,
:experimental, and :historical names. :fast, :efficient, :balanced, and :accurate
are stable product aliases. Experimental aliases retain benchmark evidence but
no compatibility or production-readiness promise.
See docs/benchmark-status.md for current metrics and
operational conclusions, docs/optional-dependencies-and-assets.md for setup
details, and docs/known-limitations.md for residual deployment risks.
The stable :fast, :efficient, :balanced, and :accurate aliases are covered by the
0.2.x compatibility policy.
Experimental aliases, low-level model adapters, serving structs, tensor
layouts, and model-specific tuning options may change independently. See
docs/public-api-stability.md.


  

    Public API Stability

This document defines the supported caller contract for the Obscura 0.2.x
release line. The machine-readable baseline is
priv/obscura/public_api.exs. Contract tests verify that its functions,
struct fields, behaviours, profiles, operators, and error codes remain
available.
Elixir makes every exported function callable, but callability does not make a
module public API. Obscura supports only modules classified as stable or
experimental in the baseline. All other application modules are internal.
ExDoc filters internal modules from the published reference.
Stability Classes
	Class	Compatibility promise
	Stable	Protected by the 0.2.x compatibility policy and contract tests
	Experimental	Documented for evaluation, but signatures, options, structs, and behavior may change
	Internal	Not supported for direct caller use and may change without notice
	Deprecated	Still supported during the documented transition period

There are currently no deprecated APIs. The stable product profiles are
:fast, :efficient, :balanced, and :accurate.
Stable Module Inventory
The following table lists stable caller entry points. Functions not listed in
the machine-readable baseline remain internal even when their module is stable.
Default-argument functions are listed at every exported arity.
	Area	Stable modules and entry points
	Primary API	Obscura.analyze/1,2, analyze_many/1,2, anonymize/2,3, redact/1,2, rehydrate/1,2
	Analyzer facade	Obscura.Analyzer.analyze/1,2, analyze_many/1,2
	Analyzer results	Obscura.Analyzer.Result, Obscura.Analyzer.Explanation
	Anonymization	Obscura.Anonymizer.anonymize/2,3, validate_options/1; result, item, and error structs
	Profiles	Obscura.Profile query, preflight, validation, description, and preparation functions; Obscura.Profile.Runtime values
	Diagnostics	Obscura.Diagnostic codes, constructors, normalization, formatting, map conversion, and remediation
	Recognizer extension	Obscura.Recognizer callbacks and Obscura.Recognizer.PatternDefinition.new!/1
	Operators	Obscura.Operator.Custom callback and Obscura.Operator.Hash.verify/2
	Structured data	Obscura.Structured.analyze/1,2, redact/1,2; structured result and item structs
	Protocol	Obscura.Redactable.redact/2 and the documented derive contract
	Logging and Plug	Obscura.Logger helpers, Obscura.Phoenix.Plug callbacks, and Obscura.Phoenix.Logger startup and child-spec functions
	LLM workflows	All Obscura.LLM redaction and rehydration functions
	Streaming	Obscura.Stream.Rehydrator.new/1, feed/2, and flush/1
	Vaults	Obscura.Vault; Obscura.Vault.Memory and ETS startup/child specs; Obscura.Vault.Backend; Obscura.Vault.Entry
	Rehydration	Obscura.Rehydrator and Obscura.Rehydrator.Structured
	Language	Obscura.Language and the Obscura.Language.Detector.detect/2 callback
	Capabilities	Capability loading and profile/asset lookup functions in Obscura.Capabilities

Stable Mix commands are:
	mix obscura.detect;
	mix obscura.efficient.install;
	mix obscura.docs.verify;
	mix obscura.redact;
	mix obscura.profile.check;
	mix obscura.profile.prepare.

Evaluation, fixture, report-generation, benchmark-promotion, and development
Mix tasks are project tooling rather than application API.
Experimental Module Inventory
The following entry points are intentionally outside the 0.2.x compatibility
promise:
	Obscura.Tiktoken and Obscura.Tiktoken.Encoding;
	Obscura.NLP.Artifacts, Obscura.NLP.Engine, and the Bumblebee engine;
	low-level Obscura.Recognizer.NER, fake serving, and serving construction;
	Obscura.Recognizer.GLiNER and its Ortex adapter;
	the optional ex_phone_number validator adapter;
	native Privacy Filter recognition, serving, checkpoint validation, and setup.

Stable Profile Contracts
The :balanced and :accurate names, requirements, behavior, and preparation
contracts are stable under the 0.2.x compatibility promise. Their optional
third-party model assets are not bundled or licensed by Obscura; stable API
classification is not a grant of checkpoint rights. In direct correspondence
on 2026-07-22, LDC confirmed that commercial use of
tner/roberta-large-ontonotes5 requires an LDC for-profit membership. See
docs/model-asset-licensing.md.
The :efficient contract and asset upgrade policy are defined in
the efficient guide. The legacy :spacy_cpu alias keeps its
original experimental span policy.
Experimental Profile Contracts
:hybrid_gliner_urchade, :openmed_pii, and :spacy_cpu remain experimental.
:hybrid_gliner_urchade is the public
CPU-only alternative with a clearer provenance chain, but lower measured
accuracy. :openmed_pii has specialist evidence but unresolved precision, licensing,
tail-latency, and retained-memory concerns.
All Obscura.Eval.*, Obscura.Fixtures.*, engine, registry, routing,
normalization, validator, model-math, and Mix-task implementation modules not
listed above are internal. Their exported functions are not supported caller
contracts.
Function And Return Contracts
Stable functions preserve:
	their module, name, and arity;
	documented accepted input categories;
	the outer success/error tuple shape;
	documented stable result and error structs;
	byte-offset semantics for detection and anonymization;
	input-order preservation for batch APIs;
	the rule that ordinary analysis does not prepare or download models.

Adding a new function or accepting additional inputs is compatible. Tightening
an accepted stable input, changing {:ok, value} into another outer shape, or
replacing a documented error struct is breaking.
Configuration failures at caller boundaries return error tuples. Functions
whose established Elixir convention is construction-time failure, such as
PatternDefinition.new!/1, retain their explicit bang semantics.
Struct Contracts
The baseline records stable fields for:
	analyzer result and explanation;
	anonymizer result, item, and error;
	structured result and item;
	profile descriptor and prepared runtime;
	diagnostic;
	vault entry.

Removing or renaming a stable field, changing its documented meaning, or
changing its fundamental type is breaking. Adding a field is compatible.
Callers must pattern-match only fields they consume and must not compare
Map.from_struct/1 output for exact key equality.
Obscura.Profile.Runtime and Obscura.Stream.Rehydrator are state-carrying
values. Callers may pass them back to documented functions but must not mutate
their implementation fields. Runtime resource and backend metadata contents
are informative and additive, not stable schemas.
All metadata maps are additive extension points. Their presence is stable;
individual keys are stable only when explicitly documented elsewhere.
Error Contracts
Obscura.Anonymizer.Error guarantees these fields:
	code;
	operator;
	field;
	reason;
	metadata.

Its stable codes are recorded in the baseline. New codes may be added.
Existing codes will not be removed or repurposed in 0.2.x.
Obscura.Diagnostic similarly guarantees its documented fields and the codes
returned by Obscura.Diagnostic.codes/0. Diagnostic code, component/profile
identifiers, and the sanitized to_map/1 shape are machine-readable.
Human-readable exception messages, diagnostic messages, remediation wording,
inspection formatting, nested causes, and metadata ordering are not stable.
Applications must branch on codes and fields, never rendered text.
Errors, diagnostics, telemetry, and reports must not contain source PII,
replacement values, callback exception messages, credentials, or salts.
Stable text boundaries reject invalid UTF-8 with controlled error tuples.
Default inspection of raw-bearing result/state structs is deliberately
value-safe; explicit fields and caller-requested serialization retain their
documented data.
Profile Contracts
The stable profile names are:
	Profile	Stable intent	Optional requirements
	:fast	Dependency-light structured PII detection	Optional phone parser
	:efficient	Bounded CPU person/location NER	Versioned native executable, spaCy assets, platform math/regex libraries
	:balanced	Practical deterministic plus general-NER profile	Nx, Bumblebee, backend, pinned TNER assets
	:accurate	Highest measured general accuracy with conditional location recovery	Nx, Bumblebee, backend, two pinned model/tokenizer pairs

The names, classification, dependency/asset reporting, explicit preparation,
and no-implicit-download rule are stable. Downloads require
allow_download: true; cache-only behavior is the default and offline: true
forbids network access. Preparation returns a reusable runtime or a structured
diagnostic and supports bounded timeouts and safe progress events. Benchmark
values may change as new evidence is promoted. Changing a profile's intended
category, silently adding a network operation, or requiring new assets without
a release note is breaking.
Obscura.Profile.Preparer is the stable supervised ownership path. It prepares
once, retains the runtime, exposes readiness/failure, and supports waiting and
progress subscriptions. Subscriber message payloads and progress maps are
additive; applications should match only the documented event/status keys they
consume.
Model licenses are not granted by Obscura. Commercial use of
tner/roberta-large-ontonotes5 requires LDC for-profit membership; OpenMed
still requires independent license review, as documented in
docs/known-limitations.md.
The experimental product aliases are:
	Profile	Evaluation purpose	Why it is not stable
	:hybrid_gliner_urchade	CPU-only GLiNER alternative	Lower measured accuracy and exported local asset contract
	:openmed_pii	Native OpenMed/Nemotron PII specialist	Low precision, high tail latency, unclear licensing, and inconclusive retained memory

Their explicit-preparation and analyzer behavior may change without the stable
deprecation window. Applications must branch on
Obscura.Profile.classification/1 rather than assuming every accepted alias is
stable.
Operator Schemas
Every operator map requires an atom :type. Unknown operators and unknown
operator keys return %Obscura.Anonymizer.Error{} before any replacement.
	Type	Required keys	Optional keys and defaults
	:replace	:type	value: "[REDACTED]"
	:redact	:type	none
	:mask	:type	char: "*", keep_last: 0
	:hash	:type	algorithm: :sha256, mode: :secure; deterministic mode also requires :salt
	:pseudonymize	:type	vault: nil, with a vault required from config or call options
	:custom	:type, :module	options: %{}

Changing a default, accepting a formerly invalid ambiguous value, changing the
versioned hash representation, or changing preflight-before-replacement
semantics is breaking.
Behaviour Contracts
Obscura.Recognizer requires name/0, supported_entities/0, and
analyze/2. entity/0 and analyze_many/2 are optional. Recognizers return a
result list, {:ok, result_list}, or {:error, reason} using byte offsets.
Obscura.Operator.Custom requires apply/3. It receives source text, the safe
documented context, and its configured options. Valid results are
{:ok, replacement} and {:ok, replacement, metadata}. Callback failures,
raises, throws, exits, and malformed returns become sanitized errors.
Obscura.Language.Detector requires detect/2.
Obscura.Vault.Backend defines the GenServer startup and call callbacks used by
vault implementations.
Adding a new required callback or changing a callback arity or return shape is
breaking. Adding an optional callback is compatible.
Stable Option Schemas
Analyze
Core stable options and defaults are:
	Option	Type	Default
	:profile	stable alias, experimental alias, implementation atom, or prepared runtime	:regex_only compatibility default
	:entities	list of atoms	profile-supported entities
	:language	supported atom/string	:en
	:score_threshold	number from 0 through 1	0.0
	:explain	boolean	false
	:include_text	boolean	true
	:built_ins	boolean	true
	:recognizers	recognizer modules/definitions	[]
	:deny_lists	deny-list definitions	[]
	:allow_list	allow-list definitions	nil
	:context	list of strings	[]
	:context_window	non-negative integer	30
	:context_prefix_count / :context_suffix_count	non-negative integer	5
	:context_boost	number from 0 through 1	0.15
	:context_min_score	number from 0 through 1	0.4
	:context_match	:whole_word or :substring	:whole_word
	:detect_language	boolean	false
	:language_detector	detector module or nil	nil
	:batch_size	positive integer	8
	:recognizer_timeout	timeout	5_000
	:parallel_recognizers	boolean	false
	:phone_parser / :phone_validator / :phone_regions	optional phone policy	disabled / []
	:telemetry	boolean	true

Low-level :ner, serving, NLP-engine, and model-routing options are
experimental. Stable prepared profiles are the supported application path.
Analyzer keyword lists currently ignore unknown keys. Unknown keys are outside
the supported schema and callers must not rely on that tolerance; a future
minor release may return a structured configuration error after deprecation.
Anonymize And Redact
anonymize/3 accepts :operators (default built-ins), :conflict_strategy
(default :aggressive), :merge_whitespace (default false), :vault, token
formatting options, and :telemetry. redact/2 combines analyzer and
anonymizer options. Operator collections and operator-specific options are
strict; unknown keys are errors.
Structured Data
Structured redaction accepts :field_policies (%{}), :traverse_structs
(false), :preserve_structs (true), :max_depth (20), and :dry_run
(false) plus analyzer/anonymizer options for string leaves. Unknown
structured keys are currently ignored and are not a supported extension
mechanism.
Vault And Tokens
Vault token options are :token_prefix ("<<"), :token_suffix (">>"),
:token_separator ("_"), :token_width (3), :token_case (:upper),
and :token_strategy (:sequential). These options are strictly validated
when used by pseudonymization.
LLM redaction adds :vault, :create_vault (false), and :roles
([:user]) and forwards supported redaction options.
Streaming rehydration requires :vault and supports :token_prefix,
:token_suffix, :max_token_length (128), :unknown (:keep), and
:telemetry (true).
The Plug supports :fields ([:params]), :mode (:assign_redacted,
:replace, or :disabled), :assign (:obscura_redacted), and supported
redaction options. Supported fields are :params and :req_headers.
init/1 validates and normalizes these integration options, removes duplicate
fields after their first occurrence, and raises ArgumentError for invalid
configuration before requests run. Other values are outside the stable schema.
Obscura.Phoenix.Logger supports :assign (atom, default
:obscura_redacted), :name (GenServer name, default
Obscura.Phoenix.Logger), and :inspect_opts (valid Inspect.Opts keyword
options, default [limit: 50, printable_limit: 500]). Unknown logger options
and invalid assign or inspection options fail startup with a structured
{:invalid_option, option, reason} value. Opaque parameter terms, including
structs and tuples, are logged as [FILTERED]. Character lists containing
high-confidence :fast profile PII are also filtered; ordinary integer arrays
remain available to the inspect policy. Atom and numeric scalar representations
are checked before inspection, including when used as map keys. Parameter graphs
exceeding 64 keys, 4 KiB of cumulative key text, 64 KiB of cumulative scalar
value text, 1,024 traversed values, 128 terms requiring PII analysis, or 64
decimal digits in one number also fail closed. Request-process Logger metadata
is excluded from these records. Standard HTTP methods are preserved, while
bounded custom methods must use valid HTTP token characters and are checked for
PII. Dynamic log-level callback failures are contained without exposing their
reason or detaching the handler. The logger applies Phoenix's configured
:filter_parameters policy and replaces binary parameter keys
containing high-confidence :fast profile PII before inspection. Bare domains
are excluded from key recognition because ordinary dotted field names are
ambiguous; applications can filter specific dotted keys through Phoenix's
policy. The request logger rejects startup while a corresponding Phoenix
default HTTP logger remains attached, including the endpoint-start logger that
can emit raw request paths.
Obscura.Phoenix.SocketLogger supports :connect_params (:omit by default,
or {:redact, keyword()}), :name, and :inspect_opts.
Obscura.Phoenix.ChannelLogger supports :topic_patterns and :events
(proper lists of bounded static strings), :join_params and
:handle_in_params (:omit by default, or {:redact, keyword()}), :name,
:inspect_opts, and :correlation (:omit by default, or
{:socket_assign, atom(), :uuid}). A configured correlation assign is emitted
as Logger metadata only for successful joins and handled events when its value
is a valid UUID string, allowing related channel events to be correlated.
Correlation assign names must be bounded static identifiers, cannot use
Logger-reserved metadata keys, and cannot contain high-confidence PII
recognized by the :fast profile. Phoenix join telemetry exposes the
pre-join/3 socket, so an assign created by join/3 is available to subsequent
handled events but not to that join record. This is log correlation metadata,
not distributed tracing or trace-context propagation. Realtime redaction is
restricted to :fast and the declarative :entities and :max_depth options.
Unknown options fail startup. Realtime parameter graphs retain the request
logger's structural limits and add a fixed 4 KiB ceiling across cumulative key
and scalar value text; payloads over that ceiling become [FILTERED] before
PII recognition. Structs and tuple-bearing terms, including keyword lists, fail
closed without protocol dispatch. Raw topics and event names are never logged:
only configured topic patterns and allow-listed event names are emitted.
Phoenix discard and keep filter configuration is limited to 256 nonempty
parameter names and 4 KiB of cumulative name text; keep names are compiled into
map lookups before realtime events are handled.
Configured labels containing control or directional formatting codepoints fail
startup, and emitted event labels come from owned startup configuration.
Oversized topics fail closed before content validation. Both handlers reject
startup while the corresponding Phoenix default logger handler remains
attached.
Optional Dependencies And Assets
The package's required runtime dependencies are Jason, Telemetry, and Plug.
The :fast profile needs no model dependency or asset.
	parser-backed phone validation uses optional ex_phone_number;
	broad NER uses optional Nx, Bumblebee, an explicit backend, tokenizers, and
model assets;
	native Privacy Filter uses optional Nx, Safetensors, an explicit backend,
and a local checkpoint;
	GLiNER/Ortex uses optional Ortex and Tokenizers and remains experimental;
	Emily and EXLA are development/runtime choices and are never selected as
proof of GPU execution without backend metadata.

No model weights ship in the Hex package. Ordinary analysis and redaction never
download assets. Explicit profile preparation defaults to cache-only, online
preparation requires deployer authorization, and scheduled model CI uses
pre-provisioned caches.
Versioning Policy Below 1.0
Obscura follows SemVer while making a stronger promise than SemVer requires for
the stable 0.2.x surface:
	patch releases fix bugs and do not intentionally break stable contracts;
	minor releases may add stable APIs and fields;
	stable breaking changes require deprecation and migration guidance, even
before 1.0;
	experimental and internal APIs may change in any release;
	a critical security or correctness issue may require an immediate breaking
fix, documented prominently in release notes.

A breaking change includes removing or renaming a stable function, changing an
arity, narrowing accepted documented inputs, changing outer return tuples,
removing/renaming stable struct fields, removing/repurposing stable codes,
changing operator defaults or schemas, changing stable profile identity, or
adding a required behaviour callback.
Deprecation And Migration
Normal stable deprecations remain available for at least one subsequent minor
release and at least 90 days from the release that announces them. They include
a compiler/runtime warning where practical, release-note migration steps, and
replacement contract tests.
The only exception is an urgent security or data-corruption issue. In that
case, Obscura may remove unsafe behavior immediately, with a security notice
and explicit migration instructions.
Before a future breaking release:
	add the replacement API;
	mark the old API deprecated in code and this inventory;
	retain tests for both during the transition;
	publish migration examples;
	update the machine-readable baseline only in the breaking release.

Contract Evidence
test/obscura/public_api_contract_test.exs verifies the machine-readable API
baseline. test/obscura/documented_examples_test.exs exercises the
dependency-light examples and verifies the documented-example evidence
registry. Optional model examples point to tagged integration tests and never
download assets during the base suite.


  

    Security Threat Model

Purpose And Status
This threat model defines Obscura's security boundary for the 0.2.x
early-release line. It covers raw PII lifetime, anonymization, reversible vaults,
model execution, observability, callbacks, structured data, command output,
and benchmark reports.
Obscura reduces accidental disclosure. It is not a secure enclave, encrypted
secret store, data-loss-prevention service, compliance product, or guarantee
that every sensitive value will be detected.
Protected Assets
The primary assets are:
	source text and structured leaf values;
	detected span text and nearby context;
	anonymizer intermediate source slices;
	replacement values, deterministic salts, and pseudonym tokens;
	vault entries and rehydrated output;
	LLM prompts and responses passed through Obscura;
	model tokenizer inputs, token text, logits, and detected spans;
	credentials, paths, and checkpoint details supplied during optional setup;
	private datasets and benchmark examples.

Offsets, entity labels, aggregate counts, durations, stable profile names, and
sanitized backend identifiers are not confidential by default. They can still
be sensitive in a caller's domain and must be governed by that caller.
Actors And Trust Boundaries
	Actor or boundary	Trust assumption
	Application caller	Trusted to choose inputs, profiles, operators, retention, and output sinks
	Custom recognizer/operator/language callback	Application code, but untrusted return values, exceptions, throws, and exits
	Vault owner process	Trusted holder of reversible mappings
	Other ordinary BEAM processes	Must not read ETS mappings through normal ETS operations
	VM administrator, debugger, tracing tool, or code with process-inspection privileges	Trusted; outside Obscura's isolation boundary
	Telemetry and Logger handlers	Trusted sinks that receive only the documented sanitized Obscura metadata
	Optional model, tokenizer, backend, checkpoint, and native dependency	Trusted local code/assets after caller verification
	CLI filesystem and stdout	Caller-controlled explicit output sinks
	Benchmark tooling	Development-only trusted tooling; authoritative promotion rejects raw-value fields

The most important boundary is between explicit result access and incidental
observation. Public result fields may intentionally contain source or output
text. Default Inspect output, errors, diagnostics, logs, telemetry, and
reports must not reproduce that content.
Data Flow And Lifetime
Analysis
Raw text enters the caller process and is passed to recognizers. Deterministic
recognizers, NLP artifacts, context enhancement, and model adapters may hold
references to the original binary, slices, tokens, and model outputs during
the call.
Analyzer results contain exact byte offsets. With include_text: true, which
is the compatibility default, Obscura.Analyzer.Result.text intentionally
contains the detected source text. Accepted text is detached when retaining it
as a sub-binary would keep an unrelated larger source binary alive. Callers
that do not need text should use include_text: false; built-in recognizers
then avoid materializing Result.text. The option does not sanitize metadata.
Documented parser metadata can contain normalized PII, and trusted custom
recognizers control metadata they return. Callback result fields are validated
against the public result contract. Serializable functions remain supported and
are cloned before they escape so captured binaries and bitstrings no longer
reference caller-owned allocations. Malformed or improper terms and excessively
nested values are rejected with a sanitized callback error.
Escaping borrowed binaries in accepted recursively transparent metadata and
explanations are detached so they do not retain unrelated parent inputs. These
controls reduce binary retention but do not guarantee memory zeroization. Safe
Inspect output omits result text, explanations, context words, and metadata.
Anonymization
The anonymizer validates every operator configuration before replacement,
validates source byte ranges, extracts source slices, invokes the selected
operator, and constructs a new output binary. Source slices and output parts
exist until the call and garbage collection release them.
Anonymizer result text and item replacements are explicit outputs. Their
default Inspect implementations expose only status, counts, byte lengths,
entity types, operators, and offsets. Custom operators receive the source
value by design but receive only the entity from Obscura's context.
Structured Data, Logger, Plug, And LLM Helpers
Structured redaction recursively visits supported maps, proper lists, and
opted-in structs. Tuples and unsupported terms remain opaque. A depth limit
prevents unbounded recursion. Invalid UTF-8 leaves and improper lists return
controlled errors.
Logger helpers are safe only to the extent that configured recognizers and
field policies detect the values. They do not make arbitrary terms
non-sensitive. Plug and LLM helpers retain raw request/message data in the
caller's original structures unless the caller replaces or discards it.
The Phoenix request logger consumes only a pre-redacted Plug assign. The
Phoenix socket and channel loggers omit parameters by default; explicit
realtime inclusion is limited to bounded :fast redaction. Socket connection
information, application-private socket data, identifiers, message references,
callback results are never inspected. Raw unmatched topics and event names are
never emitted. The channel logger may inspect exactly one explicitly configured
socket assign for log correlation. It emits that assign only when its value is
a valid UUID and its name is a bounded, non-reserved Logger metadata key that
does not contain high-confidence PII recognized by the :fast profile.
Configured labels containing control or directional formatting codepoints fail
startup. Allowed event labels are emitted from owned startup configuration,
not client-frame binaries. Oversized raw topics fail closed before UTF-8
validation or pattern matching. Correlation UUIDs can still identify sessions
or workflows, so deployers remain responsible for access control, retention,
and downstream log handling. Logger metadata inherited from request, socket,
or channel processes is excluded from Obscura's records.
Phoenix emits raw connection and channel parameters in telemetry metadata.
Obscura's handlers sanitize only their own Logger output and cannot prevent
another telemetry handler from observing the original event. Deployers must
review every handler attached to Phoenix socket and channel events. Outbound
channel traffic, LiveView-specific telemetry, reverse proxies, transports, and
application-authored logs remain separate boundaries.
Vaults And Rehydration
Memory and ETS vaults store raw values for reversible pseudonymization. Memory
vaults hold mappings in GenServer state. ETS vaults use unnamed private tables
owned by the vault process. Ordinary sibling processes cannot read those
tables directly. All supported lookup goes through serialized GenServer calls.
clear/1 removes accessible mappings and counters. Stopping the owner removes
its state and ETS tables. These operations drop references; they are not
cryptographic erasure. Tokens are capabilities only when combined with access
to the matching vault, but they are hidden from default Inspect output.
Callers control vault supervision, ownership, session isolation, retention,
clear/stop timing, node placement, and whether rehydrated values leave the
trusted boundary.
Models And Checkpoints
Local model paths tokenize raw text and may copy it into native runtime,
accelerator, or backend-managed memory. Model adapters sanitize execution
failures to stable reason tags and exception classes; they do not return
exception messages, stack arguments, raw outputs, or model input.
Obscura does not control memory retention inside Nx, Bumblebee, Emily, EXLA,
Ortex, Tokenizers, Safetensors, or operating-system drivers. Models and assets
must be pinned, hash-verified, license-reviewed, and prepared explicitly.
Observability And Reports
Telemetry applies strict measurement and metadata key allowlists. Values are
limited to numbers, atoms, booleans, or lists of safe identifiers. Binary and
unknown values become :redacted; unknown keys are dropped.
Diagnostics discard paths and arbitrary message/remediation text at
construction, reduce nested causes to safe reason codes, and redact binary
metadata. Anonymizer errors retain only known atom fields and bounded safe
metadata.
CLI detection exposes source text only after the explicit --include-text
option. CLI redaction intentionally writes redacted output, which can still
contain missed PII. Authoritative benchmark promotion rejects raw-value keys;
historical development reports are not production logging sinks.
Threats And Controls
	Threat	Control	Residual risk
	Raw text appears in default inspection	Safe Inspect implementations for raw-bearing stable and model structs	Explicit field access and Map.from_struct/1 still expose fields
	Callback exception leaks source arguments/message	Callback trapping and reason sanitization	Callback code itself can log or transmit its input
	Callback result retains source through malformed or opaque metadata	Public result validation, recursive binary ownership, and rejection of closures with borrowed binary environments or the complete analyzer input	Callback code can retain or transmit input through external state; ownership-safe functions and owned sensitive metadata remain explicit output
	Invalid UTF-8 crashes regex/model paths	Stable text boundaries return :invalid_utf8	Native dependencies can still fail internally
	Malformed spans return expected/actual source values	Span normalization and value-safe reason conversion	Callers must still supply correct exclusive byte offsets
	Telemetry receives nested/raw metadata	Strict measurement/key/value allowlists	Application handlers can correlate safe identifiers with other data
	Sibling process reads ETS vault	Unnamed :private ETS tables and GenServer API	VM administrators and tracing/debug tooling remain trusted
	Token error reveals token content	Errors report only token shape and policy code	Explicit successful output and rehydration contain values
	Deep or improper structures exhaust/crash traversal	Proper-list checks and configurable maximum depth	Wide but shallow structures can still consume caller resources
	Model exception/logit output leaks input	Exception class/reason tags only	Third-party runtime logging is outside Obscura's control
	Report publishes raw examples	Authoritative promotion schema and raw-key rejection	Historical/local files require normal filesystem controls
	Cleared value remains in memory	References and tables are removed	BEAM/native memory cannot be guaranteed zeroized

BEAM Memory Limitation
BEAM binaries may be shared between processes, referenced by sub-binaries,
copied into messages, retained until garbage collection, or copied into native
libraries. Dropping references, clearing a vault, stopping a process, or
deleting an ETS table does not prove that every byte was overwritten.
Obscura cannot guarantee secure memory zeroization. Workloads requiring
cryptographic erasure, hardware isolation, or protection from VM
administrators need a different execution boundary.
Attacker Capabilities Considered
The review considers callers or integrated callbacks that provide malformed
types, invalid UTF-8, invalid offsets, adversarial token strings, deeply nested
values, invalid operator options, callback failures, and concurrent vault
requests. It also considers accidental logging or inspection by application
developers.
It does not defend against arbitrary code execution in the VM, hostile NIFs,
runtime tracing by an administrator, a compromised dependency, kernel access,
or a caller deliberately exporting explicit raw fields.
Operational Requirements
Before deployment, callers must:
	choose a profile using representative heldout data;
	disable result text where it is not required;
	keep raw result and vault structs out of generic serializers;
	supervise vaults and define retention and cleanup;
	restrict VM debugging, tracing, remote shell, crash dump, and ETS access;
	review telemetry handlers and log processors;
	pin and verify optional assets and dependencies;
	load-test depth, width, memory, and model latency limits;
	handle detection misses as expected risk;
	route suspected vulnerabilities through the private process in
SECURITY.md rather than a public issue.

Verification Evidence
Security regression and property tests live under test/obscura/security/.
They use unique synthetic canaries and bounded generators for Unicode, invalid
UTF-8, spans, operators, tokens, nested data, vault concurrency, lifecycle,
private ETS access, callbacks, telemetry, diagnostics, inspection, and model
errors. The dependency-light CI gate runs these tests together with the
repository's static-analysis, documentation, and authoritative-manifest checks.


  

    Anonymizer Operators

Obscura validates every configured operator before it modifies text. A bad
configuration returns {:error, %Obscura.Anonymizer.Error{}}; it never returns
a successful or partially anonymized result.
Errors expose only stable codes, operator and field atoms, safe reason atoms,
and allowlisted metadata. They never contain source text, replacements, salts,
callback return values, or exception messages.
Replace
%{type: :replace, value: "[EMAIL]"}
value is optional and defaults to [REDACTED]. When present, it must be a
binary. The only accepted keys are type and value.
Redact
%{type: :redact}
Redact replaces the detected span with an empty binary. It accepts no options
other than type.
Mask
%{type: :mask, char: "*", keep_last: 4}
	char defaults to * and must contain exactly one valid Unicode grapheme.
	keep_last defaults to 0 and must be a non-negative integer.
	Masking operates on graphemes, while result offsets remain byte offsets.
	When keep_last exceeds the source grapheme count, the source is unchanged.

Empty or multi-grapheme mask strings, negative counts, invalid types, and
unknown options are rejected.
Hash
Hash replacements use this self-describing format:
$obscura$v1$hash$ALGORITHM$MODE$BASE64URL_SALT$HEX_DIGEST
Supported algorithms are :sha256 and :sha512.
Secure Mode
%{type: :hash, mode: :secure, algorithm: :sha256}
Secure mode is the default. It generates a fresh 16-byte salt with
:crypto.strong_rand_bytes/1 for every replacement. The same source value
therefore produces different replacements. Supplying a salt in secure mode is
an error.
Deterministic Mode
%{
  type: :hash,
  mode: :deterministic,
  algorithm: :sha256,
  salt: "application-salt"
}
The salt must be a binary containing at least 16 bytes. Identical value, salt,
and algorithm inputs produce identical replacements. This reveals equality and
does not make low-entropy identifiers unguessable.
Obscura.Operator.Hash.verify/2 verifies a source value against either encoded
mode without raising for malformed input.
Hash Migration
The pre-release hash contract previously defaulted to deterministic SHA-256,
allowed an empty or short salt, and returned sha256:HEX. That format is no
longer generated or accepted by verify/2.
To migrate intentional deterministic use, add mode: :deterministic, provide
at least 16 salt bytes, and store the new versioned replacement. Otherwise omit
the salt and use the secure default. Existing stored legacy hashes require an
application-specific migration because Obscura cannot recover their source
values.
Pseudonymize
%{type: :pseudonymize}
Pass the vault in the operator config or anonymizer options:
{:ok, vault} = Obscura.Vault.Memory.start_link()
text = "Email user@example.test"

Obscura.redact(text,
  entities: [:email],
  operators: %{email: %{type: :pseudonymize}},
  vault: vault
)
Pseudonymization is reversible vault-backed tokenization, not encryption. The
vault and token formatting options are checked during operator preflight.
Custom Operators
Custom operators implement Obscura.Operator.Custom:
defmodule MyOperator do
  @behaviour Obscura.Operator.Custom

  @impl Obscura.Operator.Custom
  def apply(value, %{entity: entity}, options) do
    {:ok, "<#{options.prefix}:#{entity}:#{byte_size(value)}>", %{format: :custom}}
  end
end
Configure the module and a map of explicit options:
%{type: :custom, module: MyOperator, options: %{prefix: "private"}}
Valid callback results are {:ok, replacement} and
{:ok, replacement, metadata}. The replacement must be a binary and metadata
must be a map. Missing modules, missing behaviour declarations, invalid
returns, callback errors, exceptions, throws, and exits become sanitized
operator errors. The callback receives only the entity context in addition to
the explicit source value and options.
Custom operator modules are trusted application code. They receive the raw
matched value and can log, transmit, retain, or raise with it before Obscura
sanitizes the callback boundary. Review callback implementations and avoid
embedding source values in their own telemetry or process metadata.
Error Contract
Obscura.Anonymizer.Error has these public fields:
	code: stable machine-readable category;
	operator: operator atom when known;
	field: invalid field atom when known;
	reason: safe reason atom;
	metadata: allowlisted non-sensitive details.

Applications should branch on code, operator, and field rather than the
human-readable exception message. Unknown options and malformed operator
collections are errors, including configurations for entities which do not
appear in the current input.
Operator types, keys, defaults, preflight behavior, and stable error codes are
part of the 0.2.x contract. Human-readable messages and additive metadata are
not. See docs/public-api-stability.md.
Default Inspect implementations for anonymizer result and item structs hide
redacted output, replacements, token-like values, and metadata. Their explicit
public fields still contain the values required by the operation and must be
handled as sensitive data.


  

    Third-Party Dependency And Model Asset Review

This document records the release licensing review for Obscura as of
2026-07-22. It is an engineering inventory and release decision, not legal
advice. A deployer remains responsible for determining whether a dependency,
model, tokenizer, dataset, or generated output is permitted for its use.
Release Decision
	Obscura source and the Hex package are released under MIT.
	The resolved software dependency graph uses permissive MIT, Apache-2.0, or
BSD-2-Clause licenses. No GPL, AGPL, SSPL, source-available, or
non-commercial software dependency was found.
	The Hex package bundles the four pinned tiktoken vocabulary files and now
includes THIRD_PARTY_NOTICES.md with the upstream OpenAI/Shantanu Jain MIT
notice.
	Presidio-Research snapshots and the vendored Ortex fork retain their own
notices in the repository and are excluded from the Hex package.
	Optional model weights, tokenizers, caches, and ONNX exports are not bundled
or sublicensed by Obscura.
	Software licensing does not block the base :fast release. The optional
model-backed profiles remain subject to the asset decisions below.

Software Dependencies
The review used mix.lock, each fetched Hex package's
hex_metadata.config, included license files, and the vendored Ortex notice.
Versions are the versions resolved by the release worktree.
Direct Runtime And Optional Dependencies
	Dependency	Version	Use	Declared license	Decision
	jason	1.4.5	Base JSON handling	Apache-2.0	Approved
	telemetry	1.4.2	Base telemetry	Apache-2.0	Approved
	plug	1.20.3	Optional Plug integration	Apache-2.0	Approved
	nx	0.12.1	Optional tensor runtime	Apache-2.0	Approved
	bumblebee	0.7.0	Optional token classification	Apache-2.0	Approved
	safetensors	0.1.3	Optional checkpoint loading	Apache-2.0	Approved
	ex_phone_number	0.4.11	Optional phone parsing	MIT	Approved
	exla	0.12.0	Development/test accelerator	Apache-2.0	Approved
	emily	0.7.2	Development/test Apple GPU backend	MIT	Approved
	tokenizers	0.5.1	Optional GLiNER tokenizer	Apache-2.0	Approved
	vendored ortex	0.1.10-obscura.1	Repository-only GLiNER adapter	MIT	Approved; excluded from Hex package

The resolved runtime transitive packages are also permissive:
	Apache-2.0: axon, castore, complex, decimal, elixir_make, fine,
hpax, mime, mint, nimble_options, nimble_pool, nx_image,
nx_signal, plug_crypto, polaris, req, rustler_precompiled,
unpickler, and xla.
	MIT: finch, progress_bar, sweet_xml, and unzip.
	Dual MIT/Apache-2.0: rustler.

Development and test packages (bunt, credence, credo, dialyxir,
earmark_parser, erlex, ex_dna, ex_doc, ex_slop, file_system,
makeup, makeup_elixir, makeup_erlang, nimble_parsec, sourceror, and
stream_data) are MIT, Apache-2.0, or BSD-2-Clause and are not shipped as
runtime dependencies of Obscura.
Native upstream components follow the same permissive boundary: EXLA/XLA and
Hugging Face Tokenizers are Apache-2.0; Emily/MLX, Ortex/ONNX Runtime, and the
Elixir phone integration are MIT or consume Apache-2.0 upstream components.
Binary artifact notices must continue to be preserved by the package which
distributes each artifact.
Bundled Tiktoken Vocabularies
Obscura bundles r50k_base.tiktoken, p50k_base.tiktoken,
cl100k_base.tiktoken, and o200k_base.tiktoken. Their source URLs and
SHA-256 hashes match the official openai/tiktoken encoding definitions.
The upstream project is MIT and its copyright/permission notice is preserved
in THIRD_PARTY_NOTICES.md.
The files are package data, not model weights. They must remain hash-pinned;
changing their source, bytes, or attribution requires a new review. If a
future upstream notice separates vocabulary-data terms from the tiktoken MIT
license, Obscura must either adopt those terms or stop bundling the files.
Model And Dataset Assets
Stable profile contracts do not grant rights to their external assets.
Obscura downloads assets only during explicit preparation, pins immutable
revisions where available, and never bundles them in the Hex package.
	Asset	Reviewed chain	Decision
	tner/roberta-large-ontonotes5 at 0bce50f7...	Checkpoint has no license metadata; TNER code is MIT; dataset card says other; OntoNotes is governed by an LDC agreement	Commercial use requires LDC for-profit membership. LDC directly confirmed this requirement on 2026-07-22. Obscura does not grant or verify authorization and does not redistribute the checkpoint. LDC did not conclusively answer the separate checkpoint-redistribution question.
	Jean-Baptiste/roberta-large-ner-english at 8f3abc1e...	Checkpoint MIT; FacebookAI/roberta-large tokenizer/base at 722cf37b... MIT; trained on CoNLL-2003	Conditional deployer review. Model/base grants are permissive, but training-data rights are not granted by Obscura.
	OpenMed/privacy-filter-nemotron-v2 at reviewed revision 96824732...	Checkpoint declares license: other; base openai/privacy-filter is Apache-2.0; Nemotron data is CC-BY-4.0; Gretel data is Apache-2.0; AI4Privacy data identifies CC-BY-4.0	Unresolved external asset. The permissive base/data chain does not replace a checkpoint license grant. Keep experimental and do not redistribute.
	urchade/gliner_multi_pii-v1 at 1fcf13e8...	Checkpoint Apache-2.0; gliner_multi-v2.1 Apache-2.0; synthetic PII dataset Apache-2.0; microsoft/mdeberta-v3-base tokenizer/encoder MIT	Permissive chain documented. Experimental status remains based on product quality and exported-asset support, not an identified license blocker.

Stable Profile Consequences
The :balanced and :accurate names, option schemas, preparation behavior,
and result contracts are stable Obscura APIs. In direct correspondence dated
2026-07-22, LDC confirmed that commercial use of their default
tner/roberta-large-ontonotes5 asset requires an LDC for-profit membership.
Stable therefore means API compatibility and measured technical behavior, not
permission to use a checkpoint. Noncommercial use remains subject to the
applicable LDC and upstream terms.
:accurate adds the Jean-Baptiste model. Its model and base-model metadata are
MIT, but users must still make their own CoNLL-2003 provenance decision.
The Urchade chain is the cleanest reviewed optional model chain, but its lower
measured quality and CPU-oriented supported path keep it experimental.
OpenMed v2 remains experimental and license-blocked for redistribution because
the checkpoint itself declares other without supplying terms.
Deployment Contract
Before preparing an external model, deployers must:
	Record the exact model, tokenizer, base model, datasets, and immutable
revisions.
	Review all applicable checkpoint, tokenizer, dataset, hosting, and output
terms for the intended use and jurisdiction.
	Preserve required copyright, attribution, and license notices.
	Avoid redistributing cached or converted assets unless that right is
explicit.
	Retain the organization's approval decision with the deployed artifact.
	Re-run accuracy, privacy, memory, latency, and failure validation for any
substituted model or converted checkpoint.

For tner/roberta-large-ontonotes5, commercial deployers must additionally
obtain and document the required LDC for-profit membership. Obscura cannot
verify membership or confer checkpoint rights, and membership does not resolve
the unanswered checkpoint-redistribution question on Obscura's behalf.
Obscura.Profile.preflight/2 reports third-party asset warnings. Passing
preflight proves runtime readiness only; it does not prove legal authorization,
regulatory compliance, or universal model quality.
Review Renewal Triggers
Repeat this review when any dependency version, model revision, tokenizer,
training dataset, asset source, conversion path, package contents, or upstream
license metadata changes. Do not silently replace an unresolved asset with a
new revision under the same profile name.
Primary References
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    Authoritative Benchmark Status

The source of truth for current product evidence is
eval/authoritative/manifest.json. Reports under ignored eval/reports/ are
historical or working artifacts unless the manifest promotes them.
The current matrix was generated on an Apple M4 Max with 128 GiB memory and
macOS 26.5.2 under presidio_obscura_common_v1. Every row uses the same
ordered sample IDs, dataset bytes, eight-entity policy, mapping policy, UTF-8
byte offsets, and exact/IoU evaluator. Every row has two measured repetitions
with identical accuracy counts. Model profiles used Emily/Metal GPU with
fallback set to raise; Presidio spaCy and :fast used CPU.
	Dataset	Profile	Precision	Recall	F1	F2	Mean ms	P95 ms
	generated_large/template_heldout	Presidio spaCy	0.7338	0.6351	0.6809	0.6527	3.4169	6.2047
	generated_large/template_heldout	:fast	0.9618	0.5101	0.6667	0.5630	0.1338	0.2970
	generated_large/template_heldout	:balanced	0.8237	0.7550	0.7878	0.7678	21.4730	23.6370
	generated_large/template_heldout	:accurate	0.8249	0.7810	0.8024	0.7894	34.4296	48.5730
	generated_large/template_heldout	:openmed_pii	0.3341	0.7826	0.4683	0.6170	231.5783	317.5720
	synth_dataset_v2	Presidio spaCy	0.6993	0.7442	0.7211	0.7348	3.7588	7.0820
	synth_dataset_v2	:fast	0.9349	0.4844	0.6382	0.5361	0.1208	0.3960
	synth_dataset_v2	:balanced	0.8297	0.8480	0.8388	0.8443	22.3443	24.7180
	synth_dataset_v2	:accurate	0.8266	0.8586	0.8423	0.8520	39.7342	49.0420
	synth_dataset_v2	:openmed_pii	0.3306	0.7920	0.4665	0.6192	234.0717	350.2980
	nemotron_pii_test_subset	Presidio spaCy	0.5970	0.6565	0.6254	0.6437	24.4653	57.9023
	nemotron_pii_test_subset	:fast	0.8037	0.2729	0.4074	0.3144	0.3189	0.6170
	nemotron_pii_test_subset	:balanced	0.8703	0.5790	0.6954	0.6206	24.3216	26.7610
	nemotron_pii_test_subset	:accurate	0.8716	0.5811	0.6973	0.6226	66.0605	86.3340
	nemotron_pii_test_subset	:openmed_pii	0.4928	0.9825	0.6564	0.8196	919.5933	2063.1230

Accuracy values are directly comparable. Latency is directly comparable only
between Presidio CPU and :fast CPU. Balanced, accurate, and OpenMed latency is
descriptive because those profiles used Emily GPU. No CPU-vs-GPU speed claim is
made.
Decisions
	:fast is the high-precision, low-latency structured PII choice. Its recall
is intentionally limited.
	:accurate has the highest measured general F1 on all three shared datasets.
Its stable profile contract uses two large models. Commercial use of its
primary tner/roberta-large-ontonotes5 asset requires an LDC for-profit
membership.
	:balanced remains the practical model-backed recommendation when its
external asset terms are acceptable. Its F1 is slightly lower, but it uses
one model and has materially lower latency.
	:hybrid_gliner_urchade is the public experimental CPU-only general NER
alternative. Its reproducible adapter and clearer Apache-2.0 provenance chain
support that scoped recommendation, but its lower F1 prevents replacing
:balanced as the accuracy recommendation.
	Stable :accurate runs an output-aware location cascade. It beats
:balanced by 0.0145, 0.0035, and 0.0019 F1, but is not the default
recommendation because it uses a second model and has higher operating cost.
	Experimental :openmed_pii has the highest Nemotron recall and F2, but low
precision, high operational cost, and unresolved production risks prevent a
stable or general recommendation.

The matrix does not establish universal accuracy, production fitness, or
regulatory compliance. The corpora are synthetic and taxonomy-dependent.
Promoted Accurate Cascade
Stable :accurate now resolves to
:hybrid_ner_tner_jean_location_cascade. Its policy is locked to missing
location, Jean LOC=0.999, and no secondary context gate. Two clean Emily GPU
repetitions through the actual alias produced identical fingerprints and F1
0.8024, 0.8423, and 0.6973. The full operational matrix also passed.
The former :hybrid_ner_tner_jean_location implementation remains explicitly
callable but is no longer the alias. The promoted policy and repetitions are
recorded in eval/authoritative/manifest.json.
The refreshed OpenMed rows use the default openmed_latency_v1 context policy:
adaptive [192, 256, 384, 512, 768] sequence buckets above 129 tokens,
Viterbi decoding, and raw-logit conversion. Two default repetitions and an
explicit equivalent configuration produced identical output fingerprints on
all three datasets. Generated and synth accuracy counts are unchanged from
the superseded authority. Nemotron changed because the old authority used
explicit n_ctx=128 boundaries; under the new default, TP increased from
1646 to 1680, FN fell from 35 to 30, wrong types fell from 7 to 2,
and offset mismatches fell from 37 to 13.
Comparison With Presidio
Presidio spaCy is now an external baseline in the authoritative manifest, not
an Obscura profile. On exact-span F1, :accurate exceeds Presidio on
generated-large heldout (0.8024 vs 0.6809), synth (0.8423 vs 0.7211),
and Nemotron (0.6973 vs 0.6254). This is evidence for this exact protocol,
not universal Presidio superiority.
Presidio remains stronger than :fast on recall and F2. It also has better
broad-data precision than OpenMed. Entity-level evidence shows :balanced
improves person and location F1 on generated/synth, while Presidio remains
better on generated/synth phone F1. The complete exact, IoU, count, per-entity,
repetition, environment, and artifact evidence is in
eval/authoritative/manifest.json and eval/authoritative/comparisons/.
Regression Policy
	Deterministic fixtures and operator outputs are blocking exact contracts.
	Report shape, hashes, profile identity, and backend proof are blocking.
	Accuracy changes up to 0.005 absolute F1 are review alerts. Changes above
0.010 require an explicit accepted-regression note or a fix.
	Critical structured entities must not lose exact deterministic fixture
coverage.
	Latency comparisons are valid only on the same hardware, backend, device,
compile settings, and dataset fingerprint.
	A repeated latency increase above 15% is an alert. Accelerator latency is
scheduled-run evidence and does not block dependency-light pull requests.
	Train-split tuning may select policy, but only heldout/external datasets may
support final accuracy claims.

Promote new evidence with:
mix obscura.benchmarks.promote

Promotion rejects
skipped or fake/gold-derived runs, mismatched metrics, missing revisions/hashes,
unsafe raw values, and inconsistent repetitions.
Operational startup, concurrency, throughput, p99, memory, sustained-load, and
recovery evidence is governed separately by
eval/operational/manifest.json.
Accuracy-report latency is not a substitute for that production-style load
protocol.
The current OpenMed optimization and default-versus-explicit parity evidence
is promoted in the authoritative manifests.
The Apple/Emily operational matrix is promoted for all 12 measured
profile/dataset combinations. Stable :balanced is the practical best-measured
general model-backed operating point. Stable :accurate uses the highest-F1
cascade; C1 is the interactive
choice and C2-C4 are bounded throughput options depending on workload.
Experimental :openmed_pii requires bounded specialized execution because of high tail
latency and transient memory pressure.
The separate long-soak manifest contains four same-revision Apple rows.
Its classifier labels OpenMed C1 and C4 as allocator caching, and no row
classifies as a probable leak. The release conclusion remains
inconclusive, however: neither the historical soak nor the refreshed
operational matrix proves bounded growth over a production-duration workload.
:fast and :balanced memory are also inconclusive. OpenMed's historical
first/last latency difference is primarily an ordered input-length/shape
cycle, while :balanced slowdown is localized to model serving.
Experimental adapters which are absent from the authoritative manifest are not
product accuracy claims. Their asset and compatibility contracts remain
available for controlled evaluation through profiles.md and
optional-dependencies-and-assets.md.


  

    Known Limitations

Obscura is an early-release library. Its stable profiles have governed contracts
and current benchmark evidence, but the project does not yet claim universal
production readiness, regulatory compliance, or complete Presidio parity.
The 0.2.x compatibility promise applies only to modules and functions listed
in docs/public-api-stability.md. Low-level model adapters, evaluation
tooling, and internal implementation modules can change independently of that
surface.
Detection
	:fast is precise but misses arbitrary prose names, locations,
organizations, and free-form addresses.
	Stable :balanced and :accurate depend on general NER models. They
still miss entity types outside their label taxonomies and can produce
model-specific false positives.
	Experimental :hybrid_gliner_urchade is the public CPU-only general NER
option, but it has lower exact F1 than :balanced on all three shared
datasets. Its recommendation is for CPU portability and a clearer model
provenance chain, not superior accuracy.
	Stable :accurate has slightly higher exact F1 than :balanced on all three
authoritative datasets, but uses two models and has materially higher
latency and memory cost.
	Experimental :openmed_pii is specialized for Nemotron/OpenMed-style PII. It performs
substantially worse on broad Presidio-style datasets and has high/tail-heavy
latency. On the refreshed Apple/Emily host, Nemotron p95 reached roughly
6.67 seconds at concurrency 4, and warm runs observed transient process
RSS up to 48.303 GiB and Emily allocator statistics up to 41.293 GiB.
These peaks occurred in different runs and must not be summed.
	The historical soak classifier labels the 30-minute OpenMed C4 run as
allocator caching rather than a probable leak: live Emily memory returned
to baseline and cache clearing succeeded. That finite result does not prove
bounded production-duration growth. OpenMed memory remains inconclusive
for release decisions. Large headroom and strict admission control remain
required.
	The generic ten-minute :fast classifier remains inconclusive because it
expects Emily allocator observations which do not apply to this BEAM-only
profile. Separate 30-minute binary-retention controls at concurrency 1 and
4 reached bounded plateaus and returned below their initial binary-memory
samples after idle and GC. This is finite workload evidence, not proof of
secure erasure or universally bounded RSS. The ten-minute :balanced result
remains inconclusive; its throughput and tail latency degrade in later
windows. That slowdown is localized to fixed-shape Emily model serving, but
direct GPU power/frequency/utilization evidence is unavailable without
privileged macOS tooling.
	Exact byte spans remain the anonymization contract. IoU metrics can identify
near-boundary model matches but do not make an incorrect exact span safe.
	Context enhancement changes scores or gates existing candidates; it does not
create broad NER coverage.
	Parser-backed phone detection is optional and region-dependent.
	Built-ins do not cover every jurisdiction, secret type, or industry ID.

Models, Assets, and Licensing
	No model weights or external datasets ship in the Hex package.
	Analyzer/redaction calls never download models. Preparation is explicit.
	In direct correspondence on 2026-07-22, LDC confirmed that commercial use of
tner/roberta-large-ontonotes5 requires an LDC for-profit membership. Stable
profile status does not grant or verify that authorization. Noncommercial use
remains subject to the applicable LDC and upstream terms.
	The Apache-licensed Urchade GLiNER candidate has reproducible native Ortex
support, but exact F1 is lower than :balanced on all three authoritative
datasets. The Obscura Ortex fork can verify CoreML provider assignment, but
the dynamic Urchade graph falls back heavily to CPU and measured 57.10x
slower warm inference than the CPU provider. CoreML does not expose a strict
GPU-only mode. The candidate and its CoreML path remain experimental.
	Jean-Baptiste uses a tokenizer fallback from FacebookAI/roberta-large; both
model and tokenizer terms must be reviewed.
	OpenMed Privacy Filter license metadata is not a clear production grant.
	Emily is validated on Apple Silicon for development/benchmarking, not as a
universal deployment backend.
	EXLA presence does not prove GPU execution.
	Linux/EXLA operational load evidence has not been executed. Current capacity
recommendations apply only to the measured Apple M4 Max/Emily environment.
	Advanced GLiNER, Ortex, and historical NER profiles are not stable product
profiles. :hybrid_gliner_urchade is the only public experimental GLiNER
product profile.
	:balanced and :accurate are stable profile contracts with external asset
licensing delegated to the deployer. :hybrid_gliner_urchade and
:openmed_pii remain experimental.
	Model preparation is bounded and observable, but byte totals are unavailable
when an upstream response omits content length or while work is CPU/GPU model
deserialization rather than file transfer. Stage transitions remain visible,
and callers must size the overall and inactivity timeouts for their hardware.
	Interrupted unreferenced files are retained under .obscura-quarantine for
diagnosis. They are excluded from the active cache but continue to consume
disk until an operator removes them under an appropriate retention policy.
	Per-profile preparation is serialized within the connected Erlang node set.
Independent disconnected nodes still require deployment-level coordination
when they share a writable model cache.

Privacy and Operations
	Reports and telemetry omit raw values by default, but callers remain
responsible for logs produced before Obscura receives data.
	Analyzer results contain detected source text when include_text: true.
Value-safe default inspection does not change explicit field access or
serialization through Map.from_struct/1.
	include_text: false suppresses Obscura.Analyzer.Result.text; it does not
remove documented normalized PII from recognizer metadata. For example,
parser-backed phone recognition can return :phone_e164.
	Vault rehydration intentionally stores raw values in memory or ETS until the
caller clears/stops the vault.
	Clearing/stopping a vault drops accessible references and removes private ETS
tables, but BEAM and native memory cannot be guaranteed zeroized.
	Memory and ETS vaults are reversible, session-scoped stores. They are not
encrypted persistent secret stores and do not protect against VM
administrators, tracing tools, debuggers, or hostile code running in the
same VM.
	Custom recognizers, operators, language detectors, telemetry handlers, and
model dependencies are trusted application/runtime code and can independently
log, retain, or transmit values they receive. Obscura validates returned
recognizer fields. Serializable function metadata remains compatible and is
cloned so captured binaries no longer reference caller-owned allocations.
Obscura cannot undo callback side effects or inspect external state.
	Logger and Plug helpers cannot redact entities that configured recognizers
miss. Callers must evaluate their own data and downstream sinks.
	Security reports use GitHub Private Vulnerability Reporting. Reporters need
a GitHub account, and the project does not promise a response or remediation
SLA. See SECURITY.md.
	No encrypted persistent vault or Ecto storage backend is provided.
	Obscura does not ship Google, Azure, Ollama, or generic HTTP recognizers.
Applications needing an external service must implement and validate a custom
Obscura.Recognizer integration, including retention, authentication,
failure, and compliance policies.
	Stream support covers token rehydration, not a complete distributed stream
processing system.

Scope
	No OCR, image, PDF, DICOM, or document-layout redaction is implemented.
	No standalone HTTP service or Phoenix application is required or bundled.
	No provider-specific LLM SDK is bundled.
	No encryption anonymizer operator is implemented.
	Secure hash mode prevents identical replacements by using a fresh random
salt, but hashing remains irreversible and low-entropy inputs may still be
guessed. Deterministic hash mode intentionally reveals equality and requires
an explicit salt of at least 16 bytes.
	Structured offsets are byte offsets within each string leaf, not offsets in
a serialized document.

Current metrics and dataset-specific caveats are in
docs/benchmark-status.md. Optional setup is in
docs/optional-dependencies-and-assets.md. Security boundaries and accepted
risks are in docs/security-threat-model.md. Operational capacity, memory,
latency, and sustained-load conclusions are summarized in
docs/benchmark-status.md.


  

    Optional Dependencies and Assets

For the versioned CPU installer and platform libraries, see the
:efficient setup guide.
Obscura's base deterministic path does not require model weights, accelerator
libraries, external services, or network access during inference. Model-backed,
parser-backed, and ONNX capabilities are explicit additions.
The machine-readable contracts are:
	priv/obscura/capabilities.json
	priv/obscura/model_assets.json

Obscura.Capabilities validates and exposes those manifests. Tests verify that
the listed Hex dependencies exist in mix.exs, documented environment
variables exist in the codebase, stable profiles have capability coverage, and
the manifests contain no local absolute paths or obvious credential material.
Product Profile Matrix
	Profile	Stability	Base behavior	Required optional dependencies	Assets	Preferred development backend
	:fast	stable	Deterministic structured PII	None	None	BEAM
	:balanced	stable; commercial use of its OntoNotes-trained asset requires LDC membership	Deterministic plus TNER NER	nx, bumblebee	TNER model and tokenizer	Emily on Apple Silicon; EXLA where supported
	:accurate	stable; commercial use of its OntoNotes-trained asset requires LDC membership	Deterministic plus output-aware TNER/Jean location cascade	nx, bumblebee	Two models and two tokenizers	Emily on Apple Silicon; EXLA where supported
	:hybrid_gliner_urchade	experimental	Deterministic plus Urchade GLiNER	ortex, tokenizers	Pinned local ONNX, tokenizer, and config export	Ortex CPU
	:openmed_pii	experimental	Native model-only OpenMed/Nemotron PII	nx, safetensors	Validated Privacy Filter checkpoint	Explicitly selected Binary, EXLA, or Emily

Optional dependencies are declared with optional: true so downstream
applications only install the capabilities they select. Obscura never downloads
assets from Obscura.analyze/2 or Obscura.redact/2.
Base Installation
The base library requires only its normal Hex dependencies:
def deps do
  [
    {:obscura, "~> 0.1"}
  ]
end
Use the deterministic product profile explicitly:
Obscura.analyze("Contact jane@example.com", profile: :fast)
No model cache, environment variable, or setup task is required.
Parser-Backed Phone Validation
The optional ex_phone_number integration improves international telephone
validation and remains caller-controlled because region policy affects which
digit strings are valid.
def deps do
  [
    {:obscura, "~> 0.1"},
    {:ex_phone_number, "~> 0.4.11"}
  ]
end
Select the parser and regions explicitly. Do not assume a global default region
is appropriate for every tenant or dataset.
Obscura.analyze(text,
  profile: :fast,
  phone_parser: Obscura.Recognizer.Phone.ExPhoneNumberValidator,
  phone_regions: ["US", "GB"]
)
Obscura rejects obvious date-shaped and repeated-digit junk before accepting
parser-backed phone candidates, but applications must still benchmark their
region mix.
Bumblebee/Nx Profiles
The :balanced and :accurate profiles use token classification through
Bumblebee/Nx.
Host applications should include:
def deps do
  [
    {:obscura, "~> 0.1"},
    {:nx, "~> 0.12"},
    {:bumblebee, "~> 0.7"}
  ]
end
Then choose a backend. BinaryBackend is useful for correctness smoke tests but
is not the recommended performance path for large NER models.
Emily on macOS Apple Silicon
Emily is the current development backend used for Metal/GPU model benchmarks:
{:emily, "~> 0.6"}
Project setup:
OBSCURA_REAL_MODEL_BACKEND=emily mix deps.get

For validation, forbid silent fallback:
OBSCURA_REAL_MODEL=1 \
OBSCURA_REAL_MODEL_BACKEND=emily \
OBSCURA_EMILY_DEVICE=gpu \
OBSCURA_EMILY_FALLBACK=raise \
mix test --include real_model

The presence of Emily does not by itself prove GPU use. Runtime and benchmark
metadata must identify the requested backend, actual backend, selected device,
and fallback policy. If device proof is unavailable, report it as unknown.
Emily is currently validated primarily for macOS Apple Silicon development and
benchmarking. It is not yet Obscura's universal production backend promise.
EXLA
EXLA is conditional in the Obscura development project:
OBSCURA_REAL_MODEL=1 mix deps.get

Downstream applications can add:
{:exla, "~> 0.12"}
EXLA does not imply GPU. Record whether the actual client is CPU, CUDA, or
another supported target.
Explicit Runtime Preparation
Preparing a profile is an explicit operation which may populate the configured
Hugging Face cache:
{:ok, runtime} =
  Obscura.Profile.prepare(:balanced,
    allow_download: true,
    real_model_backend: :emily,
    compile: [batch_size: 1, sequence_length: 128]
  )

Obscura.analyze("Rachel works at Google in Paris.", profile: runtime)
The runtime owns reusable serving resources. Build it during controlled
application initialization, supervision setup, or a dedicated warmup phase. Do
not build it inside every request.
allow_download defaults to false. Without it, remote repositories are
opened with Bumblebee offline mode and only complete cached assets may be used.
offline: true always forbids network access, even if download authorization
was also passed. allow_download authorizes network I/O only; it does not
accept third-party terms or establish commercial-use authorization. Review the
reported asset licensing metadata as a separate deployment decision.
Use the preparation task to populate a cache with structured progress:
mix obscura.profile.prepare \
  --profile balanced \
  --backend emily \
  --allow-download \
  --timeout 1800000 \
  --inactivity-timeout 300000

For model-backed profiles, preparation emits an asset_license_notice before
the preparation-started event whenever Obscura knows that a model has a
specific commercial-use requirement. Human-readable task output prints the
notice directly; --json includes the same fields as structured progress.
The effective cache directory follows explicit repository cache_dir, then
BUMBLEBEE_CACHE_DIR, then the operating-system Bumblebee cache location.
The local Mix task prints that path; public diagnostics and telemetry expose
only the source and status so home directories do not leak. --json is
newline-delimited JSON and suppresses Bumblebee's terminal progress bar.
The controlled preparation worker has an overall timeout and an inactivity
timeout. Cache-byte growth and stage transitions reset inactivity. On timeout,
abnormal exit, or interrupted transfer, unreferenced files lacking Bumblebee
metadata are moved under .obscura-quarantine in the selected cache. A later
authorized preparation retries cleanly. Complete metadata-backed entries are
never quarantined.
mix obscura.operational.benchmark enforces offline model/tokenizer loading,
counts lifecycle construction stages, and fails promotion if the canonical
request path reconstructs the runtime. Promoted operational conclusions are
summarized in docs/benchmark-status.md.
The accurate profile prepares both models:
{:ok, runtime} =
  Obscura.Profile.prepare(:accurate,
    allow_download: true,
    real_model_backend: :emily
  )
It routes requests by requested entity. For location requests TNER always runs;
Jean-Baptiste runs only when TNER has no accepted location. A request that
excludes :location does not invoke the specialist, but the runtime prepares
both resources up front to keep request handling network-free and reusable.
Model Assets
TNER OntoNotes5
	Alias: tner_roberta_large_ontonotes5
	Model: tner/roberta-large-ontonotes5
	Tokenizer: tner/roberta-large-ontonotes5
	Pinned revision: 0bce50f7884d5bb040469c907c897d4b061ccbb4
	Published weight size: approximately 1.42 GB, excluding cache metadata and
backend/runtime memory
	Used by: stable :balanced and :accurate
	Adapter: Bumblebee token classification
	Commercial use: requires an LDC for-profit membership, as directly confirmed
by LDC on 2026-07-22

The profile integration is stable, but Obscura does not bundle, distribute,
sublicense, or license the checkpoint and cannot verify LDC membership.
Noncommercial use remains subject to the applicable LDC and upstream terms.
LDC did not conclusively answer whether the checkpoint publisher was authorized
to redistribute the trained weights. See docs/model-asset-licensing.md.
Urchade GLiNER Multi PII
	Alias: urchade_gliner_multi_pii_v1
	Model: urchade/gliner_multi_pii-v1
	Pinned revision: 1fcf13e85f4eef5394e1fcd406cf2ca9ea82351d
	Used by: public experimental profile :hybrid_gliner_urchade
	Adapter: Obscura.Recognizer.GLiNER.Ortex
	Dependency: conditional optional Obscura fork of ortex 0.1.10
	Assets: locally exported model.onnx, tokenizer/config files from
microsoft/mdeberta-v3-base
	Reported license: Apache-2.0; full provenance still requires project-owner
review

Host applications selecting this profile must add the CPU runtime and tokenizer
dependencies explicitly:
def deps do
  [
    {:obscura, "~> 0.1"},
    {:ortex, "~> 0.1.10"},
    {:tokenizers, "~> 0.5.1"}
  ]
end
The upstream checkpoint does not publish a directly usable ONNX bundle.
Generate it with the pinned script and lock in eval/gliner/; do not place
weights in the application package or repository. The native adapter passes
its parity checks but failed the three :balanced promotion gates. It is
publicly available only as an experimental CPU-only general NER option, not as
an accuracy replacement for :balanced. Current comparative metrics are in
benchmark-status.md.
Prepare and reuse the runtime:
{:ok, runtime} =
  Obscura.Profile.prepare(:hybrid_gliner_urchade,
    model_dir: ".cache/gliner/urchade-gliner-multi-pii-v1"
  )

Obscura.analyze("Rachel works at Google in Paris.", profile: runtime)
The project-local Ortex fork adds structured CoreML options and ONNX Runtime
profiling. On Apple Silicon, callers can explicitly request:
Obscura.Recognizer.GLiNER.Ortex.build(
  model: :urchade_gliner_multi_pii_v1,
  model_dir: model_dir,
  execution_providers: [:coreml],
  coreml_options: [
    model_format: :ml_program,
    compute_units: :cpu_and_gpu,
    require_static_input_shapes: false,
    enable_on_subgraphs: false
  ],
  profile_prefix: ".cache/ortex-profiles/urchade"
)
This is a diagnostic path, not a recommended accelerator configuration. The
current dynamic export preserves output parity but is substantially slower than
CPU and uses extensive CPU fallback. finish_profiling/1 proves provider
assignment, not GPU-only execution. Model assets and generated native binaries
remain outside the package and repository.
Urchade also has an experimental native Nx/Emily adapter:
Obscura.Recognizer.GLiNER.Native
Enable its development dependency path with OBSCURA_GLINER_NATIVE=1. It
requires Emily, Tokenizers, Nx, Safetensors, a pinned local
model.safetensors export, tokenizer.json, gliner_config.json, and
obscura_native_manifest.json. It does not require Ortex or ONNX Runtime.
Both Emily fallback paths are forced to :raise. Layer and decoded-span parity
pass, but the adapter is not promoted because it does not beat Ortex CPU
latency or the :balanced accuracy gates.
The registry and asset manifest pin the reviewed revision. Authoritative
benchmarks must continue recording it so an upstream branch change cannot
silently alter profile behavior.
Jean-Baptiste Location Specialist
	Alias: jean_baptiste_roberta_large_ner_english
	Model: Jean-Baptiste/roberta-large-ner-english
	Tokenizer fallback: FacebookAI/roberta-large
	Model revision: 8f3abc1ef81ffbbb0e80568d4fed1dd10d459548
	Tokenizer revision: 722cf37b1afa9454edce342e7895e588b6ff1d59
	Published fine-tuned weight size: approximately 1.42 GB; :accurate also
needs the TNER weights and both tokenizer repositories
	Used by: stable :accurate
	Adapter: Bumblebee token classification
	Fine-tuned model license: MIT; verify base/tokenizer terms

The tokenizer fallback is intentional because the fine-tuned repository does
not provide the Rust-compatible tokenizer artifact expected by the current
path. Authoritative runs must record both pinned repositories and revisions.
Native Privacy Filter
The :openmed_pii profile uses Obscura's native Privacy Filter architecture.
It does not use Bumblebee's normal token-classification architecture loader.
Host dependencies:
def deps do
  [
    {:obscura, "~> 0.1"},
    {:nx, "~> 0.12"},
    {:safetensors, "~> 0.1.3"}
  ]
end
Prepare the checkpoint explicitly:
mix obscura.privacy_filter.setup \
  --repo OpenMed/privacy-filter-nemotron-v2 \
  --checkpoint .cache/privacy-filter/openmed-nemotron-v2

Validate before starting inference:
mix obscura.privacy_filter.checkpoint \
  --checkpoint .cache/privacy-filter/openmed-nemotron-v2

Prepare a reusable runtime:
{:ok, runtime} =
  Obscura.Profile.prepare(:openmed_pii,
    checkpoint: ".cache/privacy-filter/openmed-nemotron-v2",
    backend: :emily
  )
At minimum, the native checkpoint requires config.json and one or more
Safetensors files. The inspected OpenMed v2 repository also publishes
tokenizer.json, tokenizer_config.json, and label_space_fine_v1.json.
Python-original layout additionally requires dtypes.json and
viterbi_calibration.json and must be selected explicitly.
Checkpoint paths and hashes belong in local configuration and authoritative
benchmark metadata, not in the Hex package. The model's inspected license
metadata is not a clear production grant; verify it before deployment.
GLiNER, Native Emily, and Generic Ortex
GLiNER and generic token-classification Ortex adapters remain advanced,
experimental capabilities rather than stable product profiles.
Project development setup:
OBSCURA_GLINER_ORTEX=1 mix deps.get
OBSCURA_GLINER_NATIVE=1 mix deps.get

Dependencies:
{:ortex, "~> 0.1.10"}
{:tokenizers, "~> 0.5.1"}
GLiNER requires a compatible ONNX graph, tokenizer.json, and GLiNER config.
Configure OBSCURA_GLINER_MODEL_DIR or explicit paths. Generic token
classification uses OBSCURA_NER_ORTEX_MODEL_DIR or explicit options.
The experimental :nvidia_gliner_pii_v1 model alias uses a pinned local export
of nvidia/gliner-PII. It has no public product profile and is not included in
the authoritative matrix. The export is approximately 1.78 GB and requires
the exact ONNX, tokenizer, and config hashes recorded in
eval/gliner/nvidia-export-reference.json. Configure the asset directory with
OBSCURA_GLINER_NVIDIA_MODEL_DIR for tagged parity tests or pass model_dir
directly.
The native Emily path uses a Safetensors checkpoint instead of ONNX. Configure
OBSCURA_GLINER_NATIVE_MODEL_DIR; generated assets remain local and ignored.
No ONNX model is bundled. ONNX Runtime execution provider availability is
platform-specific and must be recorded in benchmark metadata.
Python Reference Environments
Python environments under .presidio-venv/, .opf-venv/, and
.privacy-filter-reference-venv/ are ignored development tools. They are not
runtime dependencies of the library.
Each authoritative Python comparison must record:
	Python version;
	fully pinned package versions;
	model repository and immutable revision;
	dataset fingerprint and sample IDs;
	entity mapping and offset policy;
	checkpoint hashes;
	exact command;
	whether CPU or GPU was actually used.

Network Policy
	Operation	Network allowed by default?
	Obscura.analyze/2 with local profiles	No
	Obscura.redact/2 with local profiles	No
	Obscura.Profile.validate_runtime/2	No
	Obscura.Profile.prepare/2 with Hugging Face sources	Yes, explicit operation
	Privacy Filter setup Mix task	Yes, explicit operation

External-service calls are application-owned custom-recognizer behavior and are
not part of Obscura's built-in profiles or capability manifest.
Readiness checks must be offline. They inspect modules, paths, layouts, hashes,
and reusable serving presence without contacting model hubs or providers.
Cache and Cleanup
Obscura does not own one global cache. The host controls:
	Hugging Face/Bumblebee cache location;
	.cache/privacy-filter checkpoint directories;
	GLiNER/Ortex model directories;
	Mix dependency/build caches;
	ignored Python virtual environments.

Never delete shared caches automatically from library code. Cleanup commands
are operator actions and should target only an explicitly configured directory
or dependency.
Common Diagnostics
	Code	Meaning
	missing_optional_dependency	Required optional Hex dependency is unavailable
	missing_model_asset	Reusable serving or model files were not prepared
	missing_tokenizer_asset	Required tokenizer is unavailable or mismatched
	missing_checkpoint	Privacy Filter checkpoint path was not supplied/found
	checkpoint_incomplete	Required checkpoint files are missing/truncated
	checkpoint_layout_mismatch	Native versus Python-original contract is wrong
	checkpoint_hash_mismatch	Local file differs from the pinned manifest
	unsupported_backend	Backend name is not supported by the adapter
	backend_device_unavailable	Requested CPU/GPU device could not be selected
	backend_fallback_forbidden	Runtime attempted a forbidden fallback
	model_load_failed	Model architecture/files could not be loaded
	tokenizer_load_failed	Tokenizer files or architecture are incompatible
	serving_build_failed	Runtime serving could not be constructed

Use Obscura.Diagnostic.format/1 for human output and inspect its stable code
for programmatic handling. Diagnostic inspection omits nested causes and local
paths by default.
Production Checklist
Before deploying an optional capability:
	Pin Obscura and optional dependency versions.
	Pin immutable model and tokenizer revisions.
	Record and verify local asset hashes.
	Review every model and base-model license.
	Run profile readiness offline.
	Warm reusable serving resources before accepting traffic.
	Prove actual backend/device and forbid silent fallback.
	Benchmark the deployment hardware and representative data.
	Define memory, concurrency, timeout, and failure behavior.
	Ensure reports, telemetry, and logs omit raw PII and credentials.

Experimental spaCy CPU
:spacy_cpu uses a local Rust executable and a hash-verified spaCy export on
Apple Silicon macOS or glibc Linux ARM64/x86-64. Linux requires OpenBLAS and PCRE2
shared libraries. It does not require Nx, Bumblebee, or Python at inference.
See spaCy CPU for build, provisioning, ownership, and limits.


  

    Runtime Diagnostics

Optional runtimes fail through %Obscura.Diagnostic{} at the product profile
boundary. The struct carries a machine-readable code, safe message,
remediation, profile/component context, and report-safe metadata. Its Inspect
implementation omits local paths and nested causes and redacts sensitive
metadata keys.
Use the API without processing source text:
case Obscura.Profile.preflight(:balanced, backend: :emily) do
  {:ok, report} -> report
  {:error, diagnostic, report} -> {diagnostic.code, report}
end
Use the Mix task for deployment checks:
mix obscura.profile.check --profile fast
mix obscura.profile.check --profile balanced --backend emily --json

The task exits non-zero on failure. --prepare is intentionally separate
because preparation may load large local assets or consult a model repository.
It remains cache-only unless --allow-download is also present. Prefer the
dedicated progress task for first-time provisioning:
mix obscura.profile.prepare \
  --profile balanced \
  --backend emily \
  --allow-download \
  --timeout 1800000 \
  --inactivity-timeout 300000

API callers receive the same lifecycle with progress: fn event -> ... end.
Events and telemetry identify profile, model alias/index, stage, elapsed time,
cache state, backend, and byte progress when observable. They intentionally
omit repository credentials, source text, HTTP payloads, and local paths.
Stable Codes
Obscura.Diagnostic.codes/0 is the machine-readable source for this stable
vocabulary:
	unknown_profile
	profile_requirements_unsatisfied
	missing_optional_dependency
	missing_model_asset
	missing_tokenizer_asset
	model_asset_incomplete
	model_cache_failure
	model_download_interrupted
	model_download_not_allowed
	missing_model_config
	missing_checkpoint
	checkpoint_incomplete
	checkpoint_layout_mismatch
	checkpoint_hash_mismatch
	unsupported_model_architecture
	unsupported_backend
	backend_unavailable
	backend_device_unavailable
	backend_fallback_forbidden
	model_load_failed
	preparation_inactivity_timeout
	preparation_timeout
	tokenizer_load_failed
	serving_build_failed
	inference_timeout

Not every low-level adapter has migrated to the struct. Existing atom and tuple
reasons remain supported internally; every known code above is preserved when
normalized at a stable public boundary. Unknown reasons become
profile_requirements_unsatisfied and retain their cause only inside the
in-memory diagnostic.
Backend Proof
An accelerator claim requires runtime metadata, not dependency presence.
Authoritative model reports record requested backend, selected device, fallback
policy, compile settings, model/checkpoint identity, and source. Emily benchmark
runs use OBSCURA_EMILY_FALLBACK=raise; a failed GPU operation cannot silently
be presented as GPU evidence.
EXLA is not synonymous with GPU. A run that cannot identify an actual device
must report CPU or unknown.
ONNX Runtime CoreML requires the same distinction. A CoreML profile can prove
that ONNX Runtime assigned nodes to CoreMLExecutionProvider; it cannot prove
GPU-only execution because CoreML's applicable mode is CPUAndGPU. Reports
must also disclose CPU fallback and compare latency against the CPU provider.
Safe Output
Obscura.Diagnostic.to_map/1 omits path and cause and recursively redacts
metadata keys associated with paths, tokens, passwords, credentials, secrets,
or authorization. Messages and telemetry
must never include analyzed text, detected values, credentials, HTTP headers,
tokens, or complete provider payloads. A remediation may name an environment
variable or command, but not its secret value.


  

    CLI

Obscura provides Mix tasks for operational workflows. They are wrappers over
the library APIs, not a standalone application.
Detect
mix obscura.detect path/to/file.txt
mix obscura.detect path/to/file.txt --format json
mix obscura.detect --stdin --format json

JSON output is value-safe by default:
{
  "status": "ok",
  "profile": "regex_only",
  "results": [
    {
      "entity": "email",
      "start": 10,
      "end": 28,
      "score": 0.85,
      "recognizer": "email",
      "source_entity": "EMAIL_ADDRESS"
    }
  ],
  "latency_ms": 1.0
}
Use --include-text only for local debugging when showing detected values is acceptable.
Redact
mix obscura.redact note.txt --out note.redacted.txt
mix obscura.redact note.txt --stdout
mix obscura.redact --stdin --stdout

Output files are not overwritten unless --force is supplied.
Config
mix obscura.gen.config
mix obscura.gen.config --write config/runtime.exs
mix obscura.gen.config --write config/runtime.exs --force

Generated config recommends stable local profiles. Model-backed runtime assets
must still be prepared explicitly by the host application.
Prediction Export
mix obscura.export.predictions \
  --dataset synth_dataset_v2 \
  --profile regex_only \
  --limit 25 \
  --out eval/predictions/obscura_regex_only.jsonl

Each JSONL line uses Presidio-compatible character offsets and omits raw text and detected values.


  

    Recognizers

Recognizers return %Obscura.Analyzer.Result{} values with byte offsets.
Built-ins stay dependency-light, while controlled extension points support
project-specific identifiers.
Built-In Recognizers
The registry supports:
	:email
	:phone
	:credit_card
	:us_ssn
	:iban
	:ip_address
	:url
	:domain

Built-ins remain regex and validator based. Optional NER uses explicit
recognizer configuration and is not enabled by default.
The :deterministic_plus evaluation profile adds conservative recognizers for generated-template quality coverage:
	Presidio-style date formats, including ISO timestamps, timezone timestamps, slash/dash/dot dates, and abbreviated month dates.
	Explicit address contexts such as contact blocks, return-address requests, restaurant-address sentences, and moved/lived-at address prompts.
	High-confidence person and location contexts where the surrounding words make boundaries clear.
	URL/domain duplicate handling for generated "posted photo" text, while still preserving explicit URL detection when callers request entities: [:url].

These additions are intentionally narrow. They improve supported Presidio-Research compatibility without making broad arbitrary name, organization, location, or free-form address regexes the default strategy.
Optional Phone Parser
The default phone recognizer remains dependency-light. For stronger international validation, callers can opt into ex_phone_number through the parser adapter:
Obscura.analyze(text,
  entities: [:phone],
  phone_parser: Obscura.Recognizer.Phone.ExPhoneNumberValidator
)
The dependency is optional:
{:ex_phone_number, "~> 0.4.11", optional: true}
Parser-backed candidate scanning is enabled only when :phone_parser or :phone_validator is configured. Without that option, the existing deterministic phone recognizer path is unchanged.
Promoted heldout evidence shows the tradeoff:
	phone recall improves from deterministic 0.6239 to filtered parser 0.8624
	phone F1 improves from 0.7684 to 0.8744
	phone false positives increase from 0 to 12
	overall deterministic-plus F1 improves from 0.6631 to 0.6721
	compared with the earlier parser policy, phone false positives drop from
39 to 12

This is why the parser remains opt-in. It is useful for recall-focused or international-phone workflows, but the conservative default avoids the extra false positives.
Benchmark CLI:
mix obscura.eval --compatibility --dataset generated_large \
  --profile deterministic_plus \
  --full \
  --template-split template_heldout \
  --phone-parser ex_phone_number

Optional parser settings:
	:phone_regions: region list for national numbers, defaulting to US, GB, DE, FR, IL, IN, CA, BR, JP, and CN.
	Plus-prefixed numbers are parsed without a default region.
	Parser candidates are post-filtered with Presidio-like evidence rules: plus-prefixed numbers, extension-bearing numbers, or national numbers with phone context are accepted; date-like, repeated digit, sequential digit, too-short, and junk candidates are rejected.
	Parser metadata records :validation, :phone_region, :phone_e164, and
:phone_number_type. :phone_e164 is normalized PII and remains available
when include_text: false; that option suppresses Result.text, not
documented recognizer metadata.

NER Recognizer
Obscura.Recognizer.NER supports open-class entities with caller-provided serving:
serving =
  Obscura.Recognizer.NER.FakeServing.new(%{
    "Alice works at Acme." => [
      %{label: "PER", start: 0, end: 5, score: 0.94},
      %{label: "ORG", start: 15, end: 19, score: 0.91}
    ]
  })

Obscura.analyze("Alice works at Acme.",
  entities: [:person, :organization],
  recognizers: [{Obscura.Recognizer.NER, serving: serving}]
)
See docs/model-backed-recognition.md for label mapping, fake serving, optional analyzer-level NLP engines, Bumblebee/Nx serving hooks, and batch analysis.
Custom Modules
A custom recognizer implements Obscura.Recognizer. The analyzer passes NLP artifacts in opts[:nlp_artifacts], so custom recognizers can use token offsets, normalized tokens, and optional engine-populated model outputs without rebuilding tokenization or invoking model serving independently:
defmodule TicketRecognizer do
  @behaviour Obscura.Recognizer

  alias Obscura.Analyzer.Result

  def name, do: :ticket
  def supported_entities, do: [:ticket]

  def analyze(text, opts) do
    artifacts = Keyword.fetch!(opts, :nlp_artifacts)

    for [{start, length}] <- Regex.scan(~r/TKT-\d{4}/, text, return: :index) do
      value = binary_part(text, start, length)

      %Result{
        entity: :ticket,
        start: start,
        end: start + length,
        byte_start: start,
        byte_end: start + length,
        score: 0.8,
        text: value,
        source_entity: "TICKET",
        recognizer: :ticket,
        metadata: %{token_count: length(artifacts.tokens)}
      }
    end
  end
end
Use it with analyzer options:
Obscura.analyze("Ticket TKT-1234",
  entities: [:ticket],
  recognizers: [TicketRecognizer]
)
Returned fields must satisfy Obscura.Analyzer.Result.t(). In particular,
recognizer must be an atom or nil, source_entity must be a binary or
nil, and explanation must be a valid
Obscura.Analyzer.Explanation. Metadata may contain recursively transparent
Elixir values and ownership-safe functions. A function whose captured
environment contains a borrowed binary is rejected because that environment
cannot be rewritten safely. Improper terms and excessive nesting are also
rejected with a sanitized :invalid_callback_result error. Accepted binary
metadata is detached when it would otherwise retain an unrelated larger source
binary.
Metadata keys consumed by analyzer context processing are also type-checked
before post-processing. :context_words, :negative_context_words, and
:weak_context_words must be proper lists of string-convertible scalar values;
context flags must be booleans; and :context_min_score must be a non-negative
number. Malformed reserved metadata returns the same sanitized callback error
instead of reaching context processing.
Inline Patterns
Use Obscura.Recognizer.PatternDefinition for project-local regexes without creating a module:
employee_id =
  Obscura.Recognizer.PatternDefinition.new!(
    name: :employee_id,
    entity: :employee_id,
    patterns: [%{name: :employee_id_v1, regex: ~r/EMP-\d{6}/, score: 0.65}],
    context: ["employee"]
  )

Obscura.analyze("employee EMP-123456",
  entities: [:employee_id],
  recognizers: [employee_id],
  context: ["employee"],
  explain: true
)
Pattern definitions must use compiled regexes and explicit atom entities. Do not create atoms from external user data.
Pattern Validation And Invalidation
Obscura.Recognizer.PatternDefinition supports Presidio-inspired validation hooks:
	validate can accept a match with true, :ok, :valid, {:ok, metadata}, {:score, score}, or {:ok, score, metadata}.
	validate can reject a match with false, :invalid, or unsupported return values.
	invalidate can reject a match with true, :invalid, {:invalid, metadata}, or {:error, reason}.
	A pattern can set invalid_score to keep an invalid low-confidence result instead of dropping it.

Pattern maps may also include:
	requires_context: true
	context_min_score: 0.55
	weak: true

Context-required results are emitted as candidates but dropped after context enhancement unless a nearby context word matched. This supports weak patterns such as ZIP-like numbers without treating every five-digit number as PII.
Conflict Resolution
Analyzer conflict resolution is now closer to Presidio's duplicate/contained-span behavior:
	exact duplicate spans are removed
	contained lower-score same-entity spans are removed
	nested different-entity spans are preserved by default
	:aggressive or :prefer_longer keeps the earlier behavior of dropping any overlap
	:prefer_higher_confidence keeps the highest-confidence non-overlapping candidates

The anonymizer still defaults to aggressive overlap removal because replacement operations cannot safely apply overlapping spans without corrupting output offsets.
Deny Lists
Deny lists turn configured values into recognizer results:
Obscura.analyze("Project ORCHID",
  entities: [:project_codename],
  deny_lists: [
    %{entity: :project_codename, values: ["orchid"], case_sensitive: false}
  ]
)
Deny lists are intended for known secrets, project codenames, tenant-specific identifiers, or values supplied by application configuration.
Allow Lists
Allow lists remove known-safe values after recognition:
Obscura.analyze("support@example.com jane@example.com",
  entities: [:email],
  allow_list: [%{entity: :email, values: ["support@example.com"]}]
)
Allow list entries may contain literal values or patterns, scoped by entity when needed.


  

    Model-Backed Recognition

Obscura supports optional local models for open-class entities such as people,
organizations, and locations. Model-backed recognition does not change the
dependency-light default: Obscura.analyze/2 never downloads weights, starts a
serving, or contacts a remote service unless the caller explicitly prepares a
model profile.
Applications should use the public profile boundary:
	:balanced uses one TNER model and is the practical general recommendation
when its external asset terms are acceptable for the deployment.
	:accurate adds conditional location recovery and has the highest measured
general F1.
	:hybrid_gliner_urchade is an experimental CPU-only GLiNER option.
	:openmed_pii is an experimental specialist for OpenMed-style PII.

See profiles.md for profile contracts, optional-dependencies-and-assets.md
for setup, and benchmark-status.md for promoted evidence.
Fake Serving
Tests can provide deterministic model output without downloading a model:
serving =
  Obscura.Recognizer.NER.FakeServing.new(%{
    "Alice works at Acme." => [
      %{label: "PER", start: 0, end: 5, offset_unit: :character, score: 0.94},
      %{label: "ORG", start: 15, end: 19, offset_unit: :character, score: 0.91}
    ]
  })

Obscura.analyze("Alice works at Acme.",
  entities: [:person, :organization],
  recognizers: [{Obscura.Recognizer.NER, serving: serving}]
)
Fake serving validates configuration, label mapping, offsets, conflicts, and
downstream anonymization. It is not evidence of model accuracy.
Real Local Serving
Stable model profiles should be prepared once during controlled application
startup and reused for every request:
{:ok, runtime} =
  Obscura.Profile.prepare(:balanced,
    allow_download: true,
    real_model_backend: :emily,
    emily_fallback: :raise,
    compile: [batch_size: 1, sequence_length: 128]
  )

Obscura.analyze("Rachel works at Google in Paris.", profile: runtime)
Preparation is the only profile path allowed to fetch model assets. A normal
analyzer call supplied with an unprepared model profile returns a structured
diagnostic instead of downloading or constructing a serving.
Low-level callers may build a supported token-classification serving directly:
{:ok, serving} =
  Obscura.Recognizer.NER.Serving.build(
    model: :dslim_bert_base_ner,
    compile: [batch_size: 1, sequence_length: 32]
  )

Obscura.analyze("Rachel works at Google in Paris.",
  entities: [:person, :organization, :location],
  recognizers: [
    {Obscura.Recognizer.NER,
     serving: serving,
     label_map: serving.model_spec.label_map}
  ]
)
The low-level recognizer, serving, model registry, and model-specific options
are experimental in 0.2.x. Public profile names and their documented runtime
contracts have the stability described in public-api-stability.md.
Optional Backend Selection
Supported backend selections are :default, :binary, :exla, and :emily.
Host applications must add the matching optional dependencies before preparing
a model profile.
On Apple Silicon, Emily is the measured GPU path:
OBSCURA_REAL_MODEL=1 \
OBSCURA_REAL_MODEL_BACKEND=emily \
OBSCURA_EMILY_FALLBACK=raise \
mix deps.get

Use emily_fallback: :raise for benchmarks and production validation so an
unsupported operation cannot silently move inference to the CPU. EXLA is the
supported optional path on compatible hosts. Nx.BinaryBackend is useful for
correctness checks but is not the recommended BERT-class serving backend.
Before accepting traffic, verify readiness without analyzing PII:
mix obscura.profile.check --profile balanced --backend emily --json

Hybrid Deterministic Plus Real NER
The stable general profiles combine two recognition strategies:
	deterministic recognizers handle email, phone, card, SSN, IBAN, IP, URL,
domain, and other structured entities;
	model recognizers handle open-class person, location, and organization
entities.

This separation avoids broad regular expressions for arbitrary names and
places. Model results still pass through Obscura's label policy, thresholds,
context handling, boundary normalization, and conflict resolution.
:balanced uses tner/roberta-large-ontonotes5. :accurate uses the same
primary model and invokes Jean-Baptiste/roberta-large-ner-english only when
the primary model returns no accepted location. The stable cascade policy is:
[
  cascade_trigger: :missing,
  cascade_secondary_threshold: 0.999,
  cascade_context_policy: :none
]
These third-party checkpoints are not bundled or licensed by Obscura. In direct
correspondence on 2026-07-22, LDC confirmed that commercial use of
tner/roberta-large-ontonotes5 requires an LDC for-profit membership. Obscura
does not grant or verify that authorization. Review
model-asset-licensing.md before deployment.
Model Policy
Model normalization supports:
	ignored labels;
	per-entity thresholds;
	low-confidence score multipliers;
	label-specific context gates;
	aggregation and alignment settings;
	conservative boundary normalization;
	chunking for inputs longer than a serving's compiled sequence length.

Unknown labels are ignored. Obscura validates mapped entity names against
known atoms and never creates atoms from model output.
Common mappings include:
	Model label	Obscura entity
	PER, PERSON, B-PER, I-PER	:person
	ORG, ORGANIZATION, B-ORG, I-ORG	:organization
	LOC, LOCATION, GPE, B-LOC, I-LOC	:location
	DATE, TIME, DATE_TIME	:date_time
	NORP, NRP, NATIONALITY	:nationality

Organization output is deliberately conservative because broad organization
labels produce false positives in general NER models. Applications needing a
different precision/recall tradeoff should benchmark an explicit
implementation profile rather than changing the stable aliases globally.
Offsets And Boundaries
All public spans use UTF-8 byte offsets. Model adapters must declare their
source offset unit and normalize it before returning analyzer results.
The original model boundaries are retained in safe metadata when a
postprocessor changes a span. Boundary normalization may trim punctuation or
obvious connector noise, but it must not invent text outside the model span.
Exact and IoU metrics are both reported in authoritative evaluation.
Batch Analysis
Model-backed recognition supports ordered batches:
Obscura.analyze_many(texts, profile: runtime)
Obscura.Analyzer.analyze_many(texts, profile: runtime)
The output order matches the input order. Batch-capable recognizers process the
batch together; recognizers without batch support use the compatibility
fallback.
Artifact-Backed Model Output
Callers can attach model output to Obscura.NLP.Artifacts and run recognition
without invoking a serving again:
{:ok, artifacts} =
  text
  |> Obscura.NLP.Artifacts.build()
  |> then(fn artifacts ->
    Obscura.NLP.Artifacts.put_model_outputs(artifacts, [
      %{label: "PER", start: 0, end: 6, score: 0.99},
      %{label: "LOC", start: 16, end: 21, score: 0.98}
    ])
  end)

Obscura.analyze(text,
  entities: [:person, :location],
  recognizers: [Obscura.Recognizer.NER],
  nlp_artifacts: artifacts
)
Artifacts allow one NLP pass to be shared by multiple recognizers. They do not
change the requirement to validate the originating model and adapter.
Analyzer-Level NLP Engine
A caller-provided NLP engine can populate artifacts before recognizers run:
Obscura.analyze(text,
  entities: [:person, :location],
  recognizers: [Obscura.Recognizer.NER],
  nlp_engine: {Obscura.NLP.Engine.Bumblebee, serving: serving}
)
The engine never owns model downloading. The caller must provide a serving or
use an explicitly prepared runtime. Batch analysis shares the engine output
across recognizers.
Experimental Adapters
Obscura contains experimental adapters for GLiNER through Ortex or native Nx,
generic ONNX token classification, and native Privacy Filter checkpoints.
They are useful for controlled evaluation but are outside the stable 0.2.x
compatibility promise.
Experimental adapters require explicit local assets and dependencies. They do
not run during the dependency-light test suite, do not download during normal
analysis, and are not included in the Hex package. Their current requirements
are listed in optional-dependencies-and-assets.md and machine-readable form
in priv/obscura/capabilities.json.
Evidence Boundary
Successful loading or inference proves adapter compatibility, not accuracy.
Accuracy claims require real model inference against pinned datasets, exact
sample IDs, declared entity mappings, and promoted reports. Current promoted
results are summarized in benchmark-status.md and recorded in
eval/authoritative/manifest.json.
Latency claims additionally require the same hardware, backend, compile shape,
dataset fingerprint, and concurrency. Current promoted operational conclusions
and their evidence boundary are summarized in benchmark-status.md.


  

    Language Detection

Obscura provides safe language normalization and a language detector behavior.
The default remains:
language: :en
detect_language: false
Supported normalized tags are:
[:en, :es, :fr, :de, :pt, :it, :unknown]
String language tags are mapped through this allow-list. Obscura never calls String.to_atom/1 on user input.
Real language detection is optional and caller-provided:
defmodule MyApp.LanguageDetector do
  @behaviour Obscura.Language.Detector

  def detect(_text, _opts), do: {:ok, :en}
end

Obscura.analyze(text,
  detect_language: true,
  language_detector: MyApp.LanguageDetector
)
If detect_language: true is used without a detector, Obscura returns a safe error.


  

    Context Enhancement

Context enhancement raises recognizer scores when configured words appear near a detected span. It does not create detections by itself and it does not claim Presidio score compatibility.
The current implementation is Presidio-inspired: Obscura builds dependency-light NLP artifacts once for the input string, then context scoring uses token offsets and normalized tokens instead of only raw substring windows.
Usage
Obscura.analyze("Phone 202-555-0188",
  entities: [:phone],
  profile: :context,
  context: ["phone"],
  explain: true
)
When context matches, the result score is boosted and clamped to 1.0. Explanations record:
	original_score
	context_words
	score_context_delta

NLP Artifacts
Obscura.NLP.Artifacts exposes:
	tokens
	token_offsets
	normalized_tokens
	lemmas
	keywords

The default artifact builder is deterministic and dependency-free. Lemmas currently equal normalized tokens; the field exists so future optional NLP engines can provide stronger language-specific normalization without changing analyzer contracts.
Token Matching Options
Analyzer options now include:
	:context_prefix_count, default 5
	:context_suffix_count, default 5
	:context_match, default :whole_word
	:context_min_score, default 0.4

Whole-word matching compares normalized context terms against surrounding token terms. context_match: :substring remains available for compatibility, but whole-word matching is preferred because it avoids accidental boosts such as matching one inside phone.
Weak pattern recognizers can set metadata.requires_context through Obscura.Recognizer.PatternDefinition. Such results are dropped unless context enhancement records metadata.context_matched == true.
Model-backed recognizers can use the same gate. In the explicit
:hybrid_ner_org profile, organization predictions below the configured
context-gate score require nearby organization context such as employment or
company wording. This reduces noisy organization false positives while keeping
high-confidence organization spans available for the opt-in profile.
Context Policies
Recognizer-level context policies run before global context enhancement. They
can attach context words, require context for low-score spans, lower weak
scores, or reject spans below a threshold.
Example:
Obscura.analyze(text,
  entities: [:organization],
  profile: :hybrid_ner_org,
  context_policies: %{
    organization: %{
      context_words: ["company", "employer", "works at"],
      require_context_below: 0.95,
      min_score: 0.85
    }
  }
)
Policy keys can be an entity, a recognizer, or {recognizer, entity}. Supported policy fields are:
	:context_words
	:min_score
	:require_context_below
	:lower_below
	:low_score_multiplier
	:reject_below

The policy action is recorded in result metadata under :context_policy and
related threshold/delta keys. Policy rejection uses the existing
requires_context metadata path, so rejected spans are removed by the internal
context acceptance step.
Built-In Context
Some built-ins include conservative context words in metadata, such as phone and credit-card terms. Callers can add request-specific context with the :context analyzer option.
Fixture Contract
Context fixtures compare baseline and context-enhanced texts. They assert that:
	the context score is higher than the baseline score
	the score stays at or below 1.0
	matched context words are recorded
	raw PII is not written to generated reports

Context is a scoring aid only. It is not NER, semantic classification, or a remote model call.


  

    Structured Redaction

Obscura.Structured recursively redacts maps, lists, keyword lists, strings,
and opted-in structs. String inputs return %Obscura.Anonymizer.Result{};
structured inputs return %Obscura.Structured.Result{}.
Maps and Lists
input = %{
  user: %{email: "jane@example.com", password: "secret"},
  phones: ["202-555-0188"]
}

{:ok, result} =
  Obscura.redact(input,
    entities: [:email, :phone],
    field_policies: %{password: :drop}
  )

result.data
#=> %{user: %{email: "[EMAIL]"}, phones: ["[PHONE]"]}
Each redaction item records the structured path, entity, operator, source byte offsets within the leaf string, replacement, and safe metadata.
Structured traversal validates UTF-8 string leaves, option shapes, field
policies, and recursion depth. Improper lists and inputs exceeding max_depth
return controlled errors rather than partially redacted output. Tuples remain
opaque values; callers must convert tuple-held data explicitly when it needs
redaction. Very wide collections can still consume proportional CPU and
memory, so untrusted input size needs an application-level limit.
Field Policies
Field policies are keyed by map key or struct field:
	:drop removes map keys and resets struct fields to their default value.
	:keep leaves the field unchanged.
	{:replace, value} replaces the whole field value.
	{:operator, config} applies an anonymizer operator to the whole field.
	{:entity, entity} analyzes the field as a specific entity.
	:traverse recurses into nested values.

Common sensitive keys such as :password, :token, and :api_key are replaced by default unless an explicit policy overrides them.
Structs
Opaque structs such as Date, Time, DateTime, URI, Regex, MapSet, and Range are preserved.
Application structs can opt in with @derive:
defmodule User do
  @derive {Obscura.Redactable,
           fields: [
             email: {:entity, :email},
             password_hash: :drop,
             profile: :traverse
           ]}
  defstruct [:email, :password_hash, :profile]
end
traverse_structs: true can traverse non-derived structs, and preserve_structs: false converts traversed structs to maps.
Dry Run
Obscura.Structured.analyze/2 runs traversal with dry_run: true and returns only structured items. This is useful for audits where the original data must remain unchanged.
Default Inspect implementations hide result data, item paths, replacements,
and metadata. Explicit result.data and item fields remain sensitive. Dry-run
mode does not shorten the lifetime of the original input or analyzer result
values.


  

    Vaults

Vaults are explicit, session-scoped processes that map original values to pseudonym tokens and tokens back to original values.
{:ok, vault} = Obscura.Vault.Memory.start_link()

{:ok, token} = Obscura.Vault.get_or_create(vault, :email, "jane@example.com")
token
#=> "<<EMAIL_001>>"

{:ok, entry} = Obscura.Vault.lookup_token(vault, token)
entry.entity
#=> :email

:ok = Obscura.Vault.clear(vault)
Backends
Obscura includes:
	Obscura.Vault.Memory: a GenServer-backed in-memory vault.
	Obscura.Vault.ETS: a GenServer-owned ETS vault.

Neither backend persists across process termination. Both intentionally retain raw values in memory because rehydration requires reverse lookup.
Session Isolation
Obscura does not create a global vault. Callers must start or supervise a vault and pass it explicitly to pseudonymization or rehydration functions.
children = [
  {Obscura.Vault.ETS, name: MyApp.PiiVault}
]
Independent vaults do not share mappings. Clearing one vault does not clear another.
Safety
Vault access is sensitive because it can restore PII. Applications should:
	keep vault refs scoped to the request, chat, or support session
	avoid logging vault state
	clear vaults when rehydration is no longer needed
	stop session vault processes promptly after their final lookup
	keep VM administration, tracing, crash dumps, and process inspection restricted

The ETS backend uses unnamed :private tables owned by its GenServer. Other
ordinary processes cannot read those tables directly; access goes through the
vault process. This is process isolation, not encryption. A process with VM
administration capabilities can still inspect process state or memory.
The legacy table: startup option remains accepted as an atom for 0.2.x
configuration compatibility, but it no longer creates or names an ETS table.
Code which accessed those tables directly must migrate to the
Obscura.Vault API. This intentional behavior change closes an unauthorized
read path and is treated as an urgent security fix.
clear/1 deletes live mappings and stopping the vault removes its accessible
state, but neither operation guarantees cryptographic memory erasure. The BEAM
garbage collector may retain copied binaries until reclamation, and Obscura
cannot zero every copy made by callers, callbacks, schedulers, or backends.
Inspect for vault entries hides both the token and raw value. Explicit fields
such as entry.value, entry.token, and GenServer system state remain
sensitive by design. Memory and ETS vaults are suitable only for trusted,
session-scoped in-VM storage. They are not encrypted persistent stores or
boundaries against a compromised VM.


  

    Pseudonymization

Pseudonymization replaces detected values with deterministic vault tokens. It
is reversible only when the caller has access to the vault. It is tokenization,
not encryption: the vault retains the original values in memory or ETS until
the caller clears or stops it.
{:ok, vault} = Obscura.Vault.Memory.start_link()

{:ok, result} =
  Obscura.redact("Email jane@example.com",
    entities: [:email],
    operators: %{email: %{type: :pseudonymize}},
    vault: vault
  )

result.text
#=> "Email <<EMAIL_001>>"
The same entity/value pair reuses the same token within one vault session:
Obscura.Vault.get_or_create(vault, :email, "jane@example.com")
#=> {:ok, "<<EMAIL_001>>"}
Token Format
Default tokens are ASCII and entity-scoped:
<<EMAIL_001>>
<<PHONE_001>>
<<CREDIT_CARD_001>>
Token formatting supports options such as :token_prefix, :token_suffix, :token_separator, :token_width, and :token_case.
The vault and token options are validated before any replacement starts.
Missing or unavailable vaults and malformed token options return
{:error, %Obscura.Anonymizer.Error{}} without including the source value.
Structured Data
Structured redaction can use pseudonymization because structured leaf strings flow through the anonymizer:
Obscura.redact(%{message: "Email jane@example.com"},
  entities: [:email],
  operators: %{email: %{type: :pseudonymize}},
  vault: vault
)


  

    Rehydration

Obscura.rehydrate/2 restores vault tokens to original values through explicit vault access.
{:ok, text} = Obscura.rehydrate("Email <<EMAIL_001>>", vault: vault)
Missing vaults return an explicit error:
Obscura.rehydrate("Email <<EMAIL_001>>")
#=> {:error, :missing_vault}
Unknown token-like text is kept by default:
Obscura.rehydrate("Email <<EMAIL_999>>", vault: vault)
#=> {:ok, "Email <<EMAIL_999>>"}
Use unknown: :error to fail on unknown tokens.
Structured data is supported for maps, lists, keyword lists, and traversed structs:
Obscura.rehydrate(%{message: "Email <<EMAIL_001>>"}, vault: vault)
Keys are not rehydrated by default. Only binary values are rehydrated.


  

    LLM Workflows

Obscura includes provider-independent helpers for message lists. It does not
depend on OpenAI, Anthropic, Gemini, LangChain, or another provider SDK.
messages = [
  %{role: "system", content: "Be concise."},
  %{role: "user", content: "Email jane@example.com"}
]

{:ok, safe_messages, vault} =
  Obscura.LLM.redact_messages(messages, vault: :memory, entities: [:email])
Only configured roles are redacted. The default role list is [:user].
safe_messages
#=> [
#=>   %{role: "system", content: "Be concise."},
#=>   %{role: "user", content: "Email <<EMAIL_001>>"}
#=> ]
Responses can be rehydrated with the same vault:
Obscura.LLM.rehydrate_response("I will contact <<EMAIL_001>>.", vault: vault)
Message maps with atom keys and string keys are supported. Unknown keys are preserved.
Explicit experimental NER options pass through to message redaction:
serving =
  Obscura.Recognizer.NER.FakeServing.new(%{
    "Alice" => [%{label: "PER", start: 0, end: 5, score: 0.9}]
  })

Obscura.LLM.redact_messages([%{role: :user, content: "Alice"}],
  vault: :memory,
  entities: [:person],
  recognizers: [{Obscura.Recognizer.NER, serving: serving}]
)
NER is never enabled implicitly.
Safety
Vault-backed prompts are reversible. The application must protect vault access and avoid logging raw prompts before redaction.


  

    Streaming Rehydration

LLM responses may split tokens across chunks. Obscura.Stream.Rehydrator buffers possible token fragments and emits text only when it can decide whether a token is complete.
{:ok, stream} = Obscura.Stream.Rehydrator.new(vault: vault)

{:ok, ready1, stream} = Obscura.Stream.Rehydrator.feed(stream, "Hello <<EMA")
{:ok, ready2, stream} = Obscura.Stream.Rehydrator.feed(stream, "IL_001>>")
{:ok, rest} = Obscura.Stream.Rehydrator.flush(stream)

ready1 <> ready2 <> rest
#=> "Hello jane@example.com"
Unknown tokens are kept by default. Use unknown: :error to fail on unknown token-like text.
The streaming rehydrator is pure state plus vault lookups. It does not spawn processes and does not implement a full streaming pipeline framework.


  

    Logger and Plug Helpers

Obscura includes small integration helpers for common Elixir application
boundaries. They wrap structured redaction and must not log raw PII in helper
diagnostics or telemetry metadata.
Logger Helpers
metadata = [user: "jane@example.com", password: "secret"]

{:ok, redacted} =
  Obscura.Logger.redact_metadata(metadata, entities: [:email])

redacted[:user]
#=> "[EMAIL]"
Obscura.Logger.safe_inspect/2 redacts a term and then inspects the redacted result:
{:ok, inspected} = Obscura.Logger.safe_inspect(metadata, entities: [:email])
Use these helpers before passing metadata or inspected terms to Logger.
Recognition is not a universal secret detector. Values outside the selected
entities, unsupported formats, and false negatives remain unchanged. The
original term also remains in caller memory after a redacted copy is produced,
so do not log it before or after calling the helper.
Plug-Compatible Helper
Obscura.Phoenix.Plug depends on Plug, not Phoenix. It can be mounted in Phoenix or any Plug pipeline.
The Plug validates its mode, fields, assign name, telemetry flag, and
declarative redaction configuration during init/1, before the application
serves requests. Supported fields are :params and :req_headers; duplicate
fields are normalized to their first occurrence. Invalid modes, unsupported or
improper field lists, invalid assign names, and invalid redaction options raise
an ArgumentError during Plug initialization.
Assign mode keeps original request fields and stores redacted copies under conn.assigns.obscura_redacted:
plug Obscura.Phoenix.Plug,
  fields: [:params],
  mode: :assign_redacted,
  entities: [:email]
Replace mode mutates configured connection fields:
plug Obscura.Phoenix.Plug,
  fields: [:params],
  mode: :replace,
  entities: [:email]
Both supported fields are covered by integration tests. Header assign mode
stores a redacted map while preserving the original conn.req_headers list.
Replace mode rebuilds the request-header list from that map, so applications
that depend on duplicate request-header entries should use assign mode.
Assign mode intentionally preserves the original connection fields. Replace
mode overwrites selected fields in the returned connection, but cannot erase
copies already observed by earlier plugs, request logging, tracing, crash
reports, or caller variables. Place the helper before untrusted
instrumentation and treat the original connection as sensitive for its full
lifetime.
Privacy-safe Phoenix request logging
Obscura.Phoenix.Logger is an opt-in telemetry handler that logs only the
redacted params assigned by Obscura.Phoenix.Plug. It never reads
conn.params.
Disable Phoenix's default telemetry logger so it cannot emit the original
parameters:
config :phoenix, :logger, false
The Obscura request logger refuses to start if any corresponding Phoenix HTTP
logger handler remains attached, including the endpoint-start handler that can
emit a raw request path. This turns a missing config :phoenix, :logger, false
setting into a startup error instead of allowing raw and sanitized records to
run side by side.
Mount the plug after Plug.Parsers and before the router. Keep assign mode so
controllers continue to receive the original params:
plug Plug.Parsers,
  parsers: [:urlencoded, :multipart, :json],
  json_decoder: Phoenix.json_library()

plug Obscura.Phoenix.Plug,
  mode: :assign_redacted,
  fields: [:params],
  profile: :fast,
  entities: [:email, :phone, :credit_card, :us_ssn, :iban, :url]

plug MyAppWeb.Router
Start the handler under the application supervisor:
children = [
  {Obscura.Phoenix.Logger, assign: :obscura_redacted}
]
The handler logs the route template rather than the raw request path and omits
exception reasons. Standard HTTP methods are logged directly; bounded custom
methods must use valid HTTP token characters and are checked for high-confidence
PII; invalid or suspicious methods are replaced with [FILTERED METHOD].
Dynamic log-level callback failures are contained without exposing their reason
or detaching the handler. The handler does not inherit request-process Logger
metadata, so metadata added earlier in the request cannot bypass the sanitized
message. If the redacted assign is absent, it logs [FILTERED] instead of
falling back to the original params. Opaque values, including
multipart upload structs and tuples, are also logged as [FILTERED] so
unchanged values cannot bypass structured redaction through Inspect.
Character lists are reconstructed and checked for high-confidence :fast
profile PII before inspection; ordinary integer arrays remain available to the
configured inspect policy. Atom and numeric scalar representations, including
map keys, receive the same check so inspection cannot turn an unanalyzed term
into visible PII.
Phoenix's configured :filter_parameters policy is applied to the redacted
copy as an additional safeguard. Binary parameter keys containing
high-confidence :fast profile PII are replaced with unique
[FILTERED KEY n] labels before inspection; controller params and the Plug
assign are not changed. Bare domain recognition is excluded from this key check
because ordinary dotted field names such as user.name are ambiguous. Add
application-specific dotted keys to Phoenix's filter policy when needed.
Parameter graphs exceeding 64 keys, 4 KiB of cumulative key text, 64 KiB of
cumulative scalar value text, 1,024 traversed values, 128 terms requiring PII
analysis, or 64 decimal digits in a single number fail closed as [FILTERED]
before key recognition. These limits bound synchronous logger work on
attacker-controlled request shapes.
Recognition is still not a universal secret detector. Unsupported formats,
unselected entities, and false negatives can remain in otherwise ordinary
string values. Configure entities and field policies for the application's
request schema, and verify representative payloads before enabling parameter
logging in production.
This integration does not sanitize reverse-proxy logs, web-server access logs,
traces installed before the plug, or arbitrary application logs. Configure
those boundaries independently.
Privacy-safe Phoenix socket logging
Disabling Phoenix's default logger also disables its socket connection and
socket drain records. Obscura.Phoenix.SocketLogger restores those records
without logging connect_info and omits connection parameters by default:
children = [
  {Obscura.Phoenix.Logger, assign: :obscura_redacted},
  {Obscura.Phoenix.SocketLogger, connect_params: :omit}
]
The connection result, socket module, transport, serializer, and duration are
validated before logging. Drain records contain only validated counts, the
socket module, and the configured interval. Invalid identifiers and
measurements become fixed filtered or unknown labels.
Applications can explicitly include a bounded redacted copy of connection
parameters:
{Obscura.Phoenix.SocketLogger,
 connect_params:
   {:redact,
    entities: [:email, :phone, :credit_card, :us_ssn]}}
Realtime parameter redaction accepts only the dependency-light :fast profile
and a narrow set of declarative redaction options. It does not accept
model-backed profiles, custom recognizers, parser callbacks, or automatic asset
preparation. Parameter graphs retain the request logger's structural limits and
add a stricter 4 KiB ceiling across cumulative key and scalar value text. A
payload over that realtime analysis ceiling fails closed as [FILTERED] before
PII recognition runs. This bounds work in Phoenix's synchronous telemetry path
without changing the parameters delivered to the socket or channel. Structs
and tuple-bearing terms, including keyword lists, fail closed without invoking
application protocol implementations.
Phoenix parameter-filter configuration is bounded as part of the same path.
Discard and keep policies accept at most 256 nonempty parameter names and
4 KiB of cumulative name text. Keep policies are compiled into map lookups
before telemetry events are handled. Invalid or oversized filter configuration
prevents a realtime logger with parameter redaction from starting.
Privacy-safe Phoenix channel logging
Obscura.Phoenix.ChannelLogger restores channel join and incoming-event logs.
Raw channel topics and event names are client-controlled, so they are not
logged directly. Configure the static topic patterns and event names that are
safe to expose:
children = [
  {Obscura.Phoenix.ChannelLogger,
   topic_patterns: ["room:*", "users:*", "system"],
   events: ["new_message", "typing", "mark_read"]}
]
The logger emits the matched configured pattern, not the raw topic. Unmatched
topics become [FILTERED TOPIC], and unconfigured event names become
[FILTERED EVENT]. Oversized topics are filtered before UTF-8 validation or
pattern matching. Configured labels containing control or directional
formatting codepoints fail startup. Allowed event names are emitted from owned
startup configuration rather than client-frame binaries. Phoenix's internal
"phoenix" topics remain silent. The handler preserves the channel's
:log_join and :log_handle_in levels.
Join and incoming-event parameters are independently omitted by default. A
bounded redacted copy can be enabled explicitly:
{Obscura.Phoenix.ChannelLogger,
 topic_patterns: ["room:*"],
 events: ["new_message"],
 join_params: {:redact, entities: [:email, :phone]},
 handle_in_params: {:redact, entities: [:email, :phone]}}
An application may opt in to include one validated UUID-valued socket assign
as Logger metadata, allowing related channel events to be correlated:
{Obscura.Phoenix.ChannelLogger,
 topic_patterns: ["room:*"],
 events: ["new_message"],
 correlation: {:socket_assign, :chat_id, :uuid}}
The assign name becomes the Logger metadata key. It must be a bounded static
identifier and must not collide with Logger-reserved metadata such as :pid,
:gl, :time, or :domain. Keys containing high-confidence PII recognized
by the :fast profile are also rejected; invalid keys fail startup.
The assign is included only for successful joins and handled events, and only
when it is a canonical UUID string. Missing, malformed, or non-binary values
are omitted. Phoenix's join telemetry contains the socket from before
join/3 runs. The assign must therefore exist before join/3 to appear on the
join record. An assign added by join/3 is available to subsequent handled
events, but not to that join record.
This supports log correlation only: it does not create spans, propagate trace
context, or provide distributed tracing. Apart from this opt-in field, the
handler never inspects socket assigns, application-private socket data, socket
identifiers, message references, callback results, or outbound messages. It
clears channel-process Logger metadata while emitting its record and then adds
only the validated correlation metadata. Any failure produces only fixed safe
labels or suppresses the record; it never falls back to raw values.
All three Phoenix handlers refuse to start while Phoenix's corresponding
default logger handler is attached. This prevents an apparently safe handler
from running beside the raw default logger. Keep
config :phoenix, :logger, false when using any of the Obscura Phoenix
loggers.
Phoenix telemetry metadata contains raw socket and channel parameters before
Obscura receives the event. These handlers protect only the Logger records they
produce. Other telemetry handlers attached to the same Phoenix events can
still observe the raw metadata and must be reviewed independently. The
integration also does not cover LiveView-specific telemetry, custom transport
instrumentation, channel callback logs, broadcasts, pushes, reverse-proxy
logs, or arbitrary application logs.


  

    Telemetry

Obscura emits telemetry events for integration with application metrics. Telemetry metadata must describe behavior without including raw text, span values, request parameters, or replacement source values.
Events
Current events include:
	[:obscura, :analyze, :start]
	[:obscura, :analyze, :stop]
	[:obscura, :anonymize, :stop]
	[:obscura, :structured, :redact, :stop]
	[:obscura, :logger, :redact, :stop]
	[:obscura, :vault, :token, :stop]
	[:obscura, :vault, :lookup, :stop]
	[:obscura, :rehydrate, :stop]
	[:obscura, :stream, :rehydrate, :stop]
	[:obscura, :llm, :redact_messages, :stop]
	[:obscura, :llm, :rehydrate_response, :stop]
	[:obscura, :analyzer, :analyze_many, :stop]
	[:obscura, :recognizer, :ner, :analyze, :stop]
	[:obscura, :recognizer, :ner, :analyze_many, :stop]
	[:obscura, :recognizer, :ner, :serving, :build, :stop]
	[:obscura, :recognizer, :ner, :real_model, :analyze, :stop]
	[:obscura, :eval, :real_model, :stop]
	[:obscura, :cli, :detect, :stop]
	[:obscura, :cli, :redact, :stop]
	[:obscura, :eval, :prediction_export, :stop]
	[:obscura, :profile, :preparation, :preparation_started]
	[:obscura, :profile, :preparation, :stage_started]
	[:obscura, :profile, :preparation, :stage_progress]
	[:obscura, :profile, :preparation, :stage_completed]
	[:obscura, :profile, :preparation, :stage_failed]
	[:obscura, :profile, :preparation, :preparation_completed]

The dispatch boundary keeps only allowlisted numeric measurements, including
durations, latency, sample counts, and preparation byte/percentage progress.
Metadata is limited to known
operational keys and safe atom, number, boolean, or recursively safe list
values. Arbitrary binary metadata is replaced with :redacted; unknown keys
and unsupported values are dropped. Model IDs, paths, exception messages,
tokens, and arbitrary caller labels are therefore not emitted by this
boundary.
Preparation metadata may include safe profile/model aliases, model index/count,
stage, cache status/source, backend, status, and diagnostic code. It never
includes the effective cache path, repository URL, authentication token, or
low-level error text.
Safety Rules
Telemetry metadata must not include:
	raw input text
	analyzer result values
	request params
	Logger metadata values
	replacement source values
	raw vault values
	LLM prompt or response content
	full vault entries
	model token text
	raw model outputs
	prompts
	authorization headers
	API keys or bearer tokens

Obscura filters unsafe metadata keys before delegating to
:telemetry.execute/3. The internal telemetry dispatch helper is not part of
the public API. Telemetry handlers execute in the caller process and are
trusted application code; keep handler failures and handler-owned state from
capturing sensitive arguments outside Obscura's sanitized event payload.
Disabling Events
Most public APIs accept telemetry: false when tests or local callers need to disable events.
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Obscura is a library-first privacy toolkit for Elixir.
Public APIs return explicit success or error tuples.
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        analyze(text, opts \\ [])

      


        Analyzes a string for supported PII entities.



    


    
      
        analyze_many(texts, opts \\ [])

      


        Analyzes multiple strings while preserving input order.



    


    
      
        anonymize(text, analyzer_results, opts \\ [])

      


        Applies anonymization operators to analyzer results or fixture-compatible spans.



    


    
      
        redact(input, opts \\ [])

      


        Analyzes and anonymizes a string in one call.



    


    
      
        rehydrate(input, opts \\ [])

      


        Rehydrates vault-backed pseudonym tokens in strings or supported structured data.
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      analyze(text, opts \\ [])



        
          
        

    

  


  

      

          @spec analyze(
  String.t(),
  keyword()
) :: {:ok, [Obscura.Analyzer.Result.t()]} | {:error, term()}


      


Analyzes a string for supported PII entities.

  



    

  
    
      
    
    
      analyze_many(texts, opts \\ [])



        
          
        

    

  


  

      

          @spec analyze_many(
  [String.t()],
  keyword()
) :: {:ok, [[Obscura.Analyzer.Result.t()]]} | {:error, term()}


      


Analyzes multiple strings while preserving input order.

  



    

  
    
      
    
    
      anonymize(text, analyzer_results, opts \\ [])



        
          
        

    

  


  

      

          @spec anonymize(String.t(), [map() | struct()], keyword()) ::
  {:ok, Obscura.Anonymizer.Result.t()} | {:error, term()}


      


Applies anonymization operators to analyzer results or fixture-compatible spans.

  



    

  
    
      
    
    
      redact(input, opts \\ [])



        
          
        

    

  


  

      

          @spec redact(
  String.t(),
  keyword()
) :: {:ok, Obscura.Anonymizer.Result.t()} | {:error, term()}


      


Analyzes and anonymizes a string in one call.

  



    

  
    
      
    
    
      rehydrate(input, opts \\ [])



        
          
        

    

  


  

      

          @spec rehydrate(
  term(),
  keyword()
) :: {:ok, term()} | {:error, term()}


      


Rehydrates vault-backed pseudonym tokens in strings or supported structured data.
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String analyzer facade for Obscura recognizers.
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        analyze(text, opts \\ [])

      


        Analyzes text with the configured recognizer registry.



    


    
      
        analyze_many(texts, opts \\ [])

      


        Analyzes multiple texts with the configured recognizer registry.



    





      


      
        Functions


        


    

  
    
      
    
    
      analyze(text, opts \\ [])



        
          
        

    

  


  

      

          @spec analyze(
  String.t(),
  keyword()
) :: {:ok, [Obscura.Analyzer.Result.t()]} | {:error, term()}


      


Analyzes text with the configured recognizer registry.

  



    

  
    
      
    
    
      analyze_many(texts, opts \\ [])



        
          
        

    

  


  

      

          @spec analyze_many(
  [String.t()],
  keyword()
) :: {:ok, [[Obscura.Analyzer.Result.t()]]} | {:error, term()}


      


Analyzes multiple texts with the configured recognizer registry.

  


        

      


  

    
Obscura.Analyzer.Explanation 
    



      
Basic recognizer explanation for deterministic decisions.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.Analyzer.Explanation{
  context_words: [String.t()],
  metadata: map(),
  original_score: float() | nil,
  pattern: atom(),
  recognizer: atom(),
  score: float(),
  score_context_delta: float(),
  validation: atom() | nil
}


      



  


        

      


  

    
Obscura.Analyzer.Result 
    



      
Normalized analyzer result.
start and end are byte offsets. byte_start and byte_end are retained
for fixture and benchmark interoperability. Documented fields are stable in
0.1.x; metadata keys are additive unless documented separately.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.Analyzer.Result{
  byte_end: non_neg_integer(),
  byte_start: non_neg_integer(),
  end: non_neg_integer(),
  entity: atom(),
  explanation: Obscura.Analyzer.Explanation.t() | nil,
  metadata: map(),
  recognizer: atom() | nil,
  score: float(),
  source_entity: String.t() | nil,
  start: non_neg_integer(),
  text: String.t() | nil
}


      



  


        

      


  

    
Obscura.Anonymizer 
    



      
String anonymizer facade for validated operators.
Operator configuration is validated before replacements begin. Invalid
configuration returns {:error, %Obscura.Anonymizer.Error{}} without a
partially anonymized result.

      


      
        Summary


  
    Functions
  


    
      
        anonymize(text, spans, opts \\ [])

      


        Applies configured operators to analyzer results or fixture-compatible spans.



    





      


      
        Functions


        


    

  
    
      
    
    
      anonymize(text, spans, opts \\ [])



        
          
        

    

  


  

      

          @spec anonymize(String.t(), [map() | struct()], keyword()) ::
  {:ok, Obscura.Anonymizer.Result.t()} | {:error, term()}


      


Applies configured operators to analyzer results or fixture-compatible spans.

  


        

      


  

    
Obscura.Anonymizer.Item 
    



      
Metadata for one anonymization replacement.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.Anonymizer.Item{
  entity: atom(),
  metadata: map(),
  operator: atom(),
  replacement: String.t(),
  replacement_byte_end: non_neg_integer(),
  replacement_byte_start: non_neg_integer(),
  source_byte_end: non_neg_integer(),
  source_byte_start: non_neg_integer()
}


      



  


        

      


  

    
Obscura.Anonymizer.Result 
    



      
Result of an anonymization run.
Documented fields are stable in 0.1.x; metadata keys are additive.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.Anonymizer.Result{
  items: [Obscura.Anonymizer.Item.t()],
  metadata: map(),
  status: atom(),
  text: String.t()
}


      



  


        

      


  

    
Obscura.Capabilities 
    



      
Machine-readable optional dependency and model asset contracts.
The manifests are shipped in priv/obscura and contain no credentials,
machine-specific absolute paths, or bundled model weights.

      


      
        Summary


  
    Functions
  


    
      
        assets_for_profile(profile)

      


        Returns model asset rows associated with a product or implementation profile.



    


    
      
        fetch(id)

      


        Fetches one capability by its string or atom ID.



    


    
      
        for_profile(profile)

      


        Returns capability rows associated with a product or implementation profile.



    


    
      
        load()

      


        Loads and validates the capability manifest.



    


    
      
        load_assets()

      


        Loads and validates the model asset manifest.



    


    
      
        path(atom)

      


        Returns the package path to a manifest.



    





      


      
        Functions


        


  
    
      
    
    
      assets_for_profile(profile)



        
          
        

    

  


  

      

          @spec assets_for_profile(atom() | String.t()) :: {:ok, [map()]} | {:error, term()}


      


Returns model asset rows associated with a product or implementation profile.

  



  
    
      
    
    
      fetch(id)



        
          
        

    

  


  

      

          @spec fetch(String.t() | atom()) :: {:ok, map()} | {:error, term()}


      


Fetches one capability by its string or atom ID.

  



  
    
      
    
    
      for_profile(profile)



        
          
        

    

  


  

      

          @spec for_profile(atom() | String.t()) :: {:ok, [map()]} | {:error, term()}


      


Returns capability rows associated with a product or implementation profile.

  



  
    
      
    
    
      load()



        
          
        

    

  


  

      

          @spec load() :: {:ok, map()} | {:error, term()}


      


Loads and validates the capability manifest.

  



  
    
      
    
    
      load_assets()



        
          
        

    

  


  

      

          @spec load_assets() :: {:ok, map()} | {:error, term()}


      


Loads and validates the model asset manifest.

  



  
    
      
    
    
      path(atom)



        
          
        

    

  


  

      

          @spec path(:capabilities | :assets) :: Path.t()


      


Returns the package path to a manifest.

  


        

      


  

    
Obscura.Diagnostic 
    



      
Structured, report-safe diagnostic returned by optional runtime setup paths.
Diagnostics keep a stable machine-readable code while giving callers an
actionable message and remediation. They never contain analyzed source text.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        codes()

      


        Returns the stable diagnostic codes supported by public setup boundaries.



    


    
      
        format(diagnostic)

      


        Returns a concise human-readable diagnostic without rendering the nested cause.



    


    
      
        new(code, attrs \\ [])

      


        Builds a diagnostic with a default remediation for the code.



    


    
      
        normalize(diagnostic, attrs)

      


        Converts common legacy reasons into a structured diagnostic.



    


    
      
        remediation(code)

      


        Returns the default remediation for a diagnostic code.



    


    
      
        to_map(diagnostic)

      


        Converts a diagnostic to a JSON-safe map without path or nested-cause data.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.Diagnostic{
  asset: atom() | nil,
  backend: atom() | nil,
  cause: term(),
  code: atom(),
  component: atom() | nil,
  dependency: atom() | nil,
  message: String.t(),
  metadata: map(),
  path: String.t() | nil,
  profile: atom() | nil,
  remediation: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      codes()



        
          
        

    

  


  

      

          @spec codes() :: [atom()]


      


Returns the stable diagnostic codes supported by public setup boundaries.

  



  
    
      
    
    
      format(diagnostic)



        
          
        

    

  


  

      

          @spec format(t()) :: String.t()


      


Returns a concise human-readable diagnostic without rendering the nested cause.

  



    

  
    
      
    
    
      new(code, attrs \\ [])



        
          
        

    

  


  

      

          @spec new(
  atom(),
  keyword()
) :: t()


      


Builds a diagnostic with a default remediation for the code.

  



  
    
      
    
    
      normalize(diagnostic, attrs)



        
          
        

    

  


  

      

          @spec normalize(
  term(),
  keyword()
) :: t()


      


Converts common legacy reasons into a structured diagnostic.

  



  
    
      
    
    
      remediation(code)



        
          
        

    

  


  

      

          @spec remediation(atom()) :: String.t()


      


Returns the default remediation for a diagnostic code.

  



  
    
      
    
    
      to_map(diagnostic)



        
          
        

    

  


  

      

          @spec to_map(t()) :: map()


      


Converts a diagnostic to a JSON-safe map without path or nested-cause data.

  


        

      


  

    
Obscura.LLM 
    



      
Provider-independent LLM message redaction and rehydration helpers.

      


      
        Summary


  
    Functions
  


    
      
        redact_messages(messages, opts \\ [])

      


        Redacts configured message roles with vault-backed pseudonymization.



    


    
      
        rehydrate_messages(messages, opts \\ [])

      


        Rehydrates message content fields.



    


    
      
        rehydrate_response(response_text, opts \\ [])

      


        Rehydrates one LLM provider response string.



    





      


      
        Functions


        


    

  
    
      
    
    
      redact_messages(messages, opts \\ [])



        
          
        

    

  


  

      

          @spec redact_messages(
  [map()],
  keyword()
) :: {:ok, [map()], GenServer.server()} | {:error, term()}


      


Redacts configured message roles with vault-backed pseudonymization.

  



    

  
    
      
    
    
      rehydrate_messages(messages, opts \\ [])



        
          
        

    

  


  

      

          @spec rehydrate_messages(
  [map()],
  keyword()
) :: {:ok, [map()]} | {:error, term()}


      


Rehydrates message content fields.

  



    

  
    
      
    
    
      rehydrate_response(response_text, opts \\ [])



        
          
        

    

  


  

      

          @spec rehydrate_response(
  String.t(),
  keyword()
) :: {:ok, String.t()} | {:error, term()}


      


Rehydrates one LLM provider response string.

  


        

      


  

    
Obscura.Language 
    



      
Safe language normalization for analyzer options.

      


      
        Summary


  
    Functions
  


    
      
        normalize(language)

      


        Normalizes a caller-provided language without creating atoms dynamically.



    


    
      
        supported()

      


        Returns supported language tags.



    





      


      
        Functions


        


  
    
      
    
    
      normalize(language)



        
          
        

    

  


  

      

          @spec normalize(atom() | String.t()) :: {:ok, atom()} | {:error, term()}


      


Normalizes a caller-provided language without creating atoms dynamically.

  



  
    
      
    
    
      supported()



        
          
        

    

  


  

      

          @spec supported() :: [atom()]


      


Returns supported language tags.

  


        

      


  

    
Obscura.Language.Detector behaviour
    



      
Behaviour for optional language detectors.

      


      
        Summary


  
    Callbacks
  


    
      
        detect(t, keyword)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      detect(t, keyword)



        
          
        

    

  


  

      

          @callback detect(
  String.t(),
  keyword()
) :: {:ok, atom() | String.t()} | {:error, term()}


      



  


        

      


  

    
Obscura.Logger 
    



      
Logger-safe helpers for redacting terms before applications log them.

      


      
        Summary


  
    Functions
  


    
      
        redact_metadata(metadata, opts \\ [])

      


        Redacts Logger metadata while preserving keyword-list or map shape.



    


    
      
        redact_term(term, opts \\ [])

      


        Redacts any term using structured redaction.



    


    
      
        safe_inspect(term, opts \\ [])

      


        Safely inspects a redacted term.



    





      


      
        Functions


        


    

  
    
      
    
    
      redact_metadata(metadata, opts \\ [])



        
          
        

    

  


  

      

          @spec redact_metadata(
  keyword() | map(),
  keyword()
) :: {:ok, keyword() | map()} | {:error, term()}


      


Redacts Logger metadata while preserving keyword-list or map shape.

  



    

  
    
      
    
    
      redact_term(term, opts \\ [])



        
          
        

    

  


  

      

          @spec redact_term(
  term(),
  keyword()
) :: {:ok, term()} | {:error, term()}


      


Redacts any term using structured redaction.

  



    

  
    
      
    
    
      safe_inspect(term, opts \\ [])



        
          
        

    

  


  

      

          @spec safe_inspect(
  term(),
  keyword()
) :: {:ok, String.t()} | {:error, term()}


      


Safely inspects a redacted term.

  


        

      


  

    
Obscura.NLP.Artifacts 
    



      
Dependency-light NLP artifacts for analyzer scoring.
Presidio runs NLP once and passes token, lemma, keyword, and offset artifacts
through the analyzer. Obscura keeps the default implementation deterministic
and dependency-free while exposing the same kind of data to context scoring
and future recognizers.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    


    
      
        token_offset()

      


    





  
    Functions
  


    
      
        build(text)

      


        Builds deterministic token artifacts from raw text.



    


    
      
        normalize_token(token)

      


        Normalizes a token for whole-word context matching.



    


    
      
        put_model_outputs(artifacts, outputs)

      


        Attaches precomputed model outputs to artifacts.



    


    
      
        surrounding_terms(artifacts, start, end_offset, opts \\ [])

      


        Returns normalized surrounding token text around a byte span.



    


    
      
        surrounding_token_indexes(artifacts, start, end_offset, opts \\ [])

      


        Returns token indexes around a byte span.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.NLP.Artifacts{
  keywords: [String.t()],
  lemmas: [String.t()],
  model_outputs: [map()],
  model_outputs_ready: boolean(),
  normalized_tokens: [String.t()],
  text: String.t(),
  token_offsets: [token_offset()],
  tokens: [String.t()]
}


      



  



  
    
      
    
    
      token_offset()



        
          
        

    

  


  

      

          @type token_offset() :: %{byte_start: non_neg_integer(), byte_end: non_neg_integer()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      build(text)



        
          
        

    

  


  

      

          @spec build(String.t()) :: t()


      


Builds deterministic token artifacts from raw text.

  



  
    
      
    
    
      normalize_token(token)



        
          
        

    

  


  

      

          @spec normalize_token(String.t()) :: String.t()


      


Normalizes a token for whole-word context matching.

  



  
    
      
    
    
      put_model_outputs(artifacts, outputs)



        
          
        

    

  


  

      

          @spec put_model_outputs(t(), [map()]) :: {:ok, t()} | {:error, term()}


      


Attaches precomputed model outputs to artifacts.
This mirrors Presidio's pattern where a model/NLP engine can run once and
downstream recognizers consume the resulting artifacts instead of invoking
model serving independently.

  



    

  
    
      
    
    
      surrounding_terms(artifacts, start, end_offset, opts \\ [])



        
          
        

    

  


  

      

          @spec surrounding_terms(t(), non_neg_integer(), non_neg_integer(), keyword()) :: [
  String.t()
]


      


Returns normalized surrounding token text around a byte span.

  



    

  
    
      
    
    
      surrounding_token_indexes(artifacts, start, end_offset, opts \\ [])



        
          
        

    

  


  

      

          @spec surrounding_token_indexes(t(), non_neg_integer(), non_neg_integer(), keyword()) ::
  [
    non_neg_integer()
  ]


      


Returns token indexes around a byte span.

  


        

      


  

    
Obscura.NLP.Engine behaviour
    



      
Behaviour and dispatcher for analyzer-level NLP artifact engines.
Presidio runs NLP once and passes shared artifacts to recognizers. Obscura's
default engine remains dependency-light tokenization, while optional engines
can attach model outputs for recognizers such as Obscura.Recognizer.NER.

      


      
        Summary


  
    Callbacks
  


    
      
        build_artifacts(t, keyword)

      


    


    
      
        build_many(list, keyword)

      


    





  
    Functions
  


    
      
        build_artifacts(text, opts)

      


        Builds artifacts for one text using explicit artifacts, a configured engine,
or the dependency-light tokenizer.



    


    
      
        build_many(texts, opts)

      


        Builds artifacts for many texts while preserving input order.



    





      


      
        Callbacks


        


  
    
      
    
    
      build_artifacts(t, keyword)



        
          
        

    

  


  

      

          @callback build_artifacts(
  String.t(),
  keyword()
) :: {:ok, Obscura.NLP.Artifacts.t()} | {:error, term()}


      



  



  
    
      
    
    
      build_many(list, keyword)


        (optional)


        
          
        

    

  


  

      

          @callback build_many(
  [String.t()],
  keyword()
) :: {:ok, [Obscura.NLP.Artifacts.t()]} | {:error, term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      build_artifacts(text, opts)



        
          
        

    

  


  

      

          @spec build_artifacts(
  String.t(),
  keyword()
) :: {:ok, Obscura.NLP.Artifacts.t()} | {:error, term()}


      


Builds artifacts for one text using explicit artifacts, a configured engine,
or the dependency-light tokenizer.

  



  
    
      
    
    
      build_many(texts, opts)



        
          
        

    

  


  

      

          @spec build_many(
  [String.t()],
  keyword()
) :: {:ok, [Obscura.NLP.Artifacts.t()]} | {:error, term()}


      


Builds artifacts for many texts while preserving input order.

  


        

      


  

    
Obscura.NLP.Engine.Bumblebee 
    



      
Optional analyzer-level NLP engine for Bumblebee token-classification serving.
The engine attaches normalized model outputs to Obscura.NLP.Artifacts so
recognizers can consume model evidence without each recognizer invoking model
serving independently.

      




  

    
Obscura.Operator.Custom behaviour
    



      
Behaviour and guarded runtime for application-defined anonymizer operators.
Custom operators receive the source value, safe anonymizer context, and the
configured options map. They must return {:ok, replacement} or
{:ok, replacement, metadata} with a binary replacement and map metadata.

      


      
        Summary


  
    Types
  


    
      
        callback_result()

      


        Accepted custom operator callback return contract.



    


    
      
        context()

      


        Sanitized anonymizer context supplied to a custom operator.



    


    
      
        options()

      


        Application-defined options from the operator configuration.



    





  
    Callbacks
  


    
      
        apply(t, context, options)

      


    





      


      
        Types


        


  
    
      
    
    
      callback_result()



        
          
        

    

  


  

      

          @type callback_result() ::
  {:ok, String.t()} | {:ok, String.t(), map()} | {:error, term()}


      


Accepted custom operator callback return contract.

  



  
    
      
    
    
      context()



        
          
        

    

  


  

      

          @type context() :: %{entity: atom()}


      


Sanitized anonymizer context supplied to a custom operator.

  



  
    
      
    
    
      options()



        
          
        

    

  


  

      

          @type options() :: map()


      


Application-defined options from the operator configuration.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      apply(t, context, options)



        
          
        

    

  


  

      

          @callback apply(String.t(), context(), options()) :: callback_result()


      



  


        

      


  

    
Obscura.Operator.Hash 
    



      
Versioned salted hashing for anonymizer replacements.
Secure mode uses a fresh random salt for every replacement. Deterministic
mode requires an explicit salt of at least 16 bytes. Both modes use the
encoded format $obscura$v1$hash$ALGORITHM$MODE$SALT$DIGEST.

      


      
        Summary


  
    Functions
  


    
      
        verify(value, replacement)

      


        Verifies a value against a versioned Obscura hash replacement.



    





      


      
        Functions


        


  
    
      
    
    
      verify(value, replacement)



        
          
        

    

  


  

      

          @spec verify(String.t(), String.t()) :: boolean()


      


Verifies a value against a versioned Obscura hash replacement.
Returns false for malformed or unsupported encoded replacements.

  


        

      


  

    
Obscura.Phoenix.ChannelLogger 
    



      
Privacy-safe logging for Phoenix channel joins and incoming events.
This opt-in telemetry handler replaces the channel portion of Phoenix's
default logger after config :phoenix, :logger, false disables it. Raw topics
and event names are never logged. Applications declare safe topic patterns
and event names at startup; unmatched values are rendered as filtered labels.
Oversized topics are filtered before content validation. Join and
incoming-event parameters are omitted by default.
children = [
  {Obscura.Phoenix.ChannelLogger,
   topic_patterns: ["room:*", "system"],
   events: ["new_message", "typing"]}
]
A bounded redacted parameter copy can be enabled independently for joins and
incoming events:
{Obscura.Phoenix.ChannelLogger,
 topic_patterns: ["room:*"],
 events: ["new_message"],
 join_params: {:redact, entities: [:email, :phone]},
 handle_in_params: {:redact, entities: [:email, :phone]}}
Applications can opt in to include one validated UUID-valued socket assign
as Logger metadata, allowing related channel events to be correlated.
Invalid or missing values are omitted:
{Obscura.Phoenix.ChannelLogger,
 topic_patterns: ["room:*"],
 events: ["new_message"],
 correlation: {:socket_assign, :chat_id, :uuid}}
This metadata supports log correlation; it does not create spans, propagate
trace context, or provide distributed tracing. Logger-reserved and oversized
assign names, plus names containing high-confidence PII recognized by the
:fast profile, are rejected at startup.
Phoenix's join telemetry contains the socket from before join/3 runs.
Consequently, a correlation assign must already exist before join/3 to
appear on the join record. An assign added by join/3 is available to later
handled-event records.
Only the dependency-light :fast profile is accepted in this synchronous
path. Parameter text above the fixed 4 KiB realtime analysis budget is logged
as [FILTERED] without running PII recognition. Structs and tuple-bearing
terms, including keyword lists, also fail closed without protocol dispatch.
Apart from an explicitly configured correlation assign, the handler never
inspects socket assigns, private application data, identifiers, references,
or callback results.
Configured topic and event labels containing control or directional
formatting codepoints are rejected. Allowed event labels are emitted from
owned startup configuration rather than client-frame binaries.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts \\ [])

      


        Starts the Phoenix channel telemetry handler.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the Phoenix channel telemetry handler.

  


        

      


  

    
Obscura.Phoenix.Logger 
    



      
Privacy-safe Phoenix request logging backed by redacted Plug assigns.
This handler is an opt-in replacement for Phoenix's default telemetry logger.
It never reads conn.params. Instead, it logs the redacted copy produced by
Obscura.Phoenix.Plug in :assign_redacted mode.
Disable Phoenix's default logger before starting this handler:
config :phoenix, :logger, false
Startup fails if a corresponding Phoenix default HTTP logger remains
attached, preventing raw and sanitized request records from running together.
Place Obscura.Phoenix.Plug after Plug.Parsers and before the router:
plug Obscura.Phoenix.Plug,
  mode: :assign_redacted,
  fields: [:params]

plug MyAppWeb.Router
Then add the handler to the application supervision tree:
children = [
  {Obscura.Phoenix.Logger, assign: :obscura_redacted}
]
When the expected assign is missing, parameters are logged as [FILTERED].
Phoenix's configured :filter_parameters policy is applied as an additional
safeguard. Parameter keys containing high-confidence :fast profile PII are
replaced before inspection. Ambiguous bare domains are left to explicit
Phoenix filter policies. Original request paths and exception reasons are
intentionally omitted.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts \\ [])

      


        Starts the telemetry handler.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the telemetry handler.
Options:
	:assign - connection assign populated by Obscura.Phoenix.Plug;
defaults to :obscura_redacted
	:name - registered process name; defaults to this module
	:inspect_opts - valid Inspect.Opts options used to inspect redacted
parameters; defaults to [limit: 50, printable_limit: 500]

Unknown options and invalid assign or inspection options stop startup with an
{:invalid_option, option, reason} error. Structs, tuples, character lists
containing high-confidence :fast profile PII, and other opaque terms in the
assigned params are rendered as [FILTERED] rather than invoking custom
inspection code. Atom and numeric scalar representations are checked for
high-confidence :fast profile PII before inspection. Parameter graphs
exceeding 64 keys, 4 KiB of cumulative key text, 64 KiB of cumulative scalar
value text, 1,024 traversed values, 128 terms requiring PII analysis, or 64
decimal digits in one number also fail closed as [FILTERED].

  


        

      


  

    
Obscura.Phoenix.Plug 
    



      
Plug-compatible request sanitization helper.
Integration options are validated and normalized by init/1. Invalid modes,
fields, assign names, telemetry flags, and declarative redaction options fail
during Plug initialization rather than during a request.

      




  

    
Obscura.Phoenix.SocketLogger 
    



      
Privacy-safe logging for Phoenix socket connection and drain events.
This opt-in telemetry handler replaces the socket portion of Phoenix's
default logger after config :phoenix, :logger, false disables it. Connection
parameters are omitted by default. connect_info is never logged.
Add the handler to the application supervision tree:
children = [
  {Obscura.Phoenix.SocketLogger, connect_params: :omit}
]
To include a bounded redacted copy of connection parameters, opt in to the
dependency-light :fast profile:
{Obscura.Phoenix.SocketLogger,
 connect_params: {:redact, entities: [:email, :phone, :credit_card]}}
Model-backed profiles and custom realtime callbacks are intentionally not
accepted in this synchronous logging path. Parameter text above the fixed
4 KiB realtime analysis budget is logged as [FILTERED] without running PII
recognition. Structs and tuple-bearing terms, including keyword lists, also
fail closed without protocol dispatch.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts \\ [])

      


        Starts the Phoenix socket telemetry handler.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the Phoenix socket telemetry handler.

  


        

      


  

    
Obscura.PrivacyFilter.Checkpoint 
    



      
Validation helpers for local native privacy-filter checkpoints.
This module is intentionally inference-free. By default it validates the
checkpoint directory, config normalization, label space, safetensors header
metadata, and parameter assembly without materializing large tensors. Pass
metadata_only: false to also load tensors.

      


      
        Summary


  
    Functions
  


    
      
        validate(path, opts \\ [])

      


    





      


      
        Functions


        


    

  
    
      
    
    
      validate(path, opts \\ [])



        
          
        

    

  


  

      

          @spec validate(
  Path.t(),
  keyword()
) :: {:ok, map()} | {:error, term()}


      



  


        

      


  

    
Obscura.PrivacyFilter.Checkpoint.Setup 
    



      
Development setup helper for local native privacy-filter checkpoints.
This module is intentionally outside the analyzer runtime. It downloads model
assets only when called explicitly by a Mix task or by developer tooling.

      


      
        Summary


  
    Types
  


    
      
        download_tool()

      


    


    
      
        file_plan()

      


    


    
      
        incomplete_checkpoint_error()

      


    


    
      
        plan()

      


    





  
    Functions
  


    
      
        curl_command(file_plan, opts \\ [])

      


    


    
      
        hf_command(setup_plan, file_plan, opts \\ [])

      


    


    
      
        plan(opts \\ [])

      


    


    
      
        run(opts \\ [])

      


    





      


      
        Types


        


  
    
      
    
    
      download_tool()



        
          
        

    

  


  

      

          @type download_tool() :: :curl | :hf


      



  



  
    
      
    
    
      file_plan()



        
          
        

    

  


  

      

          @type file_plan() :: %{
  file: String.t(),
  source: String.t(),
  url: String.t(),
  output: Path.t()
}


      



  



  
    
      
    
    
      incomplete_checkpoint_error()



        
          
        

    

  


  

      

          @type incomplete_checkpoint_error() :: %{
  checkpoint: Path.t(),
  repo: String.t(),
  revision: String.t(),
  layout: :native | :python_original,
  file: Path.t(),
  actual_size: non_neg_integer(),
  expected_size: non_neg_integer(),
  missing_bytes: non_neg_integer(),
  progress_percent: float(),
  resume_setup_command: String.t(),
  resume_curl_command: String.t() | nil,
  resume_hf_command: String.t() | nil
}


      



  



  
    
      
    
    
      plan()



        
          
        

    

  


  

      

          @type plan() :: %{
  repo: String.t(),
  revision: String.t(),
  layout: :native | :python_original,
  checkpoint: Path.t(),
  files: [file_plan()]
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      curl_command(file_plan, opts \\ [])



        
          
        

    

  


  

      

          @spec curl_command(
  file_plan(),
  keyword()
) :: {String.t(), [String.t()]}


      



  



    

  
    
      
    
    
      hf_command(setup_plan, file_plan, opts \\ [])



        
          
        

    

  


  

      

          @spec hf_command(plan(), file_plan(), keyword()) :: {String.t(), [String.t()]}


      



  



  
    
      
    
    
      plan(opts \\ [])



        
          
        

    

  


  

      

          @spec plan(keyword()) :: {:ok, plan()} | {:error, term()}


      



  



    

  
    
      
    
    
      run(opts \\ [])



        
          
        

    

  


  

      

          @spec run(keyword()) :: {:ok, map()} | {:error, term()}


      



  


        

      


  

    
Obscura.PrivacyFilter.Serving 
    



      
Reusable native privacy-filter serving runtime.
build/1 loads checkpoint-local config, weights, label info, and model
parameters once. run/3 tokenizes input text, executes the native model, and
converts privacy-filter BIOES logits into normal Obscura analyzer results.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        build(opts)

      


    


    
      
        postprocess(serving, tokenization, logits, opts \\ [])

      


    


    
      
        postprocess_logprobs(serving, tokenization, logprob_rows, opts \\ [])

      


    


    
      
        run(serving, text, opts \\ [])

      


    


    
      
        run_with_timings(serving, text, opts \\ [])

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.PrivacyFilter.Serving{
  backend: term(),
  backend_metadata: term(),
  checkpoint: term(),
  config: term(),
  decoder: term(),
  discard_overlapping_spans: term(),
  dtypes: term(),
  label_info: term(),
  label_map: term(),
  layout: term(),
  logprob_conversion: term(),
  min_span_logprob: term(),
  model_fun: term(),
  n_ctx: term(),
  pad_windows: term(),
  params: term(),
  sequence_length_bucket_threshold: term(),
  sequence_length_buckets: term(),
  trim_span_whitespace: term(),
  viterbi_biases: term(),
  viterbi_calibration: term(),
  weights: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      build(opts)



        
          
        

    

  


  

      

          @spec build(keyword()) :: {:ok, t()} | {:error, term()}


      



  



    

  
    
      
    
    
      postprocess(serving, tokenization, logits, opts \\ [])



        
          
        

    

  


  

      

          @spec postprocess(t(), map(), Nx.Tensor.t(), keyword()) ::
  {:ok, [Obscura.Analyzer.Result.t()]} | {:error, term()}


      



  



    

  
    
      
    
    
      postprocess_logprobs(serving, tokenization, logprob_rows, opts \\ [])



        
          
        

    

  


  

      

          @spec postprocess_logprobs(t(), map(), [[float()]], keyword()) ::
  {:ok, [Obscura.Analyzer.Result.t()]} | {:error, term()}


      



  



    

  
    
      
    
    
      run(serving, text, opts \\ [])



        
          
        

    

  


  

      

          @spec run(t(), String.t(), keyword()) ::
  {:ok, [Obscura.Analyzer.Result.t()]} | {:error, term()}


      



  



    

  
    
      
    
    
      run_with_timings(serving, text, opts \\ [])



        
          
        

    

  


  

      

          @spec run_with_timings(t(), String.t(), keyword()) ::
  {:ok, [Obscura.Analyzer.Result.t()], map()} | {:error, term(), map()}


      



  


        

      


  

    
Obscura.Profile 
    



      
Product profiles and runtime requirement checks.
Stable profiles are user-facing aliases over benchmarked implementation
profiles. Experimental aliases and existing implementation profiles remain
available for explicit evaluation use. Only stable aliases and public return
shapes follow the 0.2.x policy in docs/public-api-stability.md.

      


      
        Summary


  
    Types
  


    
      
        experimental_name()

      


    


    
      
        name()

      


    


    
      
        stability()

      


    


    
      
        stable_name()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        available?(profile, opts \\ [])

      


        Returns whether a product profile is ready without running inference.



    


    
      
        classification(profile)

      


        Returns the stability classification for a known profile.



    


    
      
        describe(profile)

      


        Returns report-safe profile metadata.



    


    
      
        experimental_names()

      


        Lists opt-in product aliases outside the compatibility promise.



    


    
      
        fetch(profile)

      


        Returns a stable or explicitly experimental product profile descriptor.



    


    
      
        implementation_profiles()

      


        Lists all implementation profiles accepted for backward compatibility.



    


    
      
        names()

      


        Lists stable user-facing profile names.



    


    
      
        normalize(profile)

      


        Returns the requested profile and resolved implementation profile.



    


    
      
        preflight(profile, opts \\ [])

      


        Returns a report-safe readiness result without analyzing PII.



    


    
      
        prepare(profile, opts \\ [])

      


        Explicitly prepares reusable resources for a product profile.



    


    
      
        requirements(profile)

      


        Returns the runtime requirements for a product profile.



    


    
      
        resolve(profile)

      


        Resolves a product alias or known implementation profile.



    


    
      
        validate_runtime(profile, opts \\ [])

      


        Validates dependencies and reusable runtime assets without running inference.



    





      


      
        Types


        


  
    
      
    
    
      experimental_name()



        
          
        

    

  


  

      

          @type experimental_name() :: :hybrid_gliner_urchade | :openmed_pii | :spacy_cpu


      



  



  
    
      
    
    
      name()



        
          
        

    

  


  

      

          @type name() :: stable_name() | experimental_name()


      



  



  
    
      
    
    
      stability()



        
          
        

    

  


  

      

          @type stability() :: :stable | :advanced | :experimental | :historical | :deprecated


      



  



  
    
      
    
    
      stable_name()



        
          
        

    

  


  

      

          @type stable_name() :: :fast | :efficient | :balanced | :accurate


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.Profile{
  automatic_download: boolean(),
  backend_policy: atom(),
  benchmark_ids: [String.t()],
  category: atom(),
  default_models: [atom()],
  implementation_profile: atom(),
  name: name(),
  optional_dependencies: [atom()],
  recognizer_mode: atom(),
  required_assets: [atom()],
  required_dependencies: [atom()],
  stability: stability(),
  supported_entities: [atom()]
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      available?(profile, opts \\ [])



        
          
        

    

  


  

      

          @spec available?(
  name() | String.t(),
  keyword()
) :: boolean()


      


Returns whether a product profile is ready without running inference.

  



  
    
      
    
    
      classification(profile)



        
          
        

    

  


  

      

          @spec classification(atom() | String.t()) ::
  {:ok, stability()} | {:error, Obscura.Diagnostic.t()}


      


Returns the stability classification for a known profile.

  



  
    
      
    
    
      describe(profile)



        
          
        

    

  


  

      

          @spec describe(name() | String.t()) :: {:ok, map()} | {:error, Obscura.Diagnostic.t()}


      


Returns report-safe profile metadata.

  



  
    
      
    
    
      experimental_names()



        
          
        

    

  


  

      

          @spec experimental_names() :: [experimental_name()]


      


Lists opt-in product aliases outside the compatibility promise.
Experimental aliases remain callable for controlled evaluation, but they are
not generally recommended and may change or be removed before release.

  



  
    
      
    
    
      fetch(profile)



        
          
        

    

  


  

      

          @spec fetch(name() | String.t()) :: {:ok, t()} | {:error, Obscura.Diagnostic.t()}


      


Returns a stable or explicitly experimental product profile descriptor.

  



  
    
      
    
    
      implementation_profiles()



        
          
        

    

  


  

      

          @spec implementation_profiles() :: [atom()]


      


Lists all implementation profiles accepted for backward compatibility.

  



  
    
      
    
    
      names()



        
          
        

    

  


  

      

          @spec names() :: [stable_name()]


      


Lists stable user-facing profile names.

  



  
    
      
    
    
      normalize(profile)



        
          
        

    

  


  

      

          @spec normalize(atom() | String.t()) ::
  {:ok, %{requested: atom(), implementation: atom()}}
  | {:error, Obscura.Diagnostic.t()}


      


Returns the requested profile and resolved implementation profile.

  



    

  
    
      
    
    
      preflight(profile, opts \\ [])



        
          
        

    

  


  

      

          @spec preflight(
  name() | String.t(),
  keyword()
) :: {:ok, map()} | {:error, Obscura.Diagnostic.t(), map()}


      


Returns a report-safe readiness result without analyzing PII.
Local checks are the default. prepare: true explicitly permits runtime and
model preparation.

  



    

  
    
      
    
    
      prepare(profile, opts \\ [])



        
          
        

    

  


  

      

          @spec prepare(
  name() | String.t(),
  keyword()
) :: {:ok, Obscura.Profile.Runtime.t()} | {:error, Obscura.Diagnostic.t()}


      


Explicitly prepares reusable resources for a product profile.
This is the only product-profile API which may load model assets. Ordinary
analysis never calls it implicitly. Remote downloads require
allow_download: true; preparation is cache-only by default and
offline: true always forbids network access.
Model-backed preparation runs in a monitored worker with a 30-minute overall
timeout and a five-minute inactivity timeout by default. Set timeout or
inactivity_timeout to a positive millisecond value or :infinity.
progress: fn event -> ... end receives safe lifecycle events; callback
failures are isolated from preparation. Online preparation retries one
transient model or tokenizer load failure. Offline preparation never retries
asset access. Authorized recovery quarantines unreferenced partial files and
reports cache recovery before replacement download progress.

  



  
    
      
    
    
      requirements(profile)



        
          
        

    

  


  

      

          @spec requirements(name() | String.t()) ::
  {:ok, map()} | {:error, Obscura.Diagnostic.t()}


      


Returns the runtime requirements for a product profile.

  



  
    
      
    
    
      resolve(profile)



        
          
        

    

  


  

      

          @spec resolve(atom() | String.t()) :: {:ok, atom()} | {:error, Obscura.Diagnostic.t()}


      


Resolves a product alias or known implementation profile.

  



    

  
    
      
    
    
      validate_runtime(profile, opts \\ [])



        
          
        

    

  


  

      

          @spec validate_runtime(
  name() | String.t(),
  keyword()
) :: :ok | {:error, Obscura.Diagnostic.t()}


      


Validates dependencies and reusable runtime assets without running inference.

  


        

      


  

    
Obscura.Profile.Preparer 
    



      
Supervised asynchronous preparation and ownership of a reusable profile runtime.
Add the preparer to an application supervision tree, then query status/1
or call await/2 before accepting work which requires the model-backed
profile. The process prepares exactly once and retains the runtime for reuse.
status/1 exposes the latest report-safe preparation event while large model
assets download or load. Download authorization and offline behavior come
from the :prepare_options passed to start_link/1.

      


      
        Summary


  
    Types
  


    
      
        server()

      


    


    
      
        status()

      


    





  
    Functions
  


    
      
        await(server, timeout \\ 30000)

      


        Waits for preparation and returns the reusable runtime or diagnostic.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        runtime(server)

      


        Returns the reusable runtime when preparation is complete.



    


    
      
        start_link(opts)

      


        Starts a supervised profile preparer.



    


    
      
        status(server)

      


        Returns readiness and the latest safe progress event.



    


    
      
        subscribe(server)

      


        Subscribes the caller to progress and completion messages.



    





      


      
        Types


        


  
    
      
    
    
      server()



        
          
        

    

  


  

      

          @type server() :: GenServer.server()


      



  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() :: :preparing | :ready | :failed


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      await(server, timeout \\ 30000)



        
          
        

    

  


  

      

          @spec await(server(), timeout()) ::
  {:ok, Obscura.Profile.Runtime.t()} | {:error, Obscura.Diagnostic.t()}


      


Waits for preparation and returns the reusable runtime or diagnostic.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      runtime(server)



        
          
        

    

  


  

      

          @spec runtime(server()) ::
  {:ok, Obscura.Profile.Runtime.t()}
  | {:error, :not_ready | Obscura.Diagnostic.t()}


      


Returns the reusable runtime when preparation is complete.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts a supervised profile preparer.

  



  
    
      
    
    
      status(server)



        
          
        

    

  


  

      

          @spec status(server()) :: map()


      


Returns readiness and the latest safe progress event.

  



  
    
      
    
    
      subscribe(server)



        
          
        

    

  


  

      

          @spec subscribe(server()) :: :ok


      


Subscribes the caller to progress and completion messages.

  


        

      


  

    
Obscura.Profile.Runtime 
    



      
Explicit reusable runtime resources for product profiles.
Building a runtime is opt-in and may load local or Hugging Face model assets.
Analyzer calls only consume an already prepared runtime or caller-provided
serving and never invoke prepare/2 themselves.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.Profile.Runtime{
  analyzer_options: keyword(),
  backend_metadata: map(),
  implementation_profile: atom(),
  prepared_at: DateTime.t(),
  profile: Obscura.Profile.name(),
  resources: map()
}


      



  


        

      


  

    
Obscura.Recognizer behaviour
    



      
Behaviour for Obscura recognizers.

      


      
        Summary


  
    Callbacks
  


    
      
        analyze(t, keyword)

      


    


    
      
        analyze_many(list, keyword)

      


    


    
      
        entity()

      


    


    
      
        name()

      


    


    
      
        supported_entities()

      


    





      


      
        Callbacks


        


  
    
      
    
    
      analyze(t, keyword)



        
          
        

    

  


  

      

          @callback analyze(
  String.t(),
  keyword()
) ::
  [Obscura.Analyzer.Result.t()]
  | {:ok, [Obscura.Analyzer.Result.t()]}
  | {:error, term()}


      



  



  
    
      
    
    
      analyze_many(list, keyword)


        (optional)


        
          
        

    

  


  

      

          @callback analyze_many(
  [String.t()],
  keyword()
) ::
  [[Obscura.Analyzer.Result.t()]]
  | {:ok, [[Obscura.Analyzer.Result.t()]]}
  | {:error, term()}


      



  



  
    
      
    
    
      entity()


        (optional)


        
          
        

    

  


  

      

          @callback entity() :: atom()


      



  



  
    
      
    
    
      name()



        
          
        

    

  


  

      

          @callback name() :: atom()


      



  



  
    
      
    
    
      supported_entities()



        
          
        

    

  


  

      

          @callback supported_entities() :: [atom()]


      



  


        

      


  

    
Obscura.Recognizer.GLiNER 
    



      
Optional GLiNER recognizer facade.

      


      
        Summary


  
    Functions
  


    
      
        analyze(text, opts \\ [])

      


        Analyzes text with a GLiNER serving.



    


    
      
        analyze_many(texts, opts \\ [])

      


        Analyzes multiple texts.



    


    
      
        name()

      


        Recognizer name.



    


    
      
        supported_entities()

      


        Supported entities for the default GLiNER label profile.



    





      


      
        Functions


        


    

  
    
      
    
    
      analyze(text, opts \\ [])



        
          
        

    

  


  

      

          @spec analyze(
  String.t(),
  keyword()
) :: {:ok, [Obscura.Analyzer.Result.t()]} | {:error, term()}


      


Analyzes text with a GLiNER serving.

  



    

  
    
      
    
    
      analyze_many(texts, opts \\ [])



        
          
        

    

  


  

      

          @spec analyze_many(
  [String.t()],
  keyword()
) :: {:ok, [[Obscura.Analyzer.Result.t()]]} | {:error, term()}


      


Analyzes multiple texts.

  



  
    
      
    
    
      name()



        
          
        

    

  


  

      

          @spec name() :: atom()


      


Recognizer name.

  



  
    
      
    
    
      supported_entities()



        
          
        

    

  


  

      

          @spec supported_entities() :: [atom()]


      


Supported entities for the default GLiNER label profile.

  


        

      


  

    
Obscura.Recognizer.GLiNER.Native 
    



      
Experimental native Nx/Emily serving for the pinned Urchade GLiNER model.
This adapter requires an explicit local Safetensors export and never downloads
model assets. Both Emily backend fallback and compiler fallback are forced to
:raise, so successful inference is evidence of native execution rather than
silent evaluator or BinaryBackend fallback.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        build(opts \\ [])

      


        Builds a strict Emily GPU serving from a local native Urchade export.



    


    
      
        run(serving, text, opts \\ [])

      


        Runs native GLiNER inference for one text.



    


    
      
        run_many(serving, texts, opts \\ [])

      


        Runs native GLiNER inference for multiple texts while reusing one serving.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.Recognizer.GLiNER.Native{
  backend: term(),
  compiled: term(),
  compiler: term(),
  config: term(),
  metadata: term(),
  model_spec: term(),
  params: term(),
  paths: term(),
  shape_buckets: term(),
  tokenizer: term(),
  trace_compiled: term()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      build(opts \\ [])



        
          
        

    

  


  

      

          @spec build(keyword()) :: {:ok, t()} | {:error, term()}


      


Builds a strict Emily GPU serving from a local native Urchade export.

  



    

  
    
      
    
    
      run(serving, text, opts \\ [])



        
          
        

    

  


  

      

          @spec run(t(), String.t(), keyword()) :: {:ok, [map()]} | {:error, term()}


      


Runs native GLiNER inference for one text.

  



    

  
    
      
    
    
      run_many(serving, texts, opts \\ [])



        
          
        

    

  


  

      

          @spec run_many(t(), [String.t()], keyword()) :: {:ok, [[map()]]} | {:error, term()}


      


Runs native GLiNER inference for multiple texts while reusing one serving.

  


        

      


  

    
Obscura.Recognizer.GLiNER.Ortex 
    



      
Optional Ortex-backed serving for GLiNER span models.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        build(opts \\ [])

      


        Builds an Ortex GLiNER serving from local model assets.



    


    
      
        finish_profiling(serving)

      


        Flushes an enabled ONNX Runtime profile and summarizes execution-provider use.



    


    
      
        run(serving, text, opts \\ [])

      


        Runs GLiNER inference for one text.



    


    
      
        run_many(serving, texts, opts \\ [])

      


        Runs GLiNER inference for many texts.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.Recognizer.GLiNER.Ortex{
  config: term(),
  execution_providers: term(),
  model: term(),
  model_spec: term(),
  paths: term(),
  profile_prefix: term(),
  provider_metadata: term(),
  runtime_module: term(),
  tokenizer: term()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      build(opts \\ [])



        
          
        

    

  


  

      

          @spec build(keyword()) :: {:ok, t()} | {:error, term()}


      


Builds an Ortex GLiNER serving from local model assets.

  



  
    
      
    
    
      finish_profiling(serving)



        
          
        

    

  


  

      

          @spec finish_profiling(t()) :: {:ok, map()} | {:error, term()}


      


Flushes an enabled ONNX Runtime profile and summarizes execution-provider use.
CoreML participation proves that ONNX Runtime assigned work to CoreML. It does
not prove GPU-only execution because CoreML has no GPU-only compute-unit mode.

  



    

  
    
      
    
    
      run(serving, text, opts \\ [])



        
          
        

    

  


  

      

          @spec run(t(), String.t(), keyword()) :: {:ok, [map()]} | {:error, term()}


      


Runs GLiNER inference for one text.

  



    

  
    
      
    
    
      run_many(serving, texts, opts \\ [])



        
          
        

    

  


  

      

          @spec run_many(t(), [String.t()], keyword()) :: {:ok, [[map()]]} | {:error, term()}


      


Runs GLiNER inference for many texts.

  


        

      


  

    
Obscura.Recognizer.NER 
    



      
Explicit NER recognizer for open-class entities.

      


      
        Summary


  
    Functions
  


    
      
        analyze_many(texts, opts)

      


        Analyzes many texts with a batch-capable serving when available.



    


    
      
        phi_entities()

      


        Returns optional PHI-like entities supported by the label map.



    





      


      
        Functions


        


  
    
      
    
    
      analyze_many(texts, opts)



        
          
        

    

  


  

      

          @spec analyze_many(
  [String.t()],
  keyword()
) :: {:ok, [[Obscura.Analyzer.Result.t()]]} | {:error, term()}


      


Analyzes many texts with a batch-capable serving when available.

  



  
    
      
    
    
      phi_entities()



        
          
        

    

  


  

      

          @spec phi_entities() :: [atom()]


      


Returns optional PHI-like entities supported by the label map.

  


        

      


  

    
Obscura.Recognizer.NER.FakeServing 
    



      
Deterministic fake NER serving used by fixtures and tests.
The struct intentionally has a small Inspect representation so configured
source texts or model outputs are not printed accidentally.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(outputs)

      


        Creates a fake serving from either a text-to-outputs map or a single output list.



    


    
      
        predict(fake_serving, text, opts \\ [])

      


        Returns fake model outputs for one text.



    


    
      
        predict_many(serving, texts, opts \\ [])

      


        Returns fake model outputs for many texts.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.Recognizer.NER.FakeServing{outputs: map() | list()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(outputs)



        
          
        

    

  


  

      

          @spec new(map() | list()) :: t()


      


Creates a fake serving from either a text-to-outputs map or a single output list.

  



    

  
    
      
    
    
      predict(fake_serving, text, opts \\ [])



        
          
        

    

  


  

      

          @spec predict(t(), String.t(), keyword()) :: {:ok, [map()]} | {:error, term()}


      


Returns fake model outputs for one text.

  



    

  
    
      
    
    
      predict_many(serving, texts, opts \\ [])



        
          
        

    

  


  

      

          @spec predict_many(t(), [String.t()], keyword()) ::
  {:ok, [[map()]]} | {:error, term()}


      


Returns fake model outputs for many texts.

  


        

      


  

    
Obscura.Recognizer.NER.ModelSpec 
    



      
Normalized configuration for an optional local NER model.

      


      
        Summary


  
    Types
  


    
      
        hf_ref()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        hf_id(arg)

      


        Returns the Hugging Face identifier from a reference.



    


    
      
        metadata(spec)

      


        Returns a safe metadata map for telemetry and reports.



    


    
      
        new(attrs)

      


        Builds a model spec from registry data.



    





      


      
        Types


        


  
    
      
    
    
      hf_ref()



        
          
        

    

  


  

      

          @type hf_ref() :: {:hf, String.t()} | {:hf, String.t(), keyword()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.Recognizer.NER.ModelSpec{
  aggregation: atom(),
  entities: [atom()],
  id: atom(),
  label_map: atom(),
  license: String.t(),
  model: hf_ref(),
  notes: String.t() | nil,
  offset_unit: :byte | :character,
  policy: keyword(),
  required?: boolean(),
  status: :supported | :experimental | :evaluation,
  task: :token_classification,
  tokenizer: hf_ref()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      hf_id(arg)



        
          
        

    

  


  

      

          @spec hf_id(hf_ref()) :: String.t()


      


Returns the Hugging Face identifier from a reference.

  



  
    
      
    
    
      metadata(spec)



        
          
        

    

  


  

      

          @spec metadata(t()) :: map()


      


Returns a safe metadata map for telemetry and reports.

  



  
    
      
    
    
      new(attrs)



        
          
        

    

  


  

      

          @spec new(map()) :: {:ok, t()} | {:error, term()}


      


Builds a model spec from registry data.

  


        

      


  

    
Obscura.Recognizer.NER.Serving 
    



      
Optional Nx/Bumblebee serving builder for local token-classification models.
Model serving remains explicit. Default Obscura usage does not load model
dependencies or download weights. Calling build/1 is an opt-in local model
setup path.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        build(opts \\ [])

      


        Builds a NER serving when optional model dependencies are available.



    


    
      
        metadata(serving)

      


        Returns telemetry-safe metadata for a built serving.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.Recognizer.NER.Serving{
  backend: atom() | nil,
  backend_metadata: map() | nil,
  built_at: DateTime.t() | nil,
  model_spec: Obscura.Recognizer.NER.ModelSpec.t(),
  sequence_length: pos_integer() | nil,
  serving: term(),
  tokenizer: term() | nil
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      build(opts \\ [])



        
          
        

    

  


  

      

          @spec build(keyword()) :: {:ok, t()} | {:error, term()}


      


Builds a NER serving when optional model dependencies are available.

  



  
    
      
    
    
      metadata(serving)



        
          
        

    

  


  

      

          @spec metadata(t()) :: map()


      


Returns telemetry-safe metadata for a built serving.

  


        

      


  

    
Obscura.Recognizer.PatternDefinition 
    



      
Data-backed custom pattern recognizer definition.

      


      
        Summary


  
    Types
  


    
      
        pattern()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        new!(opts)

      


        Builds a pattern definition or raises for invalid input.



    





      


      
        Types


        


  
    
      
    
    
      pattern()



        
          
        

    

  


  

      

          @type pattern() :: %{name: atom(), regex: Regex.t(), score: float()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.Recognizer.PatternDefinition{
  context: [String.t()],
  entity: atom(),
  invalidate: (String.t() -> term()) | nil,
  metadata: map(),
  name: atom(),
  patterns: [pattern()],
  validate: (String.t() -> term()) | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new!(opts)



        
          
        

    

  


  

      

          @spec new!(keyword()) :: t()


      


Builds a pattern definition or raises for invalid input.

  


        

      


  

    
Obscura.Recognizer.Phone.ExPhoneNumberValidator 
    



      
Optional ex_phone_number validator for parser-backed phone recognition.
This module intentionally keeps ex_phone_number optional. If the dependency
is not available, validation returns a safe missing-dependency error.

      


      
        Summary


  
    Functions
  


    
      
        valid?(value, opts)

      


        Validates a phone candidate using ex_phone_number.



    





      


      
        Functions


        


  
    
      
    
    
      valid?(value, opts)



        
          
        

    

  


  

      

          @spec valid?(
  String.t(),
  keyword()
) :: {:ok, map()} | {:error, term()}


      


Validates a phone candidate using ex_phone_number.

  


        

      


  

    
Obscura.Recognizer.PrivacyFilter.Native 
    



      
Optional native privacy-filter recognizer.
This recognizer is never part of the default deterministic profile. Callers
must pass a reusable Obscura.PrivacyFilter.Serving or enough checkpoint
options for the serving to be built explicitly.

      


      
        Summary


  
    Functions
  


    
      
        new(opts)

      


        Builds a reusable native privacy-filter serving.



    





      


      
        Functions


        


  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(keyword()) :: {:ok, Obscura.PrivacyFilter.Serving.t()} | {:error, term()}


      


Builds a reusable native privacy-filter serving.

  


        

      


  

    
Obscura.Recognizer.Spacy 
    



      
Experimental pinned spaCy NER recognizer using a prepared native CPU pool.

      




  

    
Obscura.Redactable protocol
    



      
Protocol for application data that can define its own Obscura redaction policy.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        All the types that implement this protocol.



    





  
    Functions
  


    
      
        redact(value, opts)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: term()


      


All the types that implement this protocol.

  


        

      

      
        Functions


        


  
    
      
    
    
      redact(value, opts)



        
          
        

    

  


  

      

          @spec redact(
  t(),
  keyword()
) :: {:ok, term(), [Obscura.Structured.Item.t()]} | {:error, term()}


      



  


        

      


  

    
Obscura.Rehydrator 
    



      
Rehydrates vault tokens in strings.

      


      
        Summary


  
    Functions
  


    
      
        rehydrate(text, opts \\ [])

      


        Replaces known vault tokens in text with original values.



    





      


      
        Functions


        


    

  
    
      
    
    
      rehydrate(text, opts \\ [])



        
          
        

    

  


  

      

          @spec rehydrate(
  String.t(),
  keyword()
) :: {:ok, String.t()} | {:error, term()}


      


Replaces known vault tokens in text with original values.

  


        

      


  

    
Obscura.Rehydrator.Structured 
    



      
Structured data rehydration for vault tokens.

      


      
        Summary


  
    Functions
  


    
      
        rehydrate(data, opts \\ [])

      


        Rehydrates binary leaf values in supported structured data.



    





      


      
        Functions


        


    

  
    
      
    
    
      rehydrate(data, opts \\ [])



        
          
        

    

  


  

      

          @spec rehydrate(
  term(),
  keyword()
) :: {:ok, term()} | {:error, term()}


      


Rehydrates binary leaf values in supported structured data.

  


        

      


  

    
Obscura.Spacy.Serving 
    



      
Experimental, locally prepared macOS/Linux spaCy CPU pool.
Preparation verifies the pinned model files and starts 1–4 native processes.
A request reserves a worker before sending text. Saturation returns
:spacy_busy immediately; the pool does not queue input texts. Native crashes,
malformed responses and timeouts discard that worker before replacement.
Assets are never downloaded and must remain immutable while the pool is alive.
build/1 owns resources on behalf of the calling process (or :runtime_owner).
start_link/1 can instead be placed directly under a host supervisor. Use
stop/1 for explicit release. Status and crash formatting omit request data.

      


      
        Summary


  
    Functions
  


    
      
        build(opts \\ [])

      


    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        predict(server, text)

      


    


    
      
        start_link(opts)

      


    


    
      
        status(server)

      


    


    
      
        stop(server)

      


    





      


      
        Functions


        


    

  
    
      
    
    
      build(opts \\ [])



        
          
        

    

  


  


  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      predict(server, text)



        
          
        

    

  


  


  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      status(server)



        
          
        

    

  


  


  



  
    
      
    
    
      stop(server)



        
          
        

    

  


  


  


        

      


  

    
Obscura.Stream.Rehydrator 
    



      
Streaming-safe vault token rehydration.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        feed(stream, chunk)

      


        Feeds one streamed chunk and returns text safe to emit.



    


    
      
        flush(stream)

      


        Flushes final buffered text.



    


    
      
        new(opts)

      


        Creates a streaming rehydrator state.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.Stream.Rehydrator{
  buffer: String.t(),
  max_token_length: pos_integer(),
  telemetry: boolean(),
  token_prefix: String.t(),
  token_suffix: String.t(),
  unknown: :keep | :error,
  vault: GenServer.server()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      feed(stream, chunk)



        
          
        

    

  


  

      

          @spec feed(t(), String.t()) :: {:ok, String.t(), t()} | {:error, term()}


      


Feeds one streamed chunk and returns text safe to emit.

  



  
    
      
    
    
      flush(stream)



        
          
        

    

  


  

      

          @spec flush(t()) :: {:ok, String.t()} | {:error, term()}


      


Flushes final buffered text.

  



  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(keyword()) :: {:ok, t()} | {:error, term()}


      


Creates a streaming rehydrator state.

  


        

      


  

    
Obscura.Structured 
    



      
Public structured data redaction API.

      


      
        Summary


  
    Functions
  


    
      
        analyze(data, opts \\ [])

      


        Recursively analyzes structured data and returns redaction items.



    


    
      
        redact(data, opts \\ [])

      


        Recursively redacts structured data.



    





      


      
        Functions


        


    

  
    
      
    
    
      analyze(data, opts \\ [])



        
          
        

    

  


  

      

          @spec analyze(
  term(),
  keyword()
) :: {:ok, [Obscura.Structured.Item.t()]} | {:error, term()}


      


Recursively analyzes structured data and returns redaction items.

  



    

  
    
      
    
    
      redact(data, opts \\ [])



        
          
        

    

  


  

      

          @spec redact(
  term(),
  keyword()
) :: {:ok, Obscura.Structured.Result.t()} | {:error, term()}


      


Recursively redacts structured data.

  


        

      


  

    
Obscura.Structured.Item 
    



      
Redaction metadata for one structured data leaf.

      


      
        Summary


  
    Types
  


    
      
        path()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      path()



        
          
        

    

  


  

      

          @type path() :: [atom() | String.t() | integer()]


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.Structured.Item{
  entity: atom(),
  metadata: map(),
  operator: atom(),
  path: path(),
  replacement: String.t(),
  source_byte_end: non_neg_integer() | nil,
  source_byte_start: non_neg_integer() | nil
}


      



  


        

      


  

    
Obscura.Structured.Result 
    



      
Result of a structured redaction run.
Documented fields are stable in 0.1.x; metadata keys are additive.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.Structured.Result{
  data: term(),
  items: [Obscura.Structured.Item.t()],
  metadata: map(),
  status: atom()
}


      



  


        

      


  

    
Obscura.Tiktoken 
    



      
Tiktoken-compatible byte-pair encodings used by Obscura.
This module intentionally implements the subset of Python tiktoken that
Obscura needs for privacy-filter tokenization. It does not fetch assets from
the network at runtime.

      


      
        Summary


  
    Types
  


    
      
        encoding()

      


    





  
    Functions
  


    
      
        encoding_for_model(model_name)

      


    


    
      
        encoding_name_for_model(model_name)

      


    


    
      
        get_encoding(name)

      


        Loads a supported encoding from verified local assets.



    


    
      
        get_encoding!(name)

      


    


    
      
        list_encoding_names()

      


        Lists the supported encoding names.



    





      


      
        Types


        


  
    
      
    
    
      encoding()



        
          
        

    

  


  

      

          @type encoding() :: Obscura.Tiktoken.Encoding.t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      encoding_for_model(model_name)



        
          
        

    

  


  

      

          @spec encoding_for_model(String.t()) :: {:ok, encoding()} | {:error, term()}


      



  



  
    
      
    
    
      encoding_name_for_model(model_name)



        
          
        

    

  


  

      

          @spec encoding_name_for_model(String.t()) :: {:ok, String.t()} | {:error, term()}


      



  



  
    
      
    
    
      get_encoding(name)



        
          
        

    

  


  

      

          @spec get_encoding(String.t() | atom()) :: {:ok, encoding()} | {:error, term()}


      


Loads a supported encoding from verified local assets.

  



  
    
      
    
    
      get_encoding!(name)



        
          
        

    

  


  

      

          @spec get_encoding!(String.t() | atom()) :: encoding()


      



  



  
    
      
    
    
      list_encoding_names()



        
          
        

    

  


  

      

          @spec list_encoding_names() :: [String.t()]


      


Lists the supported encoding names.

  


        

      


  

    
Obscura.Tiktoken.Encoding 
    



      
A tiktoken-compatible byte-pair encoding.

      


      
        Summary


  
    Types
  


    
      
        special_selector()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        decode(encoding, tokens, opts \\ [])

      


    


    
      
        decode!(encoding, tokens, opts \\ [])

      


    


    
      
        decode_bytes(encoding, tokens)

      


    


    
      
        decode_bytes!(encoding, tokens)

      


    


    
      
        decode_single_token_bytes(encoding, token)

      


    


    
      
        decode_tokens_bytes(encoding, tokens)

      


    


    
      
        decode_with_offsets(encoding, tokens)

      


    


    
      
        encode(encoding, text, opts \\ [])

      


    


    
      
        encode!(encoding, text, opts \\ [])

      


    


    
      
        encode_ordinary(encoding, text)

      


    


    
      
        encode_ordinary!(encoding, text)

      


    


    
      
        encode_single_piece(encoding, text_or_bytes)

      


    


    
      
        encode_single_token(encoding, text_or_bytes)

      


    


    
      
        n_vocab(encoding)

      


    


    
      
        new(attrs)

      


    


    
      
        special_token?(encoding, token)

      


    


    
      
        token_byte_values(encoding)

      


    





      


      
        Types


        


  
    
      
    
    
      special_selector()



        
          
        

    

  


  

      

          @type special_selector() :: :all | [String.t()] | MapSet.t(String.t())


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.Tiktoken.Encoding{
  decoder: %{required(non_neg_integer()) => binary()},
  eot_token: non_neg_integer() | nil,
  explicit_n_vocab: non_neg_integer() | nil,
  max_token_value: non_neg_integer(),
  mergeable_ranks: %{required(binary()) => non_neg_integer()},
  name: String.t(),
  pat_str: String.t(),
  pattern: Regex.t(),
  sorted_token_bytes: [binary()],
  special_token_values: MapSet.t(non_neg_integer()),
  special_tokens: %{required(String.t()) => non_neg_integer()},
  special_tokens_decoder: %{required(non_neg_integer()) => binary()}
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      decode(encoding, tokens, opts \\ [])



        
          
        

    

  


  

      

          @spec decode(t(), [non_neg_integer()], keyword()) ::
  {:ok, String.t()} | {:error, term()}


      



  



    

  
    
      
    
    
      decode!(encoding, tokens, opts \\ [])



        
          
        

    

  


  

      

          @spec decode!(t(), [non_neg_integer()], keyword()) :: String.t()


      



  



  
    
      
    
    
      decode_bytes(encoding, tokens)



        
          
        

    

  


  

      

          @spec decode_bytes(t(), [non_neg_integer()]) :: {:ok, binary()} | {:error, term()}


      



  



  
    
      
    
    
      decode_bytes!(encoding, tokens)



        
          
        

    

  


  

      

          @spec decode_bytes!(t(), [non_neg_integer()]) :: binary()


      



  



  
    
      
    
    
      decode_single_token_bytes(encoding, token)



        
          
        

    

  


  

      

          @spec decode_single_token_bytes(t(), non_neg_integer()) ::
  {:ok, binary()} | {:error, term()}


      



  



  
    
      
    
    
      decode_tokens_bytes(encoding, tokens)



        
          
        

    

  


  

      

          @spec decode_tokens_bytes(t(), [non_neg_integer()]) ::
  {:ok, [binary()]} | {:error, term()}


      



  



  
    
      
    
    
      decode_with_offsets(encoding, tokens)



        
          
        

    

  


  

      

          @spec decode_with_offsets(t(), [non_neg_integer()]) ::
  {:ok, {String.t(), [non_neg_integer()]}} | {:error, term()}


      



  



    

  
    
      
    
    
      encode(encoding, text, opts \\ [])



        
          
        

    

  


  

      

          @spec encode(t(), String.t(), keyword()) ::
  {:ok, [non_neg_integer()]} | {:error, term()}


      



  



    

  
    
      
    
    
      encode!(encoding, text, opts \\ [])



        
          
        

    

  


  

      

          @spec encode!(t(), String.t(), keyword()) :: [non_neg_integer()]


      



  



  
    
      
    
    
      encode_ordinary(encoding, text)



        
          
        

    

  


  

      

          @spec encode_ordinary(t(), String.t()) ::
  {:ok, [non_neg_integer()]} | {:error, term()}


      



  



  
    
      
    
    
      encode_ordinary!(encoding, text)



        
          
        

    

  


  

      

          @spec encode_ordinary!(t(), String.t()) :: [non_neg_integer()]


      



  



  
    
      
    
    
      encode_single_piece(encoding, text_or_bytes)



        
          
        

    

  


  

      

          @spec encode_single_piece(t(), String.t() | binary()) ::
  {:ok, [non_neg_integer()]} | {:error, term()}


      



  



  
    
      
    
    
      encode_single_token(encoding, text_or_bytes)



        
          
        

    

  


  

      

          @spec encode_single_token(t(), String.t() | binary()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      



  



  
    
      
    
    
      n_vocab(encoding)



        
          
        

    

  


  

      

          @spec n_vocab(t()) :: non_neg_integer()


      



  



  
    
      
    
    
      new(attrs)



        
          
        

    

  


  

      

          @spec new(keyword()) :: {:ok, t()} | {:error, term()}


      



  



  
    
      
    
    
      special_token?(encoding, token)



        
          
        

    

  


  

      

          @spec special_token?(t(), non_neg_integer()) :: boolean()


      



  



  
    
      
    
    
      token_byte_values(encoding)



        
          
        

    

  


  

      

          @spec token_byte_values(t()) :: [binary()]


      



  


        

      


  

    
Obscura.Vault 
    



      
Facade for reversible pseudonymization vault backends.

      


      
        Summary


  
    Types
  


    
      
        vault_ref()

      


    





  
    Functions
  


    
      
        clear(vault, opts \\ [])

      


        Clears all mappings from a vault.



    


    
      
        get_or_create(vault, entity, value, opts \\ [])

      


        Gets or creates a token for an entity/value pair.



    


    
      
        info(vault)

      


        Returns backend metadata for a vault.



    


    
      
        lookup_token(vault, token, opts \\ [])

      


        Looks up an entry by token.



    


    
      
        lookup_value(vault, entity, value, opts \\ [])

      


        Looks up an entry by entity and original value.



    


    
      
        rehydrate(vault, text, opts \\ [])

      


        Rehydrates all known tokens in a string through a vault.



    





      


      
        Types


        


  
    
      
    
    
      vault_ref()



        
          
        

    

  


  

      

          @type vault_ref() :: GenServer.server()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      clear(vault, opts \\ [])



        
          
        

    

  


  

      

          @spec clear(
  vault_ref() | nil,
  keyword()
) :: :ok | {:error, term()}


      


Clears all mappings from a vault.

  



    

  
    
      
    
    
      get_or_create(vault, entity, value, opts \\ [])



        
          
        

    

  


  

      

          @spec get_or_create(vault_ref() | nil, atom(), String.t(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Gets or creates a token for an entity/value pair.

  



  
    
      
    
    
      info(vault)



        
          
        

    

  


  

      

          @spec info(vault_ref() | nil) :: {:ok, map()} | {:error, term()}


      


Returns backend metadata for a vault.

  



    

  
    
      
    
    
      lookup_token(vault, token, opts \\ [])



        
          
        

    

  


  

      

          @spec lookup_token(vault_ref() | nil, String.t(), keyword()) ::
  {:ok, Obscura.Vault.Entry.t()} | {:error, term()}


      


Looks up an entry by token.

  



    

  
    
      
    
    
      lookup_value(vault, entity, value, opts \\ [])



        
          
        

    

  


  

      

          @spec lookup_value(vault_ref() | nil, atom(), String.t(), keyword()) ::
  {:ok, Obscura.Vault.Entry.t()} | {:error, term()}


      


Looks up an entry by entity and original value.

  



    

  
    
      
    
    
      rehydrate(vault, text, opts \\ [])



        
          
        

    

  


  

      

          @spec rehydrate(vault_ref() | nil, String.t(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Rehydrates all known tokens in a string through a vault.

  


        

      


  

    
Obscura.Vault.Backend behaviour
    



      
Behaviour for optional vault backends.
Obscura ships memory and ETS backends. Applications can use this behaviour
as the contract for persistent backends without making Ecto or another
storage dependency mandatory for Obscura.

      


      
        Summary


  
    Types
  


    
      
        vault_ref()

      


    





  
    Callbacks
  


    
      
        handle_call(term, from, term)

      


    


    
      
        init(keyword)

      


    


    
      
        start_link(keyword)

      


    





      


      
        Types


        


  
    
      
    
    
      vault_ref()



        
          
        

    

  


  

      

          @type vault_ref() :: GenServer.server()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      handle_call(term, from, term)



        
          
        

    

  


  

      

          @callback handle_call(term(), GenServer.from(), term()) ::
  {:reply, term(), term()} | {:reply, term(), term(), timeout() | :hibernate}


      



  



  
    
      
    
    
      init(keyword)



        
          
        

    

  


  

      

          @callback init(keyword()) :: {:ok, term()} | {:stop, term()}


      



  



  
    
      
    
    
      start_link(keyword)



        
          
        

    

  


  

      

          @callback start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
Obscura.Vault.ETS 
    



      
Session-scoped ETS-backed vault.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts \\ [])

      


        Starts an ETS vault owner process.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts an ETS vault owner process.

  


        

      


  

    
Obscura.Vault.Entry 
    



      
One reversible pseudonymization mapping.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.Vault.Entry{
  created_at: integer(),
  entity: atom(),
  last_used_at: integer() | nil,
  metadata: map(),
  token: String.t(),
  use_count: non_neg_integer(),
  value: String.t() | nil
}


      



  


        

      


  

    
Obscura.Vault.Memory 
    



      
Session-scoped in-memory vault.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts \\ [])

      


        Starts a memory vault.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts a memory vault.

  


        

      


  

    
Obscura.Anonymizer.Error exception
    



      
Structured, value-safe anonymizer operator error.
Errors contain stable machine-readable fields and never include source text,
replacement values, salts, callback return values, or exception messages.
Codes and fields are stable in 0.1.x; rendered messages are not.

      


      
        Summary


  
    Types
  


    
      
        code()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      code()



        
          
        

    

  


  

      

          @type code() ::
  :invalid_operator_collection
  | :invalid_operator_config
  | :unsupported_operator
  | :unknown_operator_option
  | :missing_operator_option
  | :invalid_operator_option
  | :operator_failed
  | :invalid_operator_result


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Obscura.Anonymizer.Error{
  __exception__: term(),
  code: code(),
  field: atom() | nil,
  metadata: map(),
  operator: atom() | nil,
  reason: atom() | nil
}


      



  


        

      


  

    
mix obscura.detect 
    



      
Detects PII in a file or stdin using Obscura.

      




  

    
mix obscura.docs.verify 
    



      
Verifies local links in repository Markdown files.
mix obscura.docs.verify
mix obscura.docs.verify README.md docs/profiles.md
Fenced code blocks and external URLs are ignored. Absolute local paths are
rejected because they cannot work for another checkout or a Hex user.

      




  

    
mix obscura.efficient.install 
    



      
Provisions the versioned, verified assets for the :efficient CPU profile.
mix obscura.efficient.install --allow-download
mix obscura.efficient.install --from-source --allow-download
mix obscura.efficient.install --native-binary /local/native --model-dir /local/model
Downloads require --allow-download. The default uses a native release binary
whose checksum is pinned in this package. Model provisioning uses the official
pinned spaCy wheel and a dedicated, hashed export environment; install uv 0.12.1
first. Python is used only during provisioning, never inference. To provision
without Python, supply an already exported and verified --model-dir.
--from-source uses Rust 1.90.0 and the host's documented math/regex libraries.
Existing successful installations are verified and reused. A failed attempt
does not replace an installation. --destination selects an immutable v1
directory; set OBSCURA_EFFICIENT_ASSET_DIR to that path at runtime.

      




  

    
mix obscura.ner.smoke 
    



      
Runs opt-in real local NER model smoke validation.

      




  

    
mix obscura.operational.benchmark 
    



      
Runs authoritative operational benchmarks for measured product profiles.
mix obscura.operational.benchmark --profiles fast,balanced

      




  

    
mix obscura.operational.promote 
    



      
Promotes one complete operational report into its separate manifest.

      




  

    
mix obscura.operational.soak 
    



      
Runs one long-duration operational soak.
mix obscura.operational.soak --profile openmed_pii --concurrency 4 --authoritative

      




  

    
mix obscura.operational.soak.promote 
    



      
Promotes one complete soak report into the separate soak manifest.

      




  

    
mix obscura.operational.soak.verify 
    



      
Verifies the authoritative soak manifest and promoted artifact hashes.

      




  

    
mix obscura.operational.verify 
    



      
Verifies operational manifest structure and promoted report hashes.

      




  

    
mix obscura.privacy_filter.checkpoint 
    



      
Validates a local native privacy-filter checkpoint.
Example:
mix obscura.privacy_filter.checkpoint --checkpoint .cache/privacy-filter/openai

      




  

    
mix obscura.privacy_filter.setup 
    



      
Downloads a local native privacy-filter checkpoint and validates it.
The download is explicit, resumable, and intended for development or
benchmark setup. Obscura never downloads model assets during normal analysis.
Example:
mix obscura.privacy_filter.setup --checkpoint .cache/privacy-filter/openai
Useful options:
--repo openai/privacy-filter
--revision main
--layout native
--layout python-original
--file config.json --file model.safetensors
--download-tool curl
--download-tool hf
--download-timeout 600000
--download-output-limit 16384
--no-validate
--materialize

      




  

    
mix obscura.profile.check 
    



      
Checks whether an Obscura product profile is ready.
mix obscura.profile.check --profile fast
mix obscura.profile.check --profile balanced --backend emily --prepare --allow-download

      




  

    
mix obscura.profile.prepare 
    



      
Explicitly prepares and validates a reusable Obscura profile runtime.
mix obscura.profile.prepare --profile balanced --backend emily --allow-download
mix obscura.profile.prepare --profile balanced --backend emily --offline --json
Downloads require --allow-download; otherwise preparation is cache-only.
--offline always forbids remote asset access. The task reports the effective
cache directory, model index, observed download bytes, stage transitions,
elapsed time, and final readiness. JSON mode emits one object per line and
disables Bumblebee's terminal progress bar.
Before preparing an asset with a known commercial-use requirement, the task
emits an asset_license_notice. --allow-download permits network access;
it does not accept model terms or establish deployment authorization.
Online preparation retries one transient model or tokenizer load failure.
Recovery quarantines unreferenced partial cache files before downloading a
clean replacement. Quarantined files remain on disk for operator review.

      




  

    
mix obscura.redact 
    



      
Redacts PII in a file or stdin using Obscura.

      




  

    
mix obscura.spacy.build 
    



      
Explicitly builds the pinned spaCy CPU executable for the current host.
mix obscura.spacy.build
mix obscura.spacy.build --offline --output /local/bin/obscura-spacy-cpu
Requires Rust and a C linker, plus Accelerate/Homebrew PCRE2 on Apple Silicon
macOS or OpenBLAS/PCRE2 development libraries on glibc Linux (ARM64/x86-64).
This builds code only; it never downloads model assets.
--offline also forbids Cargo dependency downloads. No native compilation
runs during ordinary Mix compilation or analyzer calls.
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